Ac
Group and Account Administrators for firms, jurisdictions, SROs and the SEC share
responsibility for maintaining their user accounts for Web CRD, IARD and other FINRA
regulatory systems. Web CRD can be accessed at:https://crd.finra.org.
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Financial Industry Regulatory Authority

Account Administration

count Administration refers to the management of user accounts. The FINRA Entitlement

tittement Group & Account Administrator’s Roles & Responsibilities

e FINRA Entitlement Group:
Creates and deletes user accounts for Account Administrators. Once designated by a firm,

the new Super Account Administrator (SAA) role will create Account Administrators.

Creates initial passwords for Account Administrators. Firms that are both Investment

Advisers and Broker-Dealer (joint firms) use the same User ID and Password to log into

both Web CRD and IARD.
Sets or changes the entitlements for Account Administrators.
Performs account maintenance:

1. Reset passwords for Account Administrators.

2. Activate accounts for Account Administrators.

An Account Administrator can:

Create accounts for individuals, including creating User IDs and initial passwords. User IDs
and passwords can be systematically generated.

Perform password administration, such as unlocking accounts, and resetting passwords for
individual users.

Verify accounts periodically for authorized access.

Provide and update privileges (entitlement) to Web CRD for individual users.

Disable and/or delete user accounts when necessary.

Delete an account immediately when the individual no longer is with the firm.

An Account Administrator CANNOT:
@ Change or reset another Account Administrator’s password.
@ Change or setup their own account privileges (entitlement) to Web CRD or account

privileges to Web CRD for another Account Administrator’s account.

@ Activate or change their own account or another Account Administrator’s account.

Password Information

Password Criteria:

Passwords are case sensitive.

Passwords must be a minimum of 8 characters.

Passwords cannot contain any portion of the user’s ID, first, middle or last name, or the fol-
lowing characters: ampersand (&), asterisk (*), caret (*) or percent (%).

Passwords cannot contain any spaces.

Questions on Web CRD® ? Call the FINRA Gateway Call Center at 301-869-6699
8 AM through 8 PM, ET, Monday-Friday.
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o Passwords must contain at least three of the following:
1. An uppercase character (A-Z)
2. A lowercase character (a-z)
3. A numeric character (0 - 9)
4. Special characters ($ #@!)

Password Security Information:

¢ All initial passwords require the user to create a new password with initial log in.

e Passwords are valid for 120 days. A message will inform the user 14 days prior to
expiration. Each time a user logs into Web CRD & IARD, a message will inform the user
when the password has expired.

¢ If the 120 days has elapsed, a user cannot log into Web CRD and IARD without
changing his/her password. The system will prompt the user to enter a new password.

¢ A user can change his/her password at any time by clicking Change Password/Change
Account Profile under Admin Tools on the Web CRD and IARD site maps. A user
cannot reuse a password used within the last seven password changes.

o Users who forget their password can click on the Forgot Password? link on the login
screen to request a new password. The user will be prompted to enter their User ID and
security challenge response before a new password will be emailed.

¢ Users who are locked out from entering an incorrect password or security challenge
response more than five times should contact their Account Administrator.

Getting Started with FINRA Entitlement
Step 1: Complete the FEA and AAEFs.

New FINRA members will receive, as part of their New Member Kit, two forms to be
completed:

1. FINRA Entitlement Agreement (FEA): Used to verify that anyone designated as an
Account Administrator for your organization has the authority to act on your organization’s
behalf and that you have read the FINRA Entitlement Program Terms of Use.

2. Account Administrator Entitlement Form (AAEF): Used to designate the organization’s
Primary, Alternate or Replacement Primary Account Administrators and request
entitlement for them. A separate AAEF must be submitted for each Account Administrator.

These forms can also be found on the FINRA Entitlement Web Page at: www.finra.org/
entitlementforms

NOTE: For new SAA enhancement, only one form is needed, the SAA Entitlement Form.
Firms will be notified by FINRA via email when they are required to designate their initial SAA.

Step 2: Mail the FEA and AAEFs to the FINRA Entitlement Group.

The firm completes and signs (original signature) the FEA and the AAEFs and mails the forms
to the following address (regular mail or overnight):

FINRA Entitlement Group
9505 Key West Avenue
Rockville, MD 20850

The AAEFs may be faxed to the FINRA Entitlement Group at 301-216-3721, upon receipt of
the original FEA.
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Step 3: The FINRA Entitlement Group creates accounts for Account Administrators.
Upon receipt of the FEA and the AAEFs, the FINRA Entitlement Group will:

1. Create user accounts and set privileges for the primary and alternate Account
Administrators at your organization.

2. Call the primary and alternate Account Administrators to provide them with their User IDs
and passwords.

3. Send an email to the primary and alternate Account Administrators to confirm their email
addresses and provide them with a link to the web page that includes the FINRA
Entitlement Confirmation information.

Step 4. Account Administrators set up Web CRD and IARD accounts for users at their
Organization.

Upon receipt of the confirmation email, each Account Administrator must:

1. Loginto Web CRD or IARD using the User ID and password provided by the FINRA Enti-
tlement Group.

2. Select a new password, select a Security Challenge question, and enter a Security Re-

sponse. (See page 4.)

Log into Web CRD again, using the User ID and new password.

4. Create user accounts for each user who needs to access Web CRD, including creating

User IDs and initial passwords for each user. (See pages 7-9.)

Set privileges (entitlements) for each individual user. (See page 8)

Provide the users with their User IDs and initial passwords.

w

o v

Setting Up Your Account

When you receive your User ID and password from the FINRA Entitlement Group, you must
first log into the application and then change your initial password.

Step 1: Access the address for Web CRD: https://crd.finra.org.

Enter the User ID and password provided to you by the FINRA Entitlement Group in the User
ID and Password fields, read the FINRA Terms and Conditions and click | Agree.

NOTE: Clicking | Disagree prevents you from accessing the application.

Copyright 2010. FINRA EWS - Version 2010.1
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FII'II";V

User IDv
Password:

Forgot Password?

By clicking the button below, T
certify that I have read and
understand all of the terms of the
FIMRA Entitlement Program
Agreement and Terms of Use and
intend to form & binding
agreement with FINRA on those
terms without modification or
amendment thereto, IF T am
sccepting this agresment on
behalf of an organization, I certify
that I have the autharity of that
organization to enter inko this

agresment.,

Welcome to Web CRD ®

FINRA Terms & Conditions
FINRL Entitlement Program e

Agreement and Terms of Use
1. hgreement

This FINRA ENTITLEMENT PROGRAM Agreement and Terms of Use ("Agreement™ or "FINRL
Entitlement Programn Terms of Use"™) i1s an agreement hetween Financial Industry
Regulatory Authoricy, Inc. ("FINRAL"™) and sach person or entity that establishes a
FINRL ENTITLEMENT PROGRAM mccount or accesses the applications, materials or
services avallable on or through the FINRA ENTITLEMENT PROGRAN Web site (referred to
herein as a "Subscriber," "You"™ or "Your™). The FINRA ENTITLEMENT FROGRAM Web
gite is offered and operated by FINRAL on the World Wide TWeb of the Internec. The
FINRL ENTITLEMENT PROGRAM systew offers wvarious on-line applications, waterials and
services provided by FINRAL, affiliates of FINRA and, in some cases, by third
parties. A Subscriber may obtain a username and password via the Logon Service on
the FINRA ENTITLEMENT PROGRAM system. Prior to accessing the FINRAR ENTITLEMENT
FROGRALM Web site You must establish an account and identify account adwinistrators -

If you are experiencing any difficulties logging into the system, please contact your Account Administrator for assistance. If you are an Account Administrator, contact the
Gateway Call Center for Assistance

Do MOT bookmark this page or add it to your favorites. f you would like to create a hookmark or add this application to your favorites, please create the bookmark or add it to
your favorites after successfully logging in.

Result: The Password Reset screen displays.

Step 2: Enter the password provided by the
FINRA Entitlement Group in the Current
password field. Enter a new password in the
New password field. Re-enter the new
password in the Re-type new password to
confirm field. Select a Security Challenge
guestion from the drop-down list, enter the

Password Reset

1. Enter your current password for security.

2. Enter the new password you would like to use

3. Enter the new password again to confirm

4. Update your security challenge and response if desired.
5. Click continue.

Passwords must meet the following criteria:

» Must cortain st least eight characters
# Cannot contain your user ID

Security Response and CliCk Continue_ & Cannat cortain your first, middle, or last name

#* Must cortain characters from st least three of the following four categories:
O Uppercase characters (A-Z)

Lowercase characters (a-z)

Murmetic: chatacters (0-9)

Special characters (1, §, &, etc)

o
o
o
< Cannot contain the character ™" "&", "%, or " " (asterisk, ampersand, percert, or space)

Mate: (*)indicstes required fields

Current password (*);

Mew passward (*):

Re-type new password to confirm (*):
Security Challenge (%3 Mother's maiden name v

Serurity Response (*): oliveros

NOTE: The Security Challenge question and Security Response are used to verify your
identity if you call the FINRA Gateway Call Center to request assistance with your account.

Copyright 2010. FINRA
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Step 3: A confirmation that your password has been reset displays. Click Continue.

FII'II'ag

% Printer Friencily

Password Reset: Completed

Your password has been reset. Press "Continue” to log in.

Your account is now active. Enter your User ID and new password, read the FINRA Terms and
Conditions and click | Agree, to log into Web CRD. You can begin creating user accounts for
users at your organization who require entitlement to Web CRD.

Users who forget their password and/or are locked out of the system for attempting to enter a
password more than five times can click on the Forgot Password? link on the log in screen to
request a new password.

Users are prompted to enter their User ID and security challenge response before a new
password is emailed. You are required to change the new, temporary password when you log
into the system.

FII'II'—a&V

Welcome to Web CRD &

RE27IE FINRA Terms & Conditions
FINRA Entitlement Program ~
Password: Agreement and Terms of Tse
1. hgreement
( Forqot Password?
By clicking the buttan below, T This FINRA ENTITLEMENT PROGRAM Agreement and Terms of Use ("Agreement™ or "FINRA
certify that I have read and Entitlement Program Terms of Use") is an agreement hetween Financial Industry
undsrstand all of the terms of the Regulatory Authority, Inc. ("FINRA"] and each person or entity that establishes a
;INRAE”T"?’??PVDW;L“ g FINRA ENTITLEMENT PROGRAM account or accesses the applications, materials or
mf;m;'}of;a;;”;i;; & an services available on or through the FINRA ENTITLEMENT PROGRAM Weh site (referred to
agreement with FIMRA on those: hersin as a "Jubscriber,” "You" or "Your™). The FINRA ENTITLEMENT FROGRAM Wekh
terms without modification or Zite iz offered and operated by FINRL on the World Wide Web of the Internec. The
amendment thereta, If I am FINRA ENTITLEMENT PROGRAM system offers various on-line applications, materials and
accepting this agreement on services provided by FINRAL, affiliates of FINRA and, in some cases, by third
behalf of an organization, T certify
that I have the authority of that parties. A Subscriber may obtain a usernswe and password via the Logon Service on
organization to enter inko this the FINRAL ENTITLEMENT PROGRAM system. FPrior to accessing the FINRL ENTITLEMENT
agresment. PROGRAM Web site You wust establish an account and identify account adwinistrators v
If you are experiencing any difficulties logging into the system, please contact your Account Adrministrator for assistance. If you are an Account Adrministrator, contact the
Gateway Call Center for Assistance

Do MOT bookmark this page or add it to your favorites, If you would like to create a bookmark or add this application to your favorites, please create the bookmark or add it to
your favorites after successfully logging in.
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How to Access the Account Management Site

As an Account Administrator, you are responsible for managing the accounts of users at your
organization who require entitlement to Web CRD and other regulatory systems.

Step 1: Click the Account Administration hyperlink from the Admin Tools section on the
Web CRD site map.

Web CRD®

Individual
| Site Map | User Info |

CRDMain | _Forms | __Individual | _ Organization | __Accounting | Reports

User Info Form U4 ¥iew Individual ¥Yiew Org Daily Account Home
Blank Forms Create Mew U4 Filing Individual Search Organization Search Processed Transactions Request Report
Broadcast Messages Initial Disclosure Qnly DOrganization Queues Funds Deficient Wiew Report

Individual Search current Deficiencies Transactions
FaQ amendment
Non-Filing Info Branch Status Account Activity
Release Notes Concurrence MFI Individual Search Summary
Branch Deficiencies . .
Recommended Page 2 Arnendrment 1ARD Transition Depasit Detail
Hardware/Software for Schedule A/B Registration Search MYSE Filing Status
Transfer Detail
Certified EFS Yendors Page 2 Initial for Firm Queues SFG Retirement
Schedule A7B Continuing Education Transaction Detail
Equifax_ Employment withdrawal or _—
Screening Report Dual Approaching CE Termination Bill Line Search
Requirement
Send Comments Relicense all Queue Totals Renewal Account
CE 2-vear Termed Renewal Staternent

Admin Too Relicense CRD Non-Filing Info

Account Adrinistration CE Inactive NFI Organization Search Account Activity
Relicense 1A Surmmmary

Change CE Satisfied Mass Transfer

Password/Change Pending U4 Filings : . Deposit Detail

Account Profile ety E Mass Transfer List

Result: The Account Management: Home screen opens in a second browser.

Step 2: Click Account Management from the screen or navigation panel to search for an
existing account or create a new account.

é Prirter Frigndly

Account Management: Home

= Home

= Account Management Welcome to Account Management
= Help
My Account Please make a selection from the menu at the left. The available selections for Account Management are:
Change Password

Aipplications & Administr ators Home Introduces the Account Managernent systemn, displays systerm announcements, and provides links to applications.
Logout

Account Management Enables you to manage the list of accounts that can be used to log into any of the applications under the Account Management umbrella, You can
query, view, add, edit, and delete accounts from the list. This tool also enables you to desighate the appropriate applications, rales, and privileges for each account.

My Applications
Account Management
CRD

I4RD

Help Provides help in using the Account Management system

NOTE: You can also access the User Account Management login screen by logging into the
following URL:https://accountmgmt.finra.org/ewsadmin2/index.jsp.
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How to Create a User Account

Step 1: Access the Account Management site (see page 6) and click Account Management
from the Home screen or navigation panel.

Result: The Start New Search screen appears. It is recommended you search the system first
to verify that the individual does not already have an account with your organization.

Step 2: Click Create New Account from the navigation panel.

S Printer Friendly

Account Management: Start New Search

= Home:

To perform a search, fill in query criteria, then click "Search”.
& - Creats New Account
- SEart New Seart

«Help ‘ou can use asterisks as widcards, For example, "I+ o+" matches "Jason”, "John", and "Julio”.
ey Selecting multiple permissions below wil return accounts that match at-lsast one parmission.
Change Password
Applications 3 Administrators

User ID:

Logout

Last Marne:
My applications First Narne:
My Applications Viddle Name:
Account Management
cRD Email:

IARD

Department:

TRACE MPIDs:

Equity MPIDs:

MSRE Numbers:

050

Account Management:

Mext Gen Mew Member Application:

OO

New Member Application:

Result: The Create New Account screen displays.

Step 3: Enter the appropriate information into the fields in the User Profile, Account Profile,
FINRA Information, and Application Entitlements sections of the Create New Account screen.

é Prirter Friendly
Account Management: Create New Account
= Home
= Account Management To create a new account, fill in the following form, then click "Save".
- Create Mew Account
- Start Mew Search Mote: (%) indicates required fislds.
=Help
My Account
Change Password User Profile
Applications & Administratars

Logaut User ID (*): (Zenerate & nevw User D from First and Last Mame)

Prefix: (hone) v
My applications
First Mame {*):
My Applications
fccount Management Middle Mame:

Lask Mame (*):
Suffix: (none) ¥

Title: {unknown) b

! 1 At mns i il
' g mmw-mﬂ\_‘“ﬂiﬂﬁr 1L PP e T P R S, PSR-

NOTE: All fields marked with an asterisk (*) are required to create a new user account. To
systematically generate a User ID, enter the user’s first and last names into the appropriate
fields and click the Generate a new User ID hyperlink. To systematically generate a
password, click the Generate a password hyperlink.

Copyright 2010. FINRA EWS - Version 2010.1
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NOTE: A new account automatically defaults to an Initial Account Status of Active, meaning
the user can access Web CRD as soon as they are provided with the User ID and Password. If
the status is changed to Disable, the user cannot access Web CRD until you activate it. The
Legacy User ID is a read-only field except for FINRA Account Administrators.

The application(s) and privileges for which you are an Account Administrator are listed below
the User Profile, Account Profile, and FINRA Information sections of the Create New
Account screen.

You can grant User entitlement for any privilege for which you are entitled as an Account
Administrator. Selecting User allows the user access to a specific functionality of Web CRD
needed to perform their job.

Privileges are organized in a hierarchy, and referred to as “parent” privileges and “child”
privileges. If you wish to give a user entitlement to a “child” privilege, you must also give him/
her entitlement to the “parent” of that privilege.

For example, the Form U4 privilege is a child of the Form Filing parent privilege, which is also
a child privilege of the CRD parent privilege. To entitle a user at your organization with the
ability to submit the Form U4, you would select CRD User, Form Filing: User, and Form U4:
User.

If you select User for a “child” privilege and forget to select User for the “parent” privilege(s) for
that “child,” the system will automatically choose User for the “parent” privilege(s) when you

Step 4: Select User for all privileges the user needs to perform his/her job responsibilities and
click the Save button to create the new user account.

Application Privileges
User: The ability to use the functionality as defined by the privilege.,
Selett Al | Unselect Al [user
) .. Crganization: D User
NOTE: To add all privileges for an _ o _
application, click the Select All hyperlink. Ve oraezatien nfomatin: Dluser
Organization Mon-Filing Information: Cuser
Maintain Contact (B0 Only): Cuser
Maintain Firm Motification: Cuser
Maintain MYSE Branch Code Mumber {BD Only): Cuser
Firm Queues: D User
Mass Transfers: Cuser
Individual: Cuser
Wiew Individual Information: Cuser
Wiews CHRI Information (BD Onlky): Cuser
Equifax Employment Screening Repart (BD Onlky): Cuser

NOTE: If you are an Account Administrator for other applications, the other applications and
corresponding privileges will appear below the list of Web CRD privileges.

Result: The new user account is now ready.
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Step 5: Take note of the new User ID and Password, or highlight the bar to copy the User ID
and Password and paste it into a document, and provide that information to the user. He/she
can now access Web CRD and/or IARD.

NOTE: Use the Paste Special command after copying the User ID and password so that the
information will be visible. When the new user logs into Web CRD for the first time with the
User ID and password you have provided, they will immediately be directed to change their
password and select a Security Challenge question and enter a Security Response.

NOTE: The date and time the account was created displays in the Account Created on field,
and the User ID of the person who created the account displays in the Account Created by
field. If the account was created by an FINRA Administrator it will display “FINRA”

% Printer Friendly
Account Management: Account Saved

The account has been saved for “John Doe {johndoe)".

You can copy-and-paste password notification data from the following bar:

User Profile

User ID: johndoe
Prefix:

Firsk Marne: John

Middle Narne:

Lask Mame: Doe

Suffiz:

Title:

Department;

Primary Email: johin.doe@securities . com
Secondary Email:

Primary Phone: 555-555-5555

Secondary Phone:

NOTE: When the new user logs into Web CRD for the first time with the initial User ID and
Password you provided to him/her, he/she will immediately be directed to change his/her
password and select a Security Challenge question and provide a Security Response.

Copyright 2010. FINRA EWS - Version 2010.1
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How to Search for and View a User Account

As an Account Administrator, you are responsible for managing your users’ accounts. You
must first search for the account(s) you need to edit or delete.

Step 1: Access the Account Management site (see page 6) and click Account Management
from the Home screen or navigation panel.

Result: The Account Management: Start New Search screen displays.

Step 2: Enter the appropriate information to search for the user.

S Frinter Friencly

Account Management: Start New Search

= Home:

= Account Management To perform a search, fill in query criteria, then click "Search"
- Create Mew fccount
- Start New Search
«Help You can use asterisks as wildcards, For example, "7+ *" matches "Jason”, "John", and "Julio”.
Selecting multiple permissions below will reburm accounts that match at-least ane permission,
My Account

Change Password
Applications & Administrators

User ID:
Logout
Last Mare:
My applications First Mame:
My Applications Widd Hame:
Account Management
CRD Email:
LARD) Department:
TRACE MPIDs:

Equity MPIDs:
MSRE Mumbers:

050

Account Management:

Mext Gen New Member Application:

OO0

New Member Application:

Result: The Search Results screen displays.

Step 3: Click the hyperlink in the User ID column to view the user’s account.

=5 Frirter Friendly

Account Management: Search Results

= Home

= ficcount Management To view the account, click the User ID. You can also refine your previous search with the form at the bottom of the page
- Create New Account

- Start New Search To download this information to your computer, click "Download Results".

= Help
My Account Download Results

Change Password
Applications & Administrators

Results 1-6 of & Select any header to sort, select again to reverse the sort
Lt Last First MiddI TRACE Equity MSRB
a i iddle . qui o -
User ID Hame e Hame Email Department MPIDs MPIDs o 050 SAA Account Status Applications Administered
My applications john jehn.doa@firm.com No  Active
My Applications — firmcom Ne  Active + Account Management )
Account Management & Newxk Gen New Me!'nber Application
Account Management. » Mew Member Application
CRD » CRD
» IARD
+ Report Center
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Tips for Performing a Search

e Toview a list of Web CRD users in your organization, check the CRD box and click the
Search button.

e Toview a list of all users at your organization, leave all fields blanks and click the Search
button. NOTE: if your organization has a large number of entitled users, the search may
take time.

e You can use asterisks (*) as wildcards to assist your search. For example, if you want to
search for all users at your organization whose first names start with A, type A* in the First
Name field and click the Search button.

e If your search displays more than one result, you can sort your search results by clicking
the column titles. For example, if you want to sort the list alphabetically by last name, you
would click the Last Name hyperlink.

e You can view up to 30 users at a time. If there are more results, click the Next button to
display the next set of 30.

How to Find the Account Administrator

All user’s can view a list of their firm’s Account Administrators and the list of all FINRA
applications available to your organization. Click the Applications & Administrators
hyperlink under My Account Section.

My Account: Account Administrators

My Account

SAM for Your Organization: No SAA Designated

Chapgeg il
Logout The following table lists all FINRA applications available to your organization

My applications v indicates applications for which you currently have permissions

My Applications @ indicates applications for which you do not have permissions
Account Management

This wiew is sorted by administrator name. To sart by application title, please click hers,

ﬁ
=
=]

=

1iin}

please contact an Administrator if you wish to change your permission status for any of these applications.
Ermail

Account Administrator " _ Phone Applications Administered
(click for email)
doe, john ohn.doe@firm.orq 555-555-5555 ® Account Management

& [ew Member Application
& CRD

® [ARD

® Report Center

® Req - 17a-11 Financial Motifications

® Reg- 3012 Claim for Excaption
® Req - Disclosure Events and Complaints
® Reg- 2711 - Annual Attestation of Compliance

® Reg - Advertising Regulation
® Reg - Blue Sheets

® Req-FOCUS

® Req - INSITE Firm Daka Filing
& [ieg - Market volatility

® Reg - FINRA Contact System
® Reg-Reg T and 15C3-3 Ext
@ Reg - Shart Position Reporting
® SEC Rule 605 Questionnaire
® SEC Rule 606 Questionnaire
& TRACE Order Form

® TRACE New Issue Form

® Information Request Forms
® FINRA Annusl Form Fiing

@ Firm Clearing Arrangement Form
® WebR

® OATS Application

® FTP(IFT Privileges

® eFOCUS Application

® Yarisble Annuity Data Repository

< 000|000/ 0/00|0|0|0/ 000|000 00UuU O oINS

rep, reggie reqgie.rep@firm.org 555-555-5555 ® CRD

Green check marks indicate the applications for which you are entitled. The red circles
indicate the applications for which you are not entitled.
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How to Clone a User Account

Cloning an account is the process of creating a new user account by duplicating an existing
user’s account. This enables the new user to be entitled to the same participating FINRA
Entitlement applications and privileges as the existing user is entitled.

Cloning saves time when you have several users at your organization who use the same
applications and privileges. You can access an existing user’'s account and clone that user
(i.e., copy that user’s privileges) for each individual who requires the same applications and
privileges. You can also add or modify any applications or privileges to the new user’s account
during the cloning process.

Step 1: Search for and view the user’s account you want to clone (see page 10).
Example: This user, John Doe, has User for CRD, Organization, View Organization
Information, and Firm Queues and no privileges for Organization Non-Filing Information,
Maintain Contact (BD ONLY) and Maintain Firm Notifications.

Step 2: Click Clone Account from the navigation panel.

Account Management: View Account
= Home
= Account Management This page shows the account for "John Doe (johndoet)".
- Creats New Account
- Skark Mew Search
- Chanqge Passwiord User Profile
- Change Account Status
- Edit Awccount User ID: johndoe1
- Delete Account Prefiz:
- Return ko Search Resulks First Mame: dhn
= Help Middle Mame:
My Account
Change Password Last Name: boe
Applications & Adminiskrators Suffix:
Logout Title:
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Account Administration

How to Clone a User Account (continued)

Result: A new user account opens with the User Profile, Account Profile or FINRA
Information fields blank, and the same privileges that “John Doe” had, i.e., User for CRD,
Organization, View Organization Information and Firm Queues and no privileges for
Organization Non-Filing Information, Maintain Contact (BD ONLY) and Maintain Firm
Notifications.

Step 3: Enter the appropriate information into the User Profile, Account Profile, and FINRA
Information fields. All fields marked with an asterisk (*) must be completed to create a new
user account. To systematically generate a User ID, enter the user’s first and last names into
the appropriate fields and click the generate a new User ID hyperlink.

To systematically generate a password, click the generate a password hyperlink.

Step 4: To add an additional application(s) and/or privileges to a user’s account, click User.
OR

Step 4a: To remove a privilege that a user no longer needs click ‘User’. This will uncheck the
box next to the privilege that is not needed

Step 5: Click the Save button.

@ Prirter Frigncly
Account Management: Clone Account

To create a new account as the clane of an existing account, fill in the following form, then click "Save”.

Mate: (*) indicates required fields.

User Profile

User 1D (*): (Click here to generate a new User ID from First and Last Mame

Prefix: (none]
Firsk Mame (*):
Middle Mame:

Last Mame {*):

Suffix: (nane)
Title: [unknown) M
Department:

Primary Email (*3:

Re-enter Primaty Email (*):

Secondary Email:
S, \.‘@"’ g,i——— el | Ly et L \_xn_\:.?,.ﬂ*'--\‘_\_ \-‘:_!"ﬂ-" sfalatomn, e q__""‘“"‘-'-\.'ﬁ""\ \-—-.-\.A-._\\_!_.._..,_'h"‘ =

NOTE: “Firm” and “Other” Web CRD user classes do not have the ability to clone an FTP
account.
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How to Change a User’s Password and Account Status

If a user has problems logging into his/her account, it may be because:
e He/she has forgotten the password or the password has expired.
e He/she has unsuccessfully entered his/her password more than five times and has been

locked out.

Account Administration

e He/she has been disabled intentionally, either by a firm Account Administrator or by the
FINRA Entitlement Group.

Step 1: Search for the user’s account (See page 10)
Step 2: View and evaluate the user's Account Status

Step 3: Click the User ID hyperlink to access user’'s Account Management: View Account

é Prirter Friendky
Account Management Account Management: Search Results
= Home:
= fccount Management Ta wiew the account, click the User ID. You can also refine your previous search with the farm at the hottom of the page.
- Create New Account
- Start Hew Search Ta download this information to your computer, click "Download Results”
= Help
Change Password
Applications & Admiristrators
Resuts 1-6 of 6 Select any header o sort, selsct again to reverse the sort
et Last First Middl TRACE Equity MSRE
A ir: it e " qui " " L
User ID Hame Hame Hame Email Department MPIDs MPIDs Humbers 050 SAA Account Status Applications Administered
My applications idoe  Yoe john john.des@firm.com Mo Active
My Applications idoet Jd . doe@firm. Mo Active * Account Management
AJ—Lt " : Joosl Jdos Jane PR mES & Hext Gen New Member Application
Aecount Flanagement * Mew Member Application
CRD « CRD
= IARD
& Report Center

Account Status Recommended Action:

Active

Advise the user to click the Forgot Password? hyperlink
located on the login screen. You also have the option to reset
the user’s password (see page 15).

Password Lockout

Advise the user to click the Forgot Password? hyperlink
located on the log in screen. You also have the option to reset
the user’s password and reactivate the account (see page 15).

Note: Users who forget their password and/or are locked out
from unsuccessfully attempting to enter a password or security
challenge response more than five times can click on the
Forgot Password? link to request a new password and/or
automatically unlock the account. The user will be prompted to
enter his/her User ID and security challenge response before a
new password will be emailed.

Disabled by non-FINRA Account
Administrator

Check with the Account Administrators at your firm to confirm
that you should reactivate this account. If allowed, reactivate
the account (see page 15). You may wish to change the user’s
password at this time as well.

Disabled by FINRA Administrator

Contact the FINRA Gateway Call Center at 301-896-6699 for
more information on why this account has been disabled.
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Account Administration

How to Change a User’s Password and Account Status (continued)

Step 4: Enter a new password for the user, or click Generate a password to systematically
generate a new password for the user. Click the Save button.

NOTE: The password generated is a temporary password; the user will have to change the
password the next time they logs into the application. Changing a user’s password does not
automatically reactivate the account.

% Printer Friendly
Account Management: Change Password

Tao change the password for "John Doe {johndoe1)", type in or generate a new password, then click "Save”.

Pazzwards must meet the followeing criteris:

* hust contain at least eight characters
® Cannot contain your user ID
& Cannot contain yvour first, middle, or last name
® Must contain characters from at least three of the following four categaries:
O Uppercase characters (&-7)
O Lowwercase characters (a-z)
< Mumeric characters (0-92)
O Special characters (1, 5, #, etc)
O Cannot contain the character ", "&", "%", or " " (asterizk, amperzand, percent, or space)

Passwaord: | 1 oday1d3 Generate a password

[ save [ Cancel ]

Step 5 Click Change Account Status from the navigation panel.

Step 6: Click the drop-down arrow in the Change Account Status field and select Activate.
Click the Save button.

Result: The user’s account has been reactivated. Provide the user with his/her new temporary
password.

Account Management: Change Account Status

Tao change account status for "John Doe {ohndoe1)”, select the desired action, then click "Save”.

Account Skatus: Dizablad

[ Save ][ Cancel ] Activate
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Account Administration

How to Edit a User Account

Step 1: Search for and view the user’'s account (see page 10).
Step 2: Click Edit Account from the navigation panel.

Step 3: Update any necessary information in the User Profile and/or FINRA Information
fields.

OR

Step 3a: To disable or reactivate a user’s account, click the drop-down arrow in the Change
Account Status field and change the status to Disable or Activate, as appropriate.

OR

Step 3b: To add a privilege to a user’s account click User next to the appropriate privilege.

OR

Step 3c: To remove a privilege that a user no longer needs click ‘User’. This will uncheck the
box next to the privilege that is no longer needed.

Step 4: Click Save.
NOTE: You cannot edit the User ID or Legacy User ID fields. You can only see and edit the

applications and privileges for which you are an entitled Account Administrator. Also, you
cannot edit any information for another Account Administrator's account.

@ Printer Frigndly

Account Management: Edit Account

=Home
= Account Management To edit the account for "John Doe (johndoet)", fill in the following form, then click "Save".
- Create Mew Account
- Start Mew Search Mote: (%) indicates required fislds.
- Change Password
- Change Account Status
- Edit Account User Profile
- Delete Account
- Return ko Search Resuls Lser ID: johindoe 1
= Help Prefix: (none) v
[y Account
First M *1
Change Password irst Name (*) John
applications & Administrakors Middle Mame:
Logout
— Lask Marne [+ Dioe
e Suffix: w
My applications s (nane}
My Applications Title: {unknown) v
Account Managerent Department:
— Primaty Ernail (*): john.doe@securitiesfirm.com
Re-enter Primary Email (*): [john doe(@securitiesfirm.com
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Account Administration

How to Delete a User Account

If a user is no longer employed at your firm, or if a user no longer needs access to any
participating FINRA Entitlement applications, the Account Administrator can delete the user’s
account. As an Account Administrator, it is your responsibility to perform regular housekeeping
on your firm’s users, by periodically reviewing accounts to determine which accounts should be

deleted.

Step 1: Search for and view the user’'s account (see page 10).

Step 2: Click Delete Account from the navigation panel.

Result: A warning message displays reminding you that the individual’s data will be
permanently deleted and the user will not be able to access any patrticipating FINRA
applications.

Step 3: Click the Delete button.

Result: A confirmation message displays letting you know that the account has been deleted.

& Printer Friencly

Account Management: Delete Account

= Home
= Account Management To confirm deletion of account "John Doe gohndoe1y, click "Delete”.
- Create Mew Account

- Start Mew Search . . .
——— Warning: If you delete this account, the user's data will be permanently erased and the user

- Lhange Password - . a

Change Password will no longer have access to any FINRA application.
- Change Accourt Status
- Edit Account

- Return bo Search Resulks
=Help
My Account User Profile
Change Password

Applications & Adminiskrakors User ID: jehndoe1
Logout Prefix:
First Narme! John
My applications
Vidde Neme:
My Applications
Account Management Last Mame: Doe
CRD Suffis:

I&RD
Title:

IMPORTANT TIPS WHEN DELETING USER ACCOUNTS

e Itis important not to delete a user in error, because the user will lose access to all
participating FINRA Entitlement applications.

e If you delete a user in error, create a new account for the user and entitle him/her to any
applications and privileges he/she needs.

e If a user is entitled to more than one application (e.g., Web CRD, IARD, and FINRA Report
Center) and he/she no longer needs access to one of those applications, DO NOT delete
the user’s account. Instead, remove all privileges for an application, by clicking the
Unselect All hyperlink.
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