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FINRA Entitlement Program 

FINRA Privacy Statement 

This Privacy Statement relates to the online information collection and use practices of this 

FINRA Entitlement Program and embedded forms and applications (this “Web Site”). This 

Privacy Statement complements the full FINRA Privacy Policy and may be updated from 

time to time. Updates to FINRA’s privacy policies will be posted here and/or in the full 

FINRA Privacy Policy, as appropriate.  

To enable you to be employed in certain positions or participate in certain matters or 

opportunities in the securities industry in the United States, FINRA collects certain personal 

data from you for identity verification and regulatory purposes. Personal information may 

include your name, address, phone number, social security number, date of birth, 

fingerprints, employment history and any other information that identifies or can be used 

to identify the person to whom such information pertains. FINRA may use your personal 

information submitted via this Web Site for any regulatory purpose. 

This Web Site is operated in the United States. If you are located outside of the United 

States, please be aware that any information you provide to us will be transferred to the 

U.S. and subject to U.S. laws. By using our Web Site, participating in any of our services 

and/or providing us with your information, you consent to this transfer of data. 

Additionally, by using our Web Site, participating in any of our services and/or providing us 

with your information you also consent to the collection, transfer, manipulation, storage, 

disclosure and other uses of your information as described in this Privacy Statement and 

the FINRA Privacy Policy. If you do not consent to this Privacy Statement or our FINRA 

Privacy Policy, please do not use this Web Site. 

Terms of Use 

1. Agreement and Terms of Use 

These FINRA Entitlement Program Terms of Use (“Terms of Use”) are an agreement 

between Financial Industry Regulatory Authority, Inc. ("FINRA") and each End User and 

each Organization (each End User and Organization, a “User”) that establishes a FINRA 

Entitlement Program account or accesses the applications, materials or services available 

on or through the FINRA Entitlement Program Web Site (together with such applications, 

materials and services, the “Web Site”).  

For the purposes of these Terms of Use: 

a. “End User” means an individual accessing the Web Site, whether acting on such 

individual’s own behalf or on behalf of an Organization. 

b. “Organization” means an entity with one or more End Users and/or other accounts 

accessing the Web Site. 
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The Web Site offers various on-line applications, materials and services provided by FINRA, 

affiliates of FINRA and various third parties.1 An Organization must establish an account 

and identify account administrator(s) and/or contact person(s) as set forth in the applicable 

entitlement forms before individual accounts for its End Users can be established. An End 

User that is not associated with an Organization may establish an account via the Logon 

Service on the Web Site. 

2. General 

A. These Terms of Use govern User's access to and use of the Web Site and, 

unless specifically set forth otherwise, all applications, materials or services accessible via 

the Web Site. Supplemental terms and conditions pertaining to the various applications 

and services accessible via the FINRA Entitlement Program are set forth in Section 15 

hereof ("Supplemental Terms"). Such Supplemental Terms (unless they specifically state 

otherwise) are in addition to and not in lieu of the terms and conditions contained in these 

Terms of Use and by accessing any other such applications or services, User hereby agrees 

to be bound by these Terms of Use, including such Supplemental Terms. Use of the Web 

Site is conditioned upon User’s acceptance, without modification, of all provisions of these 

Terms of Use. Any information accessed, requested or provided through, and the services, 

materials and applications accessible via the Web Site must be accessed, requested and 

used in accordance with the provisions of these Terms of Use. FINRA reserves any rights 

not expressly granted under these Terms of Use. USER AGREES THAT THESE TERMS OF 

USE ARE ENFORCEABLE LIKE ANY WRITTEN AND FULLY NEGOTIATED AGREEMENT 

SIGNED BY USER. IF USER DOES NOT AGREE, DO NOT CLICK "ACCEPT" AND DO NOT USE 

THE WEB SITE OR ANY OF THE APPLICATIONS, MATERIALS OR SERVICES ACCESSIBLE 

VIA THE WEB SITE. 

 
1 The FINRA Entitlement Program also supports certain administrative functions of the entitlement systems for 

applications and systems that are not part of the FINRA Entitlement Program Web Site. Currently, these include:  

• Consolidated Audit Trail: The Consolidated Audit Trail (“CAT”), which is operated by FINRA CAT, LLC, a 

subsidiary of FINRA, on behalf of Consolidated Audit Trail, LLC (“CATLLC”) as the plan processor for CAT 

under the CAT NMS Plan. Any use of FINRA Entitlement Program accounts and/or the Web Site for 

administering CAT entitlements is governed only by, as applicable, (1) the CAT Reporter Agreement or 

CAT Reporting Agent Agreement entered into between your organization and CATLLC, (2) the CAT 

System Terms of Use (available at catnmsplan.com), and such other agreements or terms required by 

CATLLC for access to and use of CAT, and such use is not governed by these Terms of Use. Please see 

catnmsplan.com for more information on CAT. 

• FINRA API Developer Center: The FINRA API Developer Center is FINRA’s application programming 

interface designed to make it faster and easier for developers to find FINRA information they need to 

build automated compliance solutions that improve risk management and lower regulatory cost. Any 

use of FINRA Entitlement Program accounts and/or the Web Site for administering FINRA API 

Developer Center entitlements is governed only by the FINRA API Terms of Use (available at 

https://developer.finra.org/finra-api-terms-service). Please see developer.finra.org for more 

information of the FINRA API Developer Center. 
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The right to use the Web Site is not transferable to any other person or entity. Each End 

User is responsible for all use of End User’s account(s) and for ensuring that all use of End 

User’s account(s) complies fully with these Terms of Use. In addition, each Organization is 

responsible for all use of its End Users’ accounts and for ensuring that all use of its End 

Users’ accounts complies with these Terms of Use. User shall be responsible for protecting 

the confidentiality of User’s account credentials. User agrees to notify FINRA immediately if 

User becomes aware of the loss, theft, or unauthorized use of any account credentials or 

unauthorized access to the Web Site or any of the materials, applications or services 

available thereunder. Unless otherwise provided in the Supplemental Terms, the 

information provided through the Web Site and the services, materials and applications 

accessible via the Web Site shall be used ONLY in conformance with the following 

specifically identified uses and ONLY in accordance with all other terms of these Terms of 

Use: 

(1) Evaluating regulatory compliance. 

(2) Performing regulatory compliance activities - e.g., filing forms, 

providing pre-exam information, reviewing filed information.  

(3) Communicating with FINRA. 

(4) Performing regulatory or self-regulatory activities. 

B. The Web Site is controlled, operated, and administered by FINRA from its 

offices within the United States of America. FINRA makes no representation that the Web 

Site or the services, applications, and materials accessible via the Web Site are appropriate 

or available for use at other locations outside the United States. Access to or use of the 

Web Site from locations where the FINRA Entitlement Program, the Web Site, or any of the 

services, applications or materials accessible through the Web Site are illegal is prohibited. 

If User accesses or uses the Web Site from a location outside the United States, User is 

responsible for compliance with all local laws. The Web Site may contain references to 

products, services, and programs that are not available in some locations. These references 

do not imply that FINRA intends to offer such products, services, or programs in such 

location(s). 

C. FINRA shall have the right at any time without notice or obligation to User to 

change or discontinue any aspect or feature of the Web Site, including, but not limited to, 

functionality, content, hours of availability, and equipment needed for access or use. 

D. In the event an End User acting in an official capacity for a governmental 

agency (“Agency”) is unable to accept these Terms of Use on behalf of the Agency due to a 

conflict with state or federal law, FINRA will work with that Agency and use commercially 

reasonable efforts to resolve the conflict. 
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3. Change of Terms 

FINRA reserves the right to change these Terms of Use, the Supplemental Terms and any 

guidelines or rules posted on the Web Site or any part of any of the applications, materials 

or services accessible through the Web Site from time to time at its sole discretion, and will 

provide notice of material changes to these Terms of Use at the login or home page of the 

Web Site. Access and use of the Web Site or any of the applications, materials or services 

accessible through the Web Site after such notice has been posted constitutes 

acknowledgement and acceptance of the changes to these Terms of Use. All access to and 

use of the Web Site is subject to the most current version of these Terms of Use posted on 

the home or login page of the Web Site at the time of such access and use. Users should 

periodically check the "FINRA Entitlement Program Terms of Use" link on the home or login 

page to view the then-current Terms of Use. If User breaches any of the Terms of Use, 

User’s authorization to access or use the Web Site automatically terminates and any 

materials downloaded or printed from the Web Site in violation of the Terms of Use must 

be immediately destroyed. Upon request by FINRA, User shall provide FINRA with a 

certification acknowledging that User has complied with this requirement. 

These Terms of Use may not be altered or amended orally. Only FINRA has the right to 

alter or amend these Terms of Use and such alteration or amendment shall only be in 

writing in accordance with these Terms of Use. 

4. Equipment 

User shall be responsible for obtaining and maintaining all telephone, computer hardware 

and other equipment needed for access to and use of the Web Site, and all charges and 

costs related thereto. FINRA very strongly recommends the use of Web browser programs 

that support the Secure Sockets Layer communications standard or other programs that 

provide security to information sent and received. 

5. User Conduct 

A. User shall not use the Web Site for any unlawful purpose. User shall not post 

or transmit through the Web Site any material which violates or infringes in any way upon 

the rights of others, which is unlawful, threatening, abusive, defamatory, invasive of privacy 

or publicity rights, vulgar, obscene, profane or otherwise objectionable, which encourages 

conduct that would constitute a criminal offense, give rise to civil liability or otherwise 

violate any law, or which, without FINRA's express prior written approval, contains 

advertising or any solicitation with respect to products or services. Any conduct by a User 

that in FINRA's sole determination restricts or inhibits any other User from using or 

enjoying the Web Site will not be permitted. Unless otherwise specifically set forth herein, 

User shall not use the Web Site or any of the applications accessible through the Web Site, 

or the content contained therein or obtained there from, to advertise or perform any 
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commercial solicitation. In no event may User offer to others any content of any kind 

retrieved from the Web Site for commercial purposes, or as part of a subscription service 

or similar arrangement. User agrees that User will not use content of any kind retrieved 

from the Web Site to develop or create a database to be sold, leased, furnished, licensed or 

made otherwise available (either commercially or free of charge). User agrees that User will 

not use, or allow others to use, any data mining, robots, or similar data gathering and 

extraction methods to monitor or copy the Web Site in bulk, or to make voluminous, 

excessive or repetitive requests for information. User further agrees that User will not use 

any device, software or routine to bypass any software or hardware that prohibits volume 

requests for information, User will not interfere with or attempt to interfere with the 

proper working of the Web Site, and User will not take any action that imposes an 

unreasonable or disproportionately large load on the Web Site.  

B. The Web Site contains copyrighted material, trademarks and other 

proprietary information, including, but not limited to, text, software, compilations, photos, 

video, graphics, and music and sound. FINRA owns a copyright in the selection, 

coordination, arrangement and enhancement of such information and data, as well as in 

some or all of the original content. The Web Site contains links to and access proprietary 

databases of FINRA and other third parties as well as employing proprietary software of 

FINRA and other third parties. The applications, materials or services accessible through 

the Web Site are created by or on behalf of FINRA. User is neither restricted nor prohibited 

by FINRA from obtaining a copy of any original filing or information from a non-FINRA 

source. User may not modify, publish, transmit, participate in the transfer or sale, create 

derivative works, or in any way exploit, any of the applications, materials or services hosted 

on or obtained from or through the Web Site, in whole or in part. User may download 

content from the Web Site for use only in accordance with these Terms of Use. Except as 

otherwise expressly permitted by law, no copying, redistribution, retransmission, 

publication or commercial exploitation of downloaded material will be permitted without 

the express written permission of FINRA and, if applicable, the owner of any exclusive 

proprietary rights in such material. In the event of any permitted copying, redistribution or 

publication of content obtained from the Web Site, no changes in or deletion of author 

attribution, trademark legend or copyright notice shall be made. User acknowledges that it 

does not acquire any ownership rights by downloading material from the Web Site. 

C. User shall not upload, post or otherwise make available on the Web Site, any 

material protected by copyright, trademark or other proprietary right without the express 

written permission of the owner of the copyright, trademark or other proprietary right and 

the burden of determining that any material is not protected by law rests with User. User 

shall be solely liable for any damage resulting from any infringement of copyrights, 

proprietary rights, or any other harm resulting from such a submission. By submitting 

material to the Web Site, User automatically grants or warrants that the owner of such 
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material has expressly granted FINRA a royalty-free, perpetual, irrevocable, non-exclusive, 

unlimited right and license to use, reproduce, modify, adapt, publish, translate and 

distribute such material (in whole or in part) worldwide and/or to incorporate it in other 

works in any form, media or technology now known or hereafter developed for the full 

term of any copyright or other right that may exist in such material. User also permits any 

other User to access, view, store or reproduce the material accessible to such User via the 

Web Site for that User's use only as specified in these Terms of Use. User hereby grants 

FINRA the rights to edit, copy, publish and distribute any material made available on or 

through the Web Site by User. 

D. As long as User complies with these Terms of Use, FINRA grants to User a 

non-exclusive, revocable-at-will license to access and use the Web Site for the purposes 

described herein. 

E. The foregoing provisions of Section 5 are for the benefit of FINRA, its 

affiliates and its third-party content providers and licensors and each shall have the right to 

assert and enforce such provisions directly or on its own behalf. 

6. Disclaimer of Warranty; Limitation of Liability 

A. User expressly agrees that access to and use of the Web Site and the 

applications, materials and services accessible through the Web Site are at User's 

sole risk. Neither FINRA, its affiliates nor any of their respective employees, agents, 

third party content providers or licensors warrant that the Web Site or the 

applications, materials or services accessible through the Web Site will be 

uninterrupted or error free; nor do they make any warranty as to the results that 

may be obtained from use of the Web Site or the applications, materials or services 

accessible through the Web Site, or as to the accuracy, reliability or content of any 

information, service, or merchandise provided through the Web Site or the 

applications, materials or services accessible through the Web Site. 

B. The Web Site and the applications, materials and services accessible 

through the Web Site are provided on an "as is" basis without warranties of any kind, 

either express or implied, including, but not limited to, warranties of title or implied 

warranties of merchantability or fitness for a particular purpose, other than those 

warranties which are implied by and incapable of exclusion, restriction or 

modification under the laws applicable to these Terms of Use. 

C. This disclaimer of liability applies to any damages or injury caused by 

any failure of performance, error, omission, interruption, deletion, defect, delay in 

operation or transmission, computer virus, communication line failure, theft or 

destruction or unauthorized access to, alteration of, or use of record, whether for 

breach of contract, tortious behavior, negligence, or under any other cause of action. 
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User specifically acknowledges that FINRA and its affiliates are not liable for the 

defamatory, offensive or illegal conduct of other Users or third parties and that the 

risk of injury from the foregoing rests entirely with User. 

D. In no event will FINRA, its affiliates or licensors, or any person or entity 

involved in creating, producing or distributing the Web Site, the applications, 

materials or services accessible through the Web Site or software underlying the 

foregoing, for or on behalf of FINRA, be liable for any damages, including, without 

limitation, direct, indirect, incidental, special, consequential or punitive damages 

arising out of the use of or inability to use the Web Site or the applications, materials 

or services accessible through the Web Site. User hereby acknowledges that the 

provisions of this section shall apply to all content available on or through the Web 

Site or the applications, materials or services accessible through the Web Site. 

E. In addition to the terms set forth above, neither FINRA nor its affiliates, 

licensors, information providers or content partners shall be liable regardless of the 

cause or duration, for any errors, inaccuracies, omissions, or other defects in, or 

untimeliness or unauthenticity of, the information contained within the Web Site or 

the applications, materials or services accessible through the Web Site, or for any 

delay or interruption in the transmission thereof to the User, or for any claims or 

losses arising therefrom or occasioned thereby or for any disciplinary or regulatory 

action taken thereupon. Neither FINRA nor its affiliates, licensors, information 

providers or content partners shall be liable for any third-party claims or losses of 

any nature, including, but not limited to, lost profits, punitive or consequential 

damages. Prior to the execution of a securities trade or disciplinary or regulatory 

action, Users are advised to consult with User’s legal advisor and/or financial advisor 

to verify disciplinary, regulatory, pricing or other information. FINRA, its affiliates, 

information providers or content partners shall have no liability for disciplinary, 

regulatory or investment decisions based on the information provided. Neither 

FINRA nor its affiliates, licensors, information providers or content partners warrant 

or guarantee the timeliness, sequence, accuracy or completeness of this 

information. Additionally, there are no warranties as to the results obtained from 

the use of the information. 

7. Monitoring; Attestation 

A. FINRA shall have the right, but not the obligation, to monitor the Web Site 

and the applications, materials or services accessible through the Web Site, including chat 

rooms and forums, to determine compliance with these Terms of Use and any other rules 

established by FINRA or any FINRA Rules and to satisfy any law, regulation or authorized 

government request. "FINRA Rules" means all applicable laws (including intellectual 

property, communications, and securities laws), statutes and regulations, the rules and 
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regulations of the U.S. Securities and Exchange Commission (“SEC”), the rules and 

regulations of FINRA, including those requirements established by FINRA's rule filings (with 

such SEC approval as may be required), FINRA's decisions and interpretations, or other 

guidelines (including but not limited to, Market Data Policy and policies on the use and 

display of data), or successors of the components of the FINRA Rules, as they may exist at 

the time. FINRA shall have the right in its sole discretion to edit, refuse to post or remove 

any material submitted to or posted on the Web Site or the applications, materials or 

services accessible through the Web Site. Without limiting the foregoing, FINRA shall have 

the right to remove any material that FINRA, in its sole discretion, finds to be in violation of 

the provisions hereof or the FINRA Rules. 

B. FINRA requires each Organization with multiple End Users to complete an 

annual FINRA Entitlement user account certification of all accounts to ensure that its End 

Users and other accounts continue to require access and are properly entitled to the 

applications, materials or services available on or through the Website as required to act 

on behalf of Subscriber to perform the End User’s or account’s responsibilities. If an 

Organization fails to comply with this certification process, FINRA reserves the right to 

terminate access to and/or delete non-compliant accounts. 

8. Privacy Policy 

FINRA may collect and use personal information and other data about User and User’s use 

of the Web Site in accordance with the Privacy Statement and the FINRA Website Privacy 

Policy (found at https://www.finra.org/finra-website-privacy-policy). 

FINRA may use IP addresses to analyze trends, administer and protect the Web Site, track 

users’ movement, and gather demographic information for aggregate use. 

Information collected by FINRA may also be used for product development, dissemination 

of improvements and enhancements to the Web Site and other FINRA offerings to User 

and communications with User. 

In addition, if an End User is acting on behalf of an Organization that is a member of both 

FINRA and the Securities Investor Protection Corporation (“SIPC”) and such Organization 

has designated End User in the chief compliance officer role or the regulatory inquiry role 

in the Firm Contact System, FINRA may provide such End User’s full name, organizational 

title and organizational email address (as provided to FINRA) to SIPC to facilitate 

communications between SIPC and End User’s Organization (as a member of SIPC). 

9. Indemnification  

User agrees to defend, indemnify and hold harmless FINRA, its affiliates, licensors, 

information providers or content partners and their respective directors, officers, 

employees and agents from and against all claims and expenses, including attorneys' fees, 
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arising out of the use of the Web Site or the applications, materials or services accessible 

through the Web Site by User or User's account(s). 

10. Termination  

Either FINRA or User may terminate these Terms of Use at any time. Without limiting the 

foregoing, FINRA shall have the right to immediately terminate User's account(s) in the 

event of any conduct by User which FINRA, in its sole discretion, considers to be 

unacceptable, or in the event of any breach by User of these Terms of Use. The provisions 

of Sections 2, 5, 6, 8, 9 and this Section 10 shall survive termination of these Terms of Use.  

11. Trademarks and Copyrights 

Information regarding the use of FINRA’s trademarks and copyrighted information can be 

found at https://www.finra.org/legal-notices/. 

12. Third Party Content  

Use of some third-party materials included on the Web Site or the applications, content or 

services accessible through the Web Site may be subject to other terms and conditions 

typically found in a separate license agreement or "Read Me" file located near such 

materials. FINRA is a distributor (and not a publisher) of content supplied by third parties 

and Users. Any opinions, advice, statements, services, offers, or other information or 

content expressed or made available by third parties, including information providers, 

Users or any other user of the Web Site or the applications, materials or services accessible 

through the Web Site, are those of the respective author(s) or distributor(s) and not of 

FINRA. Neither FINRA nor any third-party provider of information guarantees the accuracy, 

completeness, or usefulness of any content, nor its merchantability or fitness for any 

particular purpose. 

In many instances, the information available through the Web Site or the applications, 

content or services accessible through the Web Site represents the opinions and 

judgments of the respective information provider, User, or other user not under contract 

with FINRA. FINRA neither endorses nor is responsible for the accuracy or reliability of any 

opinion, advice or statement made on the Web Site or the applications, content or services 

accessible through the Web Site by anyone other than authorized FINRA employee 

spokespersons while acting in their official capacities. Under no circumstances will FINRA 

be liable for any loss or damage caused by a User's reliance on information obtained 

through the Web Site or the applications, materials or services accessible through the Web 

Site. It is the responsibility of User to evaluate the accuracy, completeness or usefulness of 

any information, opinion, advice or other content available through the Web Site or the 

applications, content or services accessible through the Web Site. Please seek the advice of 

professionals, as appropriate, regarding the evaluation of any specific information, opinion, 

advice or other content. 
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13. Miscellaneous  

A. The export and re-export of FINRA software products available on or 

accessible through the Web Site are controlled by the United States Export Administration 

Regulations, and such software may not be exported or re-exported to Cuba, Iran, Iraq, 

Libya, North Korea, Sudan, Syria, or any country to which the United States embargoes 

goods. In addition, FINRA software may not be distributed to persons on the Table of 

Denial Orders, the Entity List, or the List of Specially Designated Nationals. 

By downloading, accessing or using a FINRA software product, User is certifying that User is 

not a national of Cuba, Iran, Iraq, Libya, North Korea, Sudan, Syria, or any country to which 

the United States embargoes goods, and that User is not a person on the Table of Denial 

Orders, the Entity List, or the List of Specially Designated Nationals. 

All FINRA products and publications are commercial in nature. The software and 

documentation available on the Web Site are "Commercial Items," as that term is defined 

at 48 C.F.R. §2.101, consisting of "Commercial Computer Software" and "Commercial 

Computer Software Documentation," as such terms are used in 48 C.F.R. §12.212 or 48 

C.F.R. §227.7202, as applicable. Consistent with 48 C.F.R. §12.212 or 48 C.F.R. §§227.7202-1 

through 227.7202-4, as applicable, the Commercial Computer Software and Commercial 

Computer Software Documentation are licensed to U.S. Government end users (A) only as 

Commercial Items and (B) with only those rights as are granted to all other end users 

pursuant to the terms and conditions herein. 

B. These Terms of Use, any entitlement forms and any operating rules for the 

Web Site or the applications, materials or services accessible through the Web Site 

established by FINRA constitute the entire agreement of the parties with respect to the 

subject matter hereof, and supersede all previous written or oral agreements between the 

parties with respect to such subject matter. These Terms of Use shall be construed in 

accordance with the laws of the State of New York, without regard to its conflict of laws 

rules. The parties hereto agree that the jurisdiction for any claim brought under these 

Terms of Use shall be the City of New York, State of New York. The parties hereto 

expressly waive any right to a jury trial. No waiver by either party of any breach or 

default hereunder shall be deemed to be a waiver of any preceding or subsequent breach 

or default. If any of the provisions of these Terms of Use, or the application thereof to any 

individual, entity or circumstance, shall to any extent be invalid or unenforceable, the 

remainder of these Terms of Use, or the application of such terms or provisions to persons 

or circumstances other than those as to which they are invalid or unenforceable, shall not 

be affected thereby, and each term and provision of these Terms of Use shall be valid and 

enforceable to the fullest extent permitted by law. 

C. In the event of a conflict between these Terms of Use and the terms and 

conditions for the FINRA web site (see https://www.finra.org/legal-terms), these Terms of 
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Use would prevail with regard to an issue arising from the use of a specific system accessed 

through the Web Site; otherwise, the terms and conditions of the FINRA web site prevail. 

D. The section headings used herein are for convenience only and shall not be 

given any legal import.  

E. Payment Processing 

(1) FINRA will not store or maintain any information provided by User 

solely for the purposes of payment facilitated through the Web Site. All payment 

transactions are processed by a third-party provider and are subject to the terms and 

conditions set by the third-party provider, in addition to the terms and conditions set forth 

in these Terms of Use. 

(2) All payment services available through the Web Site are subject to the 

Disclaimer of Warranty and Limitation of Liability set forth in Section 6 of these Terms of 

Use. ADDITIONALLY, FINRA SPECIFICALLY DISCLAIMS ANY LIABILITY FOR ANY 

DAMAGES OR INJURY OF ANY KIND RELATED TO PAYMENT TRANSACTIONS 

FACILITATED THROUGH THIS WEB SITE AND CAUSED BY ANY FAILURE OF 

PERFORMANCE, ERROR, OMISSION, INTERRUPTION, DELETION, DEFECT, DELAY IN 

OPERATION OR TRANSMISSION, COMPUTER VIRUS, COMMUNICATION LINE FAILURE, 

THEFT OR DESTRUCTION OR UNAUTHORIZED ACCESS TO, ALTERATION OF, OR USE OF 

USER'S PERSONAL FINANCIAL INFORMATION, WHETHER UNDER A THEORY OF BREACH 

OF CONTRACT, TORTIOUS BEHAVIOR, NEGLIGENCE OR ANY OTHER CAUSE OF ACTION. 

14. DMCA Policy 

Information regarding FINRA’s DMCA Policy can be found at https://www.finra.org/dmca-

policy. 

15. Supplemental Terms for Specific Applications  

The following terms apply to the specific applications identified and shall be in addition to 

the preceding terms and not in lieu of those terms (unless expressly stated otherwise). 

A. Report Center  

The Report Center is licensed only for the User's internal business purposes. User 

will promptly give written notice to FINRA of any change in the name of a business 

at which service is accessed. User may not sell, lease, furnish or otherwise permit or 

provide access to the Report Center to any third parties. Users may not use industry 

information or firm to industry comparisons when communicating to customers, 

prospective customers, or the general public in any manner whatsoever, including 

but not limited to, written advertisements, correspondence, or other literature; or 

during a voice telephonic conversation. User will not engage in the operation of any 

illegal business; use or permit anyone else to use the Report Center, or any part 
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thereof, for any illegal purpose; or violate any FINRA Rules. In the event User is 

granted permission to use any content, information or data from the Web Site, User 

must include the following attributions, "Underlying regulatory information and data 

provided with permission by FINRA's FINRA Entitlement Program Web Site." User 

may not present the information and data from the Report Center in an unfair, 

misleading or discriminatory manner. 

B. Central Registration Depository 

(1) The following language applies in lieu of Section 5.C.: 

C. User shall not upload, post or otherwise make available on the 

Web Site or the applications, content or services accessible through the 

FINRA Entitlement Program, any material protected by copyright, trademark 

or other proprietary right without the express written permission of the 

owner of the copyright, trademark or other proprietary right and the burden 

of determining that any material is not protected by law rests with User. User 

shall be solely liable for any damage resulting from any infringement of 

copyrights, proprietary rights, or any other harm resulting from such a 

submission. By submitting material to the FINRA Entitlement Program or the 

applications, materials or services accessible through the FINRA Entitlement 

Program, User automatically grants or warrants that the owner of such 

material has expressly granted FINRA a royalty-free, perpetual, irrevocable, 

non-exclusive, unlimited right and license to use, reproduce, adapt, publish, 

translate and distribute such materials (in whole or in part) worldwide and/or 

to incorporate it in other works in any form, media or technology now known 

or hereafter developed for the full term of any copyright or other right that 

may exist in such material.  

(2) A new Section 8.G. is added as follows: 

G. FINRA, the SEC and, as applicable, State and other regulators, 

collect broker-dealer information for regulatory purposes. The collection of 

such data by the SEC is subject to the Privacy Act, 5 U.S.C. §522a (1994 & 

Supp. IV 1998), and the Freedom of Information Act, 5 U.S.C. §522 (1994 & 

Supp. IV 1998). The collection of such data by State regulators may be subject 

to State privacy laws. These regulators (including FINRA) may release some or 

all of the collected data to the public in accordance with applicable federal 

and state laws and regulations. In addition, the SEC and, as applicable, State 

and other regulators, may compile and make available on a fee basis, some 

or all of the collected data. The collection and dissemination of such data by 

FINRA in its regulatory capacity is subject to the terms and conditions as 

stated in these Terms of Use. 
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(3) The following sentences are added to the last paragraph of 

Section 13.A.: 

With respect to the North American Securities Administrators Association 

(“NASAA”) and State securities administrator Users (collectively, “State 

Users”) to the Web CRD System through the FINRA Entitlement Program, 

State Users' use and access to the CRD System is also governed by the 

NASAA/FINRA contract (“NASAA Contract”), as amended, and the written 

policy statements and resolutions of the NASAA/FINRA Steering Committee 

(collectively, “CRD Policy Statement(s)”). To the extent the terms and 

conditions of the NASAA Contract or a CRD Policy Statement, applicable to a 

State User, conflict with the terms and conditions of these Terms of Use and 

Terms of Use, the terms and conditions of the NASAA Contract or CRD Policy 

Statement, as applicable, shall prevail. 

(4) A new Section 13.F. is added as follows: 

D. Federal Filings. 

(1) Form BD (Form BD): 

FEDERAL INFORMATION LAW AND REQUIREMENTS - An agency may 

not conduct or sponsor, and a person is not required to respond to, a 

collection of information unless it displays a currently valid control 

number. Section 15, 15c, 17(a) and 23(a) of the Securities Exchange 

Act of 1934 (Exchange Act) authorize the SEC to collect the 

information on this Form BD from registrants. See 15 U.S.C. 78o, 78o-

5, 78-q and 78w. Filing of Form BD is mandatory; however the social 

security number information, which aids in identifying the applicant, is 

voluntary. The principal purpose of Form BD is to permit the SEC to 

determine whether the applicant meets the statutory requirement to 

engage in the securities business. Form BD also is used by applicants 

to register as broker-dealers with certain self-regulatory organizations 

and all of the States. The SEC and FINRA maintain the files of the 

information on Form BD and will make the information publicly 

available. Any member of the public may direct to the SEC any 

comments concerning the accuracy of the burden estimate on Form 

BD, and any suggestions for reducing this burden. The Office of 

Management and Budget have reviewed this collection of information 

in accordance with the clearance requirements of 44 U.S.C. 3507. The 

information contained in this form is part of a system of records 

subject to the Privacy Act of 1974, as amended. The SEC has published 
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in the Federal Register the Privacy Act Systems of Records Notice for 

these records. 

(2) Form BDW (Form BDW): 

FEDERAL INFORMATION LAW AND REQUIREMENTS - SEC's Collection 

of Information: An agency may not conduct or sponsor, and a person 

is not required to respond to, a collection of information unless it 

displays a currently valid control number. Sections 15, 15C, 17(a) and 

23(a) of the Exchange Act authorize the SEC to collect the information 

on Form BDW from registrants. See 15 U.S.C. 78o, 78o-5, 78-q, and 

78w. Filing of Form BDW is mandatory. The principal purpose of Form 

BDW is to permit the SEC to determine whether it is in the public 

interest to permit a broker-dealer to withdraw its registration. Form 

BDW is also used by broker-dealers to advise certain self-regulatory 

organizations and all of the states that they want to withdraw from 

registration. The SEC and FINRA maintain files of the information on 

Form BDW and will make the information publicly available. Any 

member of the public may direct to the Commission any comments 

concerning the accuracy of the burden estimate on Form BDW, and 

any suggestions for clearance requirements of 44 U.S.C. § 3507. The 

information contained in Form BDW is part of a system of records 

subject to the Privacy Act of 1974, as amended. The SEC has published 

in the Federal Register the Privacy Act Systems of Records Notice for 

these records. 

C. Investment Adviser Registration Depository (IARD or IARD System) 

(1) A new Section 2.E. is added as follows: 

E. At all times, in order to use the IARD System, User must have 

one or more designated individuals (“Account Administrator(s)” or “AAs”) 

who will be responsible for designating IARD System users (such AAs and 

IARD System users are collectively referred to as “IARD Users”) on User's 

behalf and for setting entitlement rights for those other IARD Users. Each 

participating Investment Advisory firm (an “IA Firm”) is responsible for all of 

its IARD Users' activity within the IARD System including, but not limited to, 

filings or data entered or for any transactions initiated on the IARD System. 

Each IA Firm shall make reasonable efforts to ensure that (1) its IARD Users 

and other persons will not gain unauthorized access to the IARD System; and 

(2) its IARD Users will not cause any damage to the IARD System by 

intentionally altering, corrupting or deleting data or by delaying or 

interrupting the operation of the IARD System. 
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(2) A new Section 2.F. is added as follows: 

F. Each IA Firm is responsible for payment of any fees assessed in 

connection with filings through the IARD System, including IARD filing fees 

and any state registration or notice filing fees. 

(3) The following language applies in lieu of Section 5.C.: 

C. User shall not upload, post or otherwise make available on the 

Web Site or the applications, content or services accessible through the Web 

Site, any material protected by copyright, trademark or other proprietary 

right without the express written permission of the owner of the copyright, 

trademark or other proprietary right and the burden of determining that any 

material is not protected by law rests with User. User shall be solely liable for 

any damage resulting from any infringement of copyrights, proprietary 

rights, or any other harm resulting from such a submission. By submitting 

material to the FINRA Entitlement Program or the applications, materials or 

services accessible through the FINRA Entitlement Program, User 

automatically grants or warrants that the owner of such material has 

expressly granted FINRA a royalty-free, perpetual, irrevocable, non-exclusive, 

unlimited right and license to use, reproduce, adapt, publish, translate and 

distribute such materials (in whole or in part) world-wide and/or to 

incorporate it in other works in any form, media or technology now known or 

hereafter developed for the full term of any copyright or other right that may 

exist in such material, as required by the SEC or by a State regulator(s). 

(4) The following language is added to the end of Section 6.D.: 

FINRA's sole liability for damages claimed by User arising from the use 

of the IARD System is limited to the refund of processing fees paid by 

User. 

(5) A new Section 8.G. is added as follows: 

G. The SEC and, as applicable, State and other regulators, collect 

investment adviser information for regulatory purposes. The collection of 

such data by the SEC is subject to the Privacy Act, 5 U.S.C. §522a (1994 & 

Supp. IV 1998), and the Freedom of Information Act, 5 U.S.C. §522 (1994 & 

Supp. IV 1998). The collection of such data by State regulators may be subject 

to State privacy laws. These regulators may release some or all of the 

collected data to the public in accordance with applicable federal and state 

laws and regulations. In addition, the SEC and, as applicable, State and other 

regulators and FINRA, in accordance with the SEC IARD Contract (defined 

below) may compile and make available, some or all of the collected data to 
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the public or on a fee basis. FINRA does not independently release 

investment adviser registration information to the public or on a fee basis. 

FINRA will only release such information when directed by the SEC or, as 

applicable, State and other regulators.  

(6) The following sentences are added to the last paragraph of 

Section 13.A.: 

With regards to the SEC access to the IARD System through the FINRA 

Entitlement Program, SEC use and access to the IARD System is also 

governed by federal contract 50310220C0023 (“SEC IARD Contract”). To the 

extent the terms and conditions of the SEC IARD Contract conflict with the 

terms and conditions of these Terms of Use, the terms and conditions of the 

SEC IARD Contract shall prevail. 

With respect to the North American Securities Administrators Association 

(“NASAA”) and State securities administrator Users (collectively, “State 

Users”) to the IARD System through the FINRA Entitlement Program, State 

Users' use and access to the IARD System is also governed by any written 

agreement or written policy statement relating to the IARD program agreed 

to by NASAA and FINRA (“IARD Policy Statement(s)”). To the extent the 

terms and conditions of any such agreement or IARD Policy Statement, 

applicable to a State User, conflicts with the terms and conditions of these 

Terms of Use, the terms and conditions of such agreement or IARD Policy 

Statement shall prevail. 

(7) A new Section 13.F. is added as follows:  

D. Federal Filings 

(1) Form ADV (Form ADV):  

Federal Information, Law and Requirements: 

Investment Advisers Act of 1940 (Advisers Act) Sections 203(c), 204, 

206 and 211 (a) authorize the SEC to collect the information required 

by Form ADV. The SEC uses the information for regulatory purposes, 

including deciding whether to grant registration. The SEC keeps files 

of the information submitted on Form ADV and makes the 

information publicly available. The SEC may reject Form ADVs that do 

not include required information. By accepting a Form ADV, however, 

the SEC does not make a finding that it has been completed or 

submitted correctly. Intentional misstatements or omissions 

constitute federal criminal violations under 18 U.S.C. § 1001 and 15 

U.S.C. § 80b-17. 
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(2) Form ADV: SEC's Collection of Information: 

An agency may not conduct or sponsor, and a person is not required 

to respond to, a collection of information unless it displays a currently 

valid control number. The Advisers Act authorizes the SEC to collect 

the information on Form ADV from applicants. See 15 U.S.C. §§ 80b-

3(c)(1) and 80-b-4. Filing form ADV is mandatory. The main purpose of 

Form ADV is to enable the SEC to register Investment Advisers. Every 

applicant for registration with the SEC as an Investment Adviser must 

file the form. See 17 C.F.R. § 275.203-1. Every Investment Adviser files 

the form annually, no later than 90 days after the end of its fiscal year, 

to amend its registration. It also is filed promptly during the year to 

reflect material changes. See 17 C.F.R. § 275.204-1. The SEC maintains 

the information on Form ADV and makes it publicly available through 

IARD. Anyone may send the SEC comments on the accuracy of the 

burden estimate on page 1 of Form ADV, as well as suggestions for 

reducing the burden. The Office of Management and Budget has 

reviewed this collection of information under 44 U.S.C. § 3507. The 

information contained in Form ADV is part of a system of records 

subject to the Privacy Act of 1974, as amended. The SEC has published 

in the Federal Register the Privacy Act System of Records Notice for 

these records. 

D. Issuer Actions 

Issuer Company-Related Action Form  

FINRA Rule 6490 (Processing of Company-Related Actions) codifies the requirements 

in SEA Rule 10b-17 for issuers of a certain class of publicly trading securities to provide 

timely notice to FINRA of certain corporate actions (e.g., dividend or other distribution of 

cash or securities, stock split or reverse split, rights or subscription offering). Additionally, 

issuers must notify FINRA of other corporate actions (e.g., the issuance of or change of 

trading symbols, mergers, and bankruptcy) no later than 10 days prior to the effective date 

of the company action. Issuers, or their representatives, must complete the Issuer 

Company-Related Action Form and pay the applicable non-refundable fees within the 

designated time periods or be subject to late fees and risk delayed processing of 

documents announcing corporate actions. 

Rule 6490 permits FINRA to request other documents that may be necessary to 

verify information provided by issuers on the forms. FINRA may, in its discretion, conduct 

detailed reviews of submissions, on a case-by-case basis. Moreover, the Rule 6490 

authorizes FINRA to decline to process a request to announce a corporate action if FINRA 
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determines that the request is deficient and not processing the request is necessary to 

protect investors and the public interest and to maintain fair and orderly markets. 

FINRA Operations will send all notifications regarding your Issuer Company-Related 

Action Form to the email address as it appears in the Contact section of the form. FINRA 

will not process any requests to process a symbol change unless accompanied by the 

required payment. 

E. Other Federal Government Use 

Unless otherwise provided in this Section 15, the non-public information on the Web 

Site and all applications, materials or services accessible via the Web Site, is confidential 

and entitled to confidential treatment in accordance with the enumerated exemptions 

established under the Freedom of Information Act (“FOIA”), including, but not limited to, 

Exemptions 4, 7 and 8. FINRA expressly requests FOIA confidential treatment of any non-

public information accessed or downloaded by federal government Users. 

In the event that a federal government User receives any FOIA request for access to 

the non-public information on the Web Site and all applications, materials or services 

accessible via the Web Site, the federal government User shall assert all appropriate legal 

exemptions and privileges and ensure that access to the non-public information on the 

Web Site and all applications, materials or services accessible via the Web Site by any third 

party will be denied. The federal government User shall also promptly notify FINRA of any 

of such request — or any intended public use of these documents — in such a manner as 

to ensure that FINRA will have reasonable opportunity to object to such disclosure, provide 

written substantiation of the request for confidential treatment and pursue any remedies 

that may be available. 

In the event a federal government User is authorized, pursuant to Rule 24c-1 under 

the Exchange Act, to make materials produced to it available to another governmental or 

regulatory authorities for uses set forth in Form 1661, a memoranda of understanding 

(“MOU”) or other such agreement or understanding entered into between the SEC and the 

requesting authority providing for confidential treatment of the information, the federal 

government User shall ensure that such information will continue to receive confidential 

treatment under FOIA, the applicable state information disclosure law, and/or the 

confidentiality provisions agreed to under the MOU, as well as protection under the Privacy 

Act of 1974, if applicable. 

F. SEC Bluesheet System 

The SEC collects certain securities trading information (“SEC Bluesheet Data”) from 

clearing firms pursuant to Section 17(a) of the Exchange Act and Rule 17a-25 thereunder. 

Pursuant to federal contract SECHQ1-15-C-0126 (the “SEC Bluesheet Contract”), FINRA 

operates a system (“SEC Bluesheet System”) for processing the SEC’s requests for SEC 
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Bluesheet Data (“SEC Bluesheet Requests”) and the submission of SEC Bluesheet Data in 

response to such SEC Bluesheet Requests. The following modifications to these Terms of 

Use apply to the SEC Bluesheet System, SEC Bluesheet Requests and SEC Bluesheet Data: 

(1) The following sentence is added to the end of Section 5.C.: 

Notwithstanding anything to the contrary herein, (a) FINRA asserts no 

ownership rights to SEC Bluesheet Data submitted by User via the Web Site 

in response to an SEC Bluesheet Request, and (b) by submitting SEC 

Bluesheet Data, User automatically grants FINRA a worldwide license to use, 

host, store, reproduce, modify, create derivative works of, and distribute 

such SEC Bluesheet Data for the purpose of operating the SEC Bluesheet 

System and transmitting the SEC Bluesheet Data to the SEC. 

(2) A new Section 8.G. is added as follows: 

G. The SEC collects SEC Bluesheet Data for regulatory purposes. 

The collection of SEC Bluesheet Data by the SEC is subject to applicable 

federal laws and regulations, including without limitation the Privacy Act, 5 

U.S.C. § 522a (1994 & Supp. IV 1998) and the Freedom of Information Act, 5 

U.S.C. § 522 (1994 & Supp. IV 1998). The SEC may release some or all of the 

collected data to the public in accordance with applicable federal laws and 

regulations. FINRA will only process SEC Bluesheet Requests and SEC 

Bluesheet Data in accordance with the SEC Bluesheet Contract. FINRA will 

only release SEC Bluesheet Data when directed by the SEC or as otherwise 

required by applicable law. FINRA does not independently release SEC 

Bluesheet Data to the public or on a fee basis. 

(3) The following sentences are added to the last paragraph of 

Section 13.A.: 

Use of the SEC Bluesheet System by SEC-affiliated End Users is also governed 

by the SEC Bluesheet Contract. To the extent the terms and conditions of the 

SEC Bluesheet Contract conflict with the terms and conditions of these Terms 

of Use with respect to such use, the terms and conditions of the SEC 

Bluesheet Contract shall prevail. 

G. FINRA Automated Data Delivery System (ADDS) 

Users who have executed a Non-Real-Time TRACE Data Agreement with FINRA are 

eligible, subject to payment of the applicable fees, to access the FINRA Automated Data 

Delivery System (ADDS) in order to access and download TRACE Security Activity Reports 

(TSARs) and the End-of-Day TRACE Transaction Files via web or SFTP access. User’s access 

to and use of ADDS is subject to these Terms of Use. User’s access to and use of TRACE 

Security Activity Reports and End-of-Day TRACE Transaction Files is governed by the terms 
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of the Non-Real-Time TRACE Data Agreement. In the event of a conflict between the Non-

Real-Time TRACE Data Agreement and these Terms of Use, the provisions of the Non-Real-

Time TRACE Data Agreement shall prevail to the extent of the conflict. 

H. Criminal Justice Information (CJI) 

Pursuant to Section 17(f)(2) of the Securities Exchange Act of 1934, as amended (the 

“Act”) (codified at 15 U.S.C. § 78q(f)(2)), FINRA is an authorized recipient of certain FBI-

maintained Criminal Justice Information (“CJI”) (including Criminal History Record 

Information (“CHRI”)). Pursuant to Section 17(f)(2) of the Act, an Organization that is a 

member of a national securities exchange, broker, dealer, registered transfer agent, 

registered clearing agent, registered securities information processor, or national securities 

exchange is also an authorized recipient of certain CJI, including CHRI. Each authorized 

recipient of CJI is solely responsible for its compliance with federal and state laws and 

regulations governing the proper access, use, dissemination, and protection of CJI, 

including compliance with the FBI’s Criminal Justice Information Services Security Policy 

(available at https://le.fbi.gov/cjis-division/cjis-security-policy-resource-center). 

I. Single Sign-On (SSO) Service 

For eligible Organizations with multiple End Users, FINRA offers an optional single-

sign-on (SSO) service (“SSO Service”) for access to the Web Site. The technical requirements 

for the SSO Service (“SSO Technical Requirements”) are posted on the Web Site.2 If an 

eligible Organization requests access to the SSO Service, the following terms and 

conditions apply: 

(1) Access to the SSO Service. 

(a) In order to obtain access to the SSO Service, a request must be 

submitted by Organization’s Super Account Administrator.3 Upon approval of the request 

by FINRA, FINRA will provide Organization with an indication that the SSO Service is 

available for Organization’s use. Subject to Organization’s compliance with the Terms of 

Use and the SSO Technical Requirements, FINRA grants Organization a limited, revocable, 

non-exclusive, non-transferable, non-assignable, worldwide license to access and use the 

SSO Service. 

(b) FINRA makes no warranties or other representations that use 

of the SSO Service will satisfy industry or regulatory responsibilities. Organization must 

ensure that all appropriate personnel obtain industry training that is commensurate with 

their needs and job functions. 

 
2 The eligibility and technical requirements can be found here: https://www.finra.org/filing-

reporting/entitlement/finra-sso-eligibility-criteria-and-technical-requirements. 
3 For Subscribers that do not have a Super Account Administrator, the request must be submitted by the 

Account Administrator that serves as Subscriber’s Certification Representative. 

https://le.fbi.gov/cjis-division/cjis-security-policy-resource-center
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(c) Access to and use of the SSO Service does not transfer any 

rights in the technology or information within the SSO Service to Organization or its 

Authorized SSO Users (defined below). Any information accessed, requested, or provided 

using the SSO Service must be accessed, requested, and used in accordance with the 

Terms of Use. 

(2) Permitted Use 

(a) Organization shall be permitted to make the SSO Service 

available for use only by its employees, agents, and contractors authorized by Organization 

to access the Web Site via the SSO Service (“Authorized SSO Users”), during the term of 

their employment or engagement. The SSO Service shall only be available to Organization’s 

Authorized SSO Users through Organization’s password-protected intranet site, or a 

similarly secure environment. An Authorized SSO User's right to access and use the SSO 

Service shall terminate upon termination of his or her employment or engagement with 

Organization, and Organization shall terminate such Authorized SSO User’s right and 

access to the SSO Service. Organization shall be liable to FINRA for any act or omission or 

unauthorized use of the SSO Service. Organization assumes all liability and responsibility 

for its Authorized SSO Users. 

(b) Organization is responsible for all use of Organization’s 

Authorized SSO User accounts (under any username or password) and for ensuring that all 

use of Organization’s Authorized SSO User accounts complies fully with the provisions of the 

Terms of Use. Organization shall be responsible for protecting the confidentiality of its 

Authorized SSO Users’ usernames and passwords. 

(c) Any use of the SSO Service not expressly permitted by this 

Agreement is prohibited. 

(3) Information Security Requirements 

(a) Organization shall maintain information security policies, 

programs, practices, and procedures that comply with all applicable laws and include 

physical, administrative, and technical safeguards, including but not limited to: 

1. education and training of Authorized SSO Users on the 

proper use of information systems and information security systems; and 

2. the use of: (i) secure authentication protocols and 

devices consistent with the most current industry standards; (ii) secure 

access control measures consistent with the most current industry standards 

for access to logical and physical resources; (iii) the most current industry 

standard encryption for all transmission of information across public 

networks; (iv) automated security measures, including the most current 

industry standard perimeter monitoring and protection systems, auditing 
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systems, firewalls, and security agent software capable of detecting and 

mitigating threats from malware; and (v) encryption technology consistent 

with the most current industry standards for all devices and electronic media 

on which information is stored or transmitted. 

3. taking reasonable steps to prevent one Authorized SSO 

User’s email address from being added to a different Authorized SSO User’s 

identity; 

4. operating appropriate preventive, detective, and 

responsive controls in accordance with laws, regulations, industry standards 

and guidance; 

5. monitoring Authorized SSO Users and network activity 

for potential indicators of breach or compromise; 

6. investigating and responding to security alerts in a 

timely manner; 

7. maintaining an appropriate security posture with secure 

configurations, timely installation of security updates, and network access 

controls that limit attack surface; 

8. requiring, at a minimum, two-factor authentication 

(2FA), for any remote access to Organization’s network that is also allowed to 

access the SSO Service. 

(b) All policies and programs required to be maintained by 

Organization shall be management-approved. 

(c) Organization shall immediately notify FINRA within 24 hours of 

any suspected or actual security incident that has, or could potentially, result in 

unauthorized access to the SSO Service or the Web Site (including any suspected or actual 

loss, theft, or unauthorized use of passwords or unauthorized access to the SSO Service, the 

Web Site, or any of the materials, data, applications, or services accessed through the Web 

Site.  All notifications shall be sent to the FINRA Security mailbox at security@finra.org. 

(4) Attestation. FINRA requires each Organization to complete an annual 

FINRA Entitlement user account certification of all accounts to ensure that Authorized SSO 

Users continue to require access and are properly entitled to the SSO Service and the 

Website as required to act on behalf of Organization to perform the Authorized SSO User’s 

responsibilities. 

(5) Compliance. Organization shall retain complete and accurate records 

identifying the Authorized SSO Users authorized by Organization to have access to the SSO 

Service, and shall monitor use of the SSO Service to ensure compliance with the Terms of 
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Use. FINRA may, through FINRA's systems, also monitor usage of the SSO Service by 

Organization to ensure compliance with the Terms of Use, or conduct an audit of 

Organization’s records relevant to use of the SSO Service upon ten (10) days’ notice to 

Organization. 

(6) Revocation of Access. FINRA reserves the right to suspend or 

terminate Organization’s access to the SSO Service with or without notice, in the event that 

FINRA believes that Organization has violated any provision of the Terms of Use.  

J. Financial Intelligence Fusion Center (FIFC) Pilot 

The Financial Intelligence Fusion Center (FIFC) is a pilot program to collect, analyze 

and disseminate cybersecurity and fraud threat intelligence to FINRA member firms, 

leveraging submissions from member firms and other data sources. The FIFC pilot is 

currently available only for Organizations that are FINRA member firms that have been 

invited by FINRA to participate. If an eligible Organization enables access to FFIC via the 

FINRA Gateway, the following additional terms and conditions apply: 

(1) Access to FIFC. 

(a) Subject to Organization’s compliance with the Terms of Use, 

FINRA grants Organization and its End Users a limited, revocable, non-exclusive, non-

transferable, non-assignable, worldwide license to access and use FIFC. Any use of FIFC not 

expressly permitted in these Terms of Use is prohibited. 

(b) Access to and use of FIFC does not transfer any rights in the 

technology or information within or available from FIFC to Organization or its End Users. 

Any information accessed, requested, or provided using FIFC must be accessed, requested, 

and used in accordance with the Terms of Use. 

(2) Intelligence Submissions 

(a) Organizations may voluntarily submit threat or incident 

information (“Intelligence Submissions”) to FINRA via FIFC.  

(b) Intelligence Submissions should generally relate to threats, 

incidents, or events observed by or affecting Organization. Organization shall use 

reasonable efforts to minimize the submission of sensitive information (e.g., personally 

identifiable information) or information not relevant to the subject of the Intelligence 

Submission. In addition, Organization shall not include any of the following (“Prohibited 

Submission Information”) in an Intelligence Submission: 

1. Criminal History Record Information (CHRI); 

2. Information covered by the Bank Secrecy Act including 

Suspicious Activity Reports (SARs); and 
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3. Any information which Organization is not permitted to 

disclose to a third party (whether pursuant to applicable law, contractual 

obligations, or otherwise). 

(c) If Organization becomes aware that any Prohibited Submission 

Information has been included in an Intelligence Submission, Organization shall 

immediately notify FINRA. 

(d) By submitting a Threat Submission, Organization grants, and 

represents and warrants that Organization has the necessary rights and permissions to 

grant, FINRA the rights and licenses set forth in Section 5(C) of the Terms of Use with 

respect to such Intelligence Submission and the information contained therein. 

(e) Notwithstanding paragraph (d) above, FINRA will not include 

information from an Intelligence Submission in Shared Intelligence (defined below) if 

Organization opts out of such sharing when submitting the Intelligence Submission. 

(3) Shared Intelligence 

(a) FINRA may from time-to-time distribute notices, alerts, or other 

information identifying and assessing threats and trends impacting the financial and 

securities industry via FIFC (“Shared Intelligence”), which may be based on Intelligence 

Submissions and/or other sources of information available to FINRA. Shared Intelligence 

based upon an Intelligence Submission will not be attributed to the submitting 

Organization unless that Organization expressly consents to such attribution. 

(b) License to Shared Intelligence. Subject to Organization’s 

compliance with the Terms of Use, FINRA grants Organization and its End Users a limited, 

revocable, non-exclusive, non-transferable, non-assignable, worldwide license to access 

and use Shared Intelligence solely for Organization’s internal use for the purpose of 

prevention, identification, investigation and mitigation of cybersecurity and fraud threats, 

and related activities. Unless otherwise specified, Organization shall only distribute or 

otherwise make available Shared Intelligence to Organization’s End Users and other 

Organization personnel with a reasonable need to access and use Shared Intelligence in 

connection with the permitted purpose above. Any use of Shared Intelligence not expressly 

permitted in these Terms of Use is prohibited. 

(c) Use Restrictions. Except as otherwise provided above, 

Organization and its End Users shall not, directly or indirectly: 

1. use (including make any copies of) the Shared 

Intelligence beyond the scope of the license granted; 

2. use any unauthorized process to monitor or copy the 

Shared Intelligence from FIFC in bulk, or use any data mining, scraping, or 

harvesting tools (including robots), or any similar data-gathering or extraction tools; 



(11/2025)  25 

3. access or use the Shared Intelligence in a manner that 

would be typically categorized as a bulk distributor or a service bureau; 

4. modify, translate, adapt, or otherwise create derivative 

works or improvements of the Shared Intelligence or any part thereof;  

5. remove, delete, alter, or obscure any trademarks or any 

copyright, trademark, patent, or other intellectual property or proprietary rights 

notices provided on or with the Shared Intelligence, including any copy thereof; or  

6. use the Shared Intelligence in violation of any law, 

regulation, or rule. 

(d) Responsibility for Use of Shared Intelligence 

1. FFIC does not create new legal or regulatory 

requirements or new interpretations of existing requirements, nor does it relieve 

Organization of any existing obligations under federal securities laws, regulations, or 

the FINRA Rules. Organizations may consider the information provided in Shared 

Intelligence in developing new, or modifying existing, policies and procedures that 

are reasonably designed to achieve compliance with relevant regulatory obligations 

based on the Organization’s size and business model. Moreover, some information 

may not be relevant due to certain firms’ business models, sizes, or practices. 

2. In the event that Shared Intelligence cites industry 

publications, FINRA is not endorsing any commercial product or service. Any 

reference in cited articles to specific commercial products, processes, or services 

does not constitute or imply their endorsement, recommendation or favoring by 

FINRA. 

3. Organization is responsible and liable for all uses of 

FFIC and Shared Intelligence by Organization, directly or indirectly. Specifically, and 

without limiting the generality of the foregoing, Organization is responsible and 

liable for all actions and failures to take required actions with respect to the FFIC 

and Shared Intelligence by its End Users or by any other person to whom 

Organization or its End Users may provide access to or use of FFIC and/or the 

Shared Intelligence, whether such access or use is permitted by or in violation of 

these Terms of Use. 


