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INTRODUCTION 
Quantum mechanics is a branch of physics that deals with the complex properties 
of atoms and sub-atomic particles.2 Quantum computing leverages the principles 
of quantum mechanics to solve problems too large or complex for traditional 
computers. Although quantum computing is still in its early stages, numerous 
financial institutions have begun experimenting with this evolving technology, 
given its potential to dramatically alter the types, and speed, of computations 
that are possible. In addition, some regulators and other key market participants 
are exploring the implications of quantum computing for the securities industry.3 
In December 2022, President Biden signed the bipartisan Quantum Computing 
Cybersecurity Preparedness Act into law, recognizing the potential threat that 
quantum decryption (i.e., the ability for quantum computers to bypass existing data 
safeguards) may pose to the government, and encouraging U.S. regulators to adopt 
technologies to protect against quantum computing attacks.4 

In recent years, several major financial institutions have reportedly identified 
quantum computing as a technology with the potential to dramatically disrupt 
the securities industry over the next decade and beyond.5 While reportedly only 
one percent of companies budgeted for quantum-related expenses during 2018, 
by some estimates as many as 20 percent may do so in some form by 2023, with 
up to $850 billion in investments anticipated over the next 30 years.6 In addition, 
equity investment in quantum computing has significantly increased in recent 
years.7 For example, funding in the quantum computing space has reportedly seen 
record levels—$2.35 billion in investments in quantum technology start-ups (both 
hardware and software) in 2022—with a significant ramp-up in the last two years.8 
In addition, major financial institutions have committed significant resources to 
the technology.9 Some of these firms are actively working with major cloud service 
providers to most efficiently access quantum computers.10

The public sector has also committed to investing in quantum computing. Last 
year, the U.S., European Union and Canada collectively invested over $3.1 billion.11 
There were also notable technical breakthroughs in the area, as demonstrated 
by the Nobel Prize in Physics in 2022 being awarded to quantum computing 
research groups.12 These investments and accomplishments can be seen as a sign 
of increasing confidence in the potential for quantum computing. While the extent 
of technical achievement in the field of quantum computing has been debated,13 
global investment and interest in the potential of quantum computing continues to 
steadily grow. Despite having an uncertain timetable for its development, quantum 
computing has the potential to reshape the financial services industry by presenting 
newfound capabilities and challenges for firms.  
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In light of the potentially transformative impact that quantum computing may have on the 
securities industry, staff from FINRA’s Office of Financial Innovation (OFI) initiated a research 
initiative focusing on the opportunities and risks quantum computing presents, culminating in 
this report. As part of this research, OFI staff engaged more than 20 stakeholders, including 
financial institutions, quantum computing hardware and software providers, academics, industry 
observers, government entities, security specialists and trade institutions. We conducted this 
research, in part, to better understand the implications of quantum computing, including the 
most likely applications within the financial industry and potential threats to data security.

This report summarizes the main findings of our research:

	X Section I provides a brief overview of quantum computing, highlighting certain basic 
principles.

	X Section II identifies and analyzes the potential applications for quantum computing that the 
securities industry is exploring.

	X Section III addresses the potential threats to cybersecurity that quantum computing may 
pose.

	X Section IV outlines some potential regulatory considerations associated with quantum 
computing. 

This report is intended to raise awareness among FINRA member firms and the broader the 
securities industry by providing an overview of how developments in quantum computing may 
impact business models and processes. While the true implications of quantum computing 
may not be known for years, this report is designed to serve as an initial step in beginning 
an important dialogue with market participants about the use of quantum computing in the 
securities industry. Accordingly, FINRA requests comments on all areas this report covers.14

SECTION I: Overview of Quantum Computing
Quantum computing is an emerging technology that relies on quantum mechanics to perform 
calculations not possible for even the most powerful classical supercomputers.15 To better 
understand what is behind quantum computing’s exponentially faster processing times, 
the National Institute of Standards and Technology (NIST) notes that it may help to think of 
computers like “microscopic cities” with electricity running through roads using “logic gates” and 
“bits.”16 

	X Logic gates: The streets in these “microscopic cities” contain gates, known as logic gates, 
which operate similar to gates on a road that move up and down to direct the flow of traffic 
by either allowing or blocking vehicles from passing.17 Logic gates enable computers to 
function, as they essentially follow a similar up and down movement to allow or block flows 
of electricity.18 Logic gates are used to make circuits and, in turn, circuits are used to form 
central processing units (CPUs), which are the principal parts of computer systems.19    

	X Bits: Flows of electricity that travel through logic gates produce outputs known as bits. Bits 
are what classical computers use for storing and processing information. Bits are configured 
in only two formats: 0 and 1, which represent the flow of an electrical signal either being 
allowed through the logic gate or blocked by it.20 Logic gates are arranged sequentially, with 
electricity traveling through each gate like a flowchart. This flow of information through gates 
is what forms circuits. Information flowing through circuits allows computers to carry out 
logical functions, such as mathematical calculations.21    
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For quantum computing, this flow of electricity involves “quantum logic gates,” “qubits,” 
“reversibility,” “superposition,” and “entanglement.”  

	X Quantum Logic Gates and Qubits: Quantum logic gates are the basic building blocks of 
quantum computers. They can control and direct incoming electricity levels, to result in the 
desired output. Quantum logic gates are also the mechanisms that enable non-binary flows 
of information in quantum computers to produce quantum bits (or qubits). Qubits exist in 
more than one state simultaneously, such that they represent not just as a 0 or 1, but instead 
represent both 0 and 1 at the same time.22 Qubits allow quantum computers to process 
multiple possibilities simultaneously.23

	X Superposition: The simultaneous existence of more than one configuration—or state—at 
one time is a fundamental principle of quantum mechanics known as superposition.24 In 
the case of quantum computing, qubits in superposition are represented by a complex 
linear combination of a 1 state and a 0 state. As described further below, the ability for 
quantum computers to consider multiple states simultaneously facilitates finding a solution 
to problems that might otherwise seem to have an impossibly large number of potential 
outcomes.

	X Reversibility: Reversibility means that all the outputs quantum logic gates produce can be 
reversed or undone.25 Theoretically, the fact that qubits can go in reverse and essentially 
“re-trace” their flows, or steps, means that information that passes through quantum gates 
can be retrieved, which is not currently possible in classical computers.26  

	X Entanglement: The power of superposition is amplified by another central principle of 
quantum physics known as entanglement, where qubits in superposition are capable of 
generating even more results by interacting with one another.27 Entanglement is a special 
connection between two pairs of quantum elements where the changing state of one element 
impacts others, even at a distance.28 By entangling qubits, the number of represented states 
can rise exponentially, making it feasible to both explore a massive number of possibilities 
instantly and also conduct parallel calculations on a scale beyond the reach of classical 
computers.29 

Superposition

Financial institutions have generally avoided purchasing or attempting to build their own 
quantum computers because of the challenges and expenses associated with purchasing and 
maintaining quantum systems. 30 Instead, firms typically rent access to quantum machines 
hosted by cloud service providers.31 Accessing quantum computing through the cloud can come 
in the form of subscription models or, more flexible, pay-per-use access models.32 Leveraging 
quantum computers through the cloud may enable economies of scale, sharing of resources at 
lowers costs, and increased access.33 

Source: Investor Place

https://investorplace.com/hypergrowthinvesting/2023/10/putting-ai-on-the-fast-track-to-sure-fire-success/
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SECTION II: Potential Applications of Quantum Computing in the 
Securities Industry
In FINRA staff’s survey of quantum computing use cases, several firms indicated that they are 
examining how they can benefit from quantum computers when conducting various activities, 
including trade execution, portfolio management, risk assessments and fraud detection.34 
Additional firms indicated to FINRA that they are assessing the potential risk quantum computers 
may pose to current encryption standards for securing critical data. Government bodies from 
around the world, including NIST, are attempting to address this potentially systemic issue 
related to data security by developing standards for post-quantum cryptography.

As market efforts related to quantum accelerate, the influx of attention and investment has led 
some market participants to worry about hype overtaking reality, with one group of researchers 
from the Massachusetts Institute of Technology (MIT) indicating that “quantum computing 
has a hype problem.”35 Some market participants have questioned the ability to develop 
commercialized applications for quantum computing in the near future. While the timeline 
for any practical changes resulting from quantum computing is a topic of ongoing debate, 
the theory behind how quantum computing works and its potential to solve large or complex 
computational problems is well documented.   

Seizing on the potential associated with quantum computing, several financial institutions, 
including broker-dealers, have begun exploring how leveraging quantum for exponential 
improvements in computing performance could enhance business operations. Based on 
research and interviews with a range of market participants, the financial services industry 
has identified three potential areas involving computational challenges where quantum 
computing may have a significant impact: optimization systems, simulation systems and artificial 
intelligence.36    

Optimization Systems
The ability of quantum computers to efficiently analyze and process numerous potential 
outcomes in real time may benefit optimization systems firms use. Market participants have 
indicated that computationally intense quantum models may process large sets of variables 
and allow for faster and more accurate optimizations, such as best determining valuations that 
can deliver competitive advantages; calculating more precise estimates of credit exposure; and 
better allocating capital across a range of corporate financial activities, among other uses.37

Financial institutions seeking to leverage quantum computing for enhancing optimization 
systems have focused on areas such as enhancements for trade execution, trade settlement and 
portfolio management. Market participants have indicated that quantum-based algorithms may 
be used to efficiently determine the optimal solution among various options38 because of the 
ability to survey multiple possible solutions simultaneously. Accordingly, quantum computers 
hold the potential to complete solutions for optimization problems in a fraction of the time it 
would take classical computers and firms are exploring its potential to more effectively navigate 
complex trading and investment environments involving large sets of variables.39 As outlined 
below, market participants believe that quantum computing’s capabilities for optimization may 
in the future streamline trade execution and settlement processes as well as enable investment 
managers to improve portfolio management. 
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	X Trade Execution Optimization

 Financial institutions are frequently tasked with determining how best to execute trades. Such 
efforts entail weighing a variety of factors, such as trade sizes, venues, timing and sequencing. 
These factors can impact the quality of trade execution and it is computationally challenging 
for even the most advanced classical computers to consider all the possible permutations 
given the number of potential variables. One report by a technology firm notes that “[t]o 
help put this type of optimization problem in perspective, consider that selecting the optimal 
order of execution for 5,000 trades has more than 4.2 x 1016,325 possibilities.”40 Some firms 
are assessing how quantum computing could offer a potential breakthrough for these trade 
execution challenges due to its ability to survey multiple possible solutions simultaneously, 
such as determining the optimal values for the sequencing, grouping and timing of trading 
activities.

	X Trade Settlement Optimization

 The trade settlement process involves securities being delivered by a seller against payment 
made by a purchaser, frequently facilitated by a clearinghouse, which can help to mitigate 
counterparty risk. Clearinghouses run trade settlement optimization analyses, which they use 
to determine the optimal routing trajectory for settling thousands of trades and matching 
up buyers and sellers at millisecond speeds, while also accounting for other legal, business, 
and operational factors.41 Given the different variables that need to be considered in the 
trade settlement process, determining an optimal solution may be computationally complex. 
Typically, there is greater complexity where there are more trades involved, which presents 
increased challenges for classical computers.42  

 In the view of some market participants, quantum computing may help optimize the trade 
settlement process by using quantum-based optimization algorithms to discover links 
for multi-party settlements, thereby making the process faster and more efficient. These 
market participants believe that a faster settlement process could potentially reduce cost 
risks related to replacement (i.e., the risk of loss from unrealized gains caused by delayed 
settlement); liquidity (i.e., market pressure that may result if firms fail to settle their positions); 
and credit (i.e., the possibility of loss where a party fails to meet its repayment obligations).43 
Of note, the U.S. Securities and Exchange Commission (SEC) recently approved a rule change 
to shorten the settlement cycle to T+1,44 and reductions in settlement time may impact the 
benefits and risks associated with the potential future use of quantum computing to facilitate 
settlement. 

	X Investment Portfolio Optimization 

 Portfolio optimization involves determining the optimal mix of investment assets to achieve 
a desired objective, such as maximizing return and minimizing risk, over a given period of 
time. Investment portfolio optimization problems are frequently dependent on a number 
of variables and may at times result in calculations that take classical computers several 
days to conclude.45 As noted by some industry observers, the complexity associated with 
portfolio optimization can be attributed to a number of factors such as valuation adjustments 
(for credit, debit, funding, capital and margin); transaction costs; and regulatory and tax 
requirements; among others.46  

 Firms are researching whether quantum computing has the potential to improve the portfolio 
optimization process by offering the computational capacity to assess various scenarios 
involving a multitude of assets and related factors. As a result, some market participants 
believe that the use of quantum computers may at some point give firms a competitive 
advantage by allowing them to develop optimized portfolio options that are able to analyze 
more variables in a shorter timeframe and thereby better able to achieve the desired 
results. For example, quantum computers may potentially offer an enhanced ability to 
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allocate weights to assets over a period of time (with the aim of maximizing returns), forecast 
asset returns, assess volatility and measure risk.47 In determining the optimal portfolio over 
time, quantum computers may seek to measure the return per unit of risk and do so while 
factoring in dynamic changes in the marketplace, measuring transaction costs and operating 
consistent with investment mandates.48  

Simulation Systems
Quantum-based simulations could enhance firms’ abilities to understand and account for 
uncertainty related to market activity. Firms are examining ways to use quantum computers 
to run simulations of market-related activity that would otherwise be difficult or potentially 
impossible to capture with classical computers. In particular, financial institutions are 
exploring the use of quantum computers to assist with analyzing market activity related to risk 
assessments.  

One such risk assessment method, the Monte Carlo simulation, which takes random samples of 
a number of variables to simulate probable outcomes, is a common technique for incorporating 
risk and uncertainty in financial models and evaluating potential risks.49 Firms may use a Monte 
Carlo simulation to determine the likelihood of possible outcomes for determining factors such 
as Value at Risk to help identify potential financial losses. The Monte Carlo simulation is also 
instrumental in pricing financial derivatives. For example, The Bank for International Settlements 
(BIS) has noted that, each year, more than $10 trillion worth of options and derivatives are 
exchanged globally, many priced using Monte Carlo methods.50 However, the Monte Carlo 
simulations typically use methods that are computationally intensive, especially in the face of an 
array of uncertainties, with some calculations taking classical computers several hours, or even 
days, to perform.51 Accordingly, firms are looking into ways to leverage quantum computers to 
more efficiently price complex derivatives—a task that can require a great deal of computing 
power, resources and time.52

Firms are engaging quantum computers to determine whether they offer the potential for a 
significant increase in processing power that could reduce the computation time for a typical 
Monte Carlo-based risk assessment from days or hours to near real-time.53 Some firms believe 
that a faster simulation process, provided by quantum computing, has the potential to provide 
benefits in circumstances, including regularly re-evaluating portfolios against risk factors such 
as liquidity and credit risk. Moreover, these firms are studying whether the greater processing 
power from quantum computers may also provide the capacity to consider additional market 
factors with the potential to improve the accuracy of risk assessments, enabling firms to better 
limit financial losses or enhance potential gains.54  

In addition, some firms believe that quantum computing may assist with risk assessments 
related to anti-money laundering (AML) and know-your-customer (KYC) compliance systems. 
Quantum-based algorithms have the potential to improve AML and KYC programs by expanding 
the ability to analyze various elements of individual identity, transaction history, fund flows and 
relationships in real time.  One relatively recent analysis of financial institutions suggested that 
even a one to two percent improvement in overall efficiency could save over $1.5 billion annually 
for the industry.55 

Artificial Intelligence  
As addressed in FINRA’s Artificial Intelligence (AI) in the Securities Industry report, the financial 
services industry, including broker-dealers, has allocated considerable resources to researching, 
developing and adopting artificial intelligence (AI) tools, including by leveraging computing power 
to analyze large data sets. Though quantum computing is still in a developmental phase, some 
market participants view it as a potential accelerant for AI because of its potential to enhance the 
ability to process and analyze large data sets. 

https://www.finra.org/sites/default/files/2020-06/ai-report-061020.pdf
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The term “quantum AI” refers to a growing field in quantum computing that focuses on 
improving quantum-based computations and algorithms that are used to train models within 
various AI tools and applications. Some industry analysts have made the case that quantum 
computers may offer the ability to enlarge and enhance the type of datasets that AI algorithms 
and training models can use, resulting in a more efficient process and more accurate outputs, 
as well as helping AI models become more scalable.56 For example, quantum-based machine 
learning could potentially allow for the ability to process greater amounts of data while 
also analyzing that data at faster speeds, accelerating the pace at which machine learning 
models can learn.57 In addition, quantum-based natural language processing (QNLP) applies 
key quantum properties, such as superposition and entanglement, to allow deeper textual 
analysis and classification to train natural language processing models.58 Accordingly, some 
market participants are hopeful that quantum computing may be able to assist in the process 
of efficiently and accurately obtaining meaning and value from complex text and sentence 
structures to potentially assist with tasks, such as providing financial advice.59

However, as quantum computing may accelerate the potential beneficial impact of AI, it may 
similarly accelerate related risks. As noted in FINRA’s Artificial Intelligence (AI) in the Securities 
Industry report, model explainability and data bias are some of the key risks that need to 
be addressed when deploying AI-based tools, and these risks may be compounded by the 
complexity enabled through the use of quantum computing.60 As previously noted: “[f]irms 
that employ AI-based applications may benefit from reviewing and updating their model risk 
management frameworks to address the new and unique challenges AI models may pose.”61 This 
would be particularly true in the context of any quantum AI application.     

SECTION III: Potential Threats to Cybersecurity 

Overview
The financial services industry heavily relies on cryptography to safeguard digital information. 
Whether to securely store customers’ personally identifiable information (PII), access the internet 
through a virtual private network (VPN) or ensure the integrity of a trade order placed on a 
mobile application, cryptographic algorithms play a central role in many critical functions within 
the financial system. Such algorithms are based on mathematical problems that are prohibitively 
time-consuming for today’s classical computers to solve. For instance, a hacker would need 
trillions of years using a conventional computer to break the encryption securing internet-based 
communications, such as a VPN.62

Quantum computing is uniquely positioned to offer, in the future, a streamlined way to 
crack today’s standard encryption safeguards. This is possible because quantum computing 
can leverage specialized algorithms to significantly reduce the amount of time to solve the 
mathematical problems behind today’s encryption. At a high level, this type of solution is 
possible because a quantum computer uses qubits in superposition to simultaneously see 
across several potential solutions to an algorithm (i.e., quantum parallelism) and select the 
correct one.63  

The following section highlights the potential quantum-related threats, methods for mitigating 
those threats and areas of consideration for firms seeking quantum resistance.

Potential Quantum Security Threat
Encryption is widely discussed as the main vulnerability for firms to a quantum attack. This is 
due to a quantum computer’s ability to leverage algorithms to degrade certain security methods, 
such as asymmetric key cryptography (systems using different pairs of private/public keys 
between sender and recipient for encryption), hashing (systems using algorithms to scramble a 
message of any size into a coded fixed-length value), and symmetric key cryptography (systems 
using a shared private key between sender and recipient for encryption).64 There are two 
principal algorithms that hackers could use in a quantum attack on encrypted data:

https://www.finra.org/sites/default/files/2020-06/ai-report-061020.pdf
https://www.finra.org/sites/default/files/2020-06/ai-report-061020.pdf
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	X Shor’s Algorithm. Shor’s Algorithm is particularly efficient at solving the mathematical 
problems that underlie asymmetric key cryptography. Shor’s Algorithm provides quantum 
computers exponential speedup advantages for conducting calculations to break asymmetric 
key encryption. In other words, if a classical computer required 2^50 steps to break encryption 
based on asymmetric key infrastructure, it might only take a quantum computer only 50 
steps.65 Hackers could use Shor’s Algorithm to engineer an attack on a crypto standard such 
as RSA (Rivest-Shamir-Adleman), which is a common standard for securing data transmission. 

	X Grover’s Algorithm. Grover’s Algorithm is not as well-suited for breaking asymmetric 
key cryptography but, instead, hackers may use it to provide so-called quantum speedup 
advantages in breaking symmetric key cryptography and hashing, where the time to find a 
possible solution is drastically reduced. For example, a computation that requires 1,0002 (or 
1,000,000) steps for a classical computer may require 1,000 steps for a quantum computer.66 
Hackers could also deploy Grover’s Algorithm to weaken a standard such as Advanced 
Encryption Standard (AES), which is commonly used to protect sensitive data.

Given the significant speedup advantage Shor’s Algorithm offers, the threat of a quantum attack 
is potentially greatest with asymmetric key encryption. Although Grover’s Algorithm may be 
improved upon, in its current state, symmetric key cryptography and hashing are still generally 
regarded to be quantum-resistant.67 For example, a quantum computer with over 6,000 logical 
qubits would still need over 1032 years to break AES-256 symmetric key encryption using Grover’s 
algorithm.68 However, a quantum computer with 2,000 logical qubits using Shor’s Algorithm 
could potentially only need less than four hours to break asymmetric encryption based on the 
RSA-1024 standard.69

Methods of Quantum Resistance
We discuss the NIST standards for upgrading existing encryption practices that will likely 
influence the financial services industry in greater detail below. In addition, we note other 
methods for providing quantum resistance.

	X New Cryptographic Standards. In response to the rising threat to today’s encryption 
standards, NIST has focused on creating readily available replacement algorithms with 
mathematical properties that would be difficult to break even if large-scale quantum 
computers became available.70 

 Cybersecurity specialists have been developing post-quantum cryptography (PQC) standards 
for public key encryption standards that could protect key exchange and signature 
applications. In a competition that resembles a previous effort that produced new hashing 
algorithms,71 NIST submitted a call for proposals for new algorithms in 2016, with designs 
submitted by more than 80 teams from 25 countries.72 NIST evaluated proposals based 
primarily on security and performance criteria73 and narrowed the candidates in three 
successive rounds, with the most recent round occurring in the first half of 2022.74 NIST 
reportedly plans to release draft PQC standards in 2023 for public comment and may seek to 
publish final standards in 2024.75 In addition, NIST recently developed a factsheet to inform 
organizations on matters related to migration to post-quantum cryptography.76  

 Noteworthy among NIST’s efforts is that it identified a group of four encryption algorithms 
that are expected to be a part of its new standards. In addition, NIST identified four other 
algorithms that remain under consideration for inclusion in the new standards. NIST has 
pursued a portfolio approach of selecting a variety of algorithms in recognition of the need 
to identify suitable tools for different encryption applications and systems as well as the need 
for redundancy in case any of the tools prove vulnerable.77
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	X Key Length Upgrades. Perhaps the most expeditious route to quantum resistance is a 
lengthening of existing keys. For example, today’s standard of RSA-204878 could be extended 
to 4096-bits to lengthen the amount of time required to break encryption. Nevertheless, this 
solution may only be a short-term one, due to the exponential speed quantum computing 
offers.79 Moreover, lengthening key sizes may be disruptive and introduce potential hardware 
incompatibility (e.g., for certain smart cards) and operational issues.80  

	X Quantum Communications. Another way to potentially bypass a quantum attack is to 
remove the mathematical equations involved in cryptography that can be decoded by a 
quantum computer. Instead, quantum computing could be leveraged in a way where keys 
could be shared through qubits that travel in a state of superposition, potentially making 
them extremely difficult for bad actors to intercept.81 However, as with any new and emerging 
technology, quantum communications may also present new challenges and vulnerabilities.82

Firm Considerations for Quantum Resistance
The use of cryptography is embedded in almost every firm’s data, including storage and 
transmission. In addition, cryptography is the basis for securing more than 90 percent of 
internet-based connections83 and plays a significant role on blockchain platforms.84 Cryptography 
may play a key role in firms’ data security architecture through a variety of ways, including 
securing communication links with customers and other firms, verifying identify (including 
through the use of digital signatures or certifications) and securing sensitive information. 
Accordingly, some firms have begun exploring potential upgrades to their cryptographic security 
in light of the potential disruptions that any future quantum attack may pose and considering 
the time that it may take to finalize a set of new cryptographic algorithms, implement them in 
firms’ hardware and software stacks, and adequately train personnel.85 

Considering all that is involved in designing and implementing new standards, the path to 
quantum resistance could encompass a sequence of steps that takes several years. The National 
Academy of Science has indicated that it would take at least a decade to fully replace a widely 
used cryptographic standard, and this would come after the already lengthy PQC design and 
standardization process is complete.86 After NIST finalizes its suite of new algorithms, the 
selections are likely to be considered for broader standardizations for public infrastructure, such 
as the internet.87 

Some firms have begun to monitor the progress of encryption updates designed to provide 
enhanced protection through quantum-resistant encryption. Potential factors to consider 
include, for example, re-encrypting sensitive data or re-signing documents while older versions 
are destroyed. The steps towards quantum resistance may be involved and complex and may 
have implications for operational performance. In light of this, some standard-setting bodies 
have started to prescribe steps that can be taken toward achieving quantum resistance. Of note 
are guidance from NIST and the European Telecommunications Standards Institute (ETSI), a non-
profit standardization organization in the areas of information and communications.

	X ETSI guidance. In a technical paper published in 2020, ETSI lays out three main steps to work 
towards Fully Quantum-Safe Cryptographic State (FQSCS).88 The first involves an inventory 
compilation so that any migration effort can be informed by the assets that will most likely be 
impacted. The second step involves redesigning or retiring assets and employing quantum-
safe or classical algorithms, as needed, and adopting an agile stance to upgrade when 
appropriate. The third step entails the execution phase and managing the transition through 
simulations and exercises to ensure that nothing has been overlooked in the initial inventory 
and planning stages.89
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	X NIST guidance. The National Cybersecurity Center of Excellence (NCCoE), which is part of 
NIST, sought to raise awareness by issuing a publication detailing the potential steps and 
associated challenges of migrating to PQC.90 The publication assessed the quantum risks 
and complexities involved in migrating key assets and enumerated considerations for a 
migration plan, some of which mirror the ETSI report, including taking inventory of the ways 
that cryptography is used in the enterprise to inform how a migration plan may be formed.91 
NCCoE has since collaborated with public and private stakeholders to continue to raise 
awareness and develop processes for a migration plan.92

SECTION IV: Regulatory Considerations for Quantum Computing 
As with any new technology, quantum computing brings with it both opportunities as well as 
risks. Quantum computing may have a profound impact on the securities industry, whether 
for larger and more well-resourced firms seeking to leverage quantum advantage or for firms 
of all sizes preparing to defend against attacks on present-day cryptography. In this context, 
market participants must consider that quantum computing can not only change the way firms 
do business but may also have various regulatory implications. Specifically, firms considering 
whether to incorporate quantum computers into their internal systems and processes as well 
as firms contemplating the potential threat quantum computing poses may wish to consider the 
following regulatory issues: cybersecurity, third-party vendor outsourcing, data governance and 
supervisory controls. This section provides an overview of each of these areas.

While this section underscores broad areas of regulatory importance, it does not provide an 
exhaustive or cumulative list of all factors and regulatory issues associated with the use of 
quantum computing. Moreover, this report does not create new legal or regulatory requirements 
or new interpretations of existing requirements, nor does it relieve firms of any existing 
obligations under federal securities laws and regulations. Member firms may consider the 
information in this report in developing new, or modifying existing, practices that are reasonably 
designed to achieve compliance with relevant regulatory obligations based on the member firm’s 
size and business model. In addition, broker-dealers should conduct their own risk assessments 
regarding the potential regulatory implications of quantum computing as it pertains to their 
unique use cases and business models.

	X Cybersecurity. Quantum computers may eventually have the capacity to break certain 
encryption standards broker-dealers and other members of the financial services industry 
currently use.93 As a result, developments related to quantum computers may impact 
common applications, such as securing private communications (containing sensitive financial 
and account information) over the internet and verifying digital signatures. This report is in 
part designed to help firms become more aware and knowledgeable about the potential 
future opportunities and risks related to quantum. Firms that seek to move towards post-
quantum readiness may also wish to consider taking inventory of their encrypted data, 
prioritizing the different levels of importance of such data, analyzing procedures to manage 
digital identity (including securing digital signatures) and migrating over time to quantum-
resistant encryption methods. Firms may wish to engage NIST in their efforts to support 
post-quantum cryptography migration efforts.94 In addition, if any quantum anticipatory 
changes relate to how firms maintain and secure customer records and information, firms 
should consider rules pertaining to safeguarding such data, including obligations under SEC 
Regulation S-P, SEC Regulation S-ID, FINRA’s Regulatory Notice 21-18 and Notice to Members 
05-49. For additional resources, including applicable rules and guidance, firms may refer to 
FINRA’s various reports and alerts on cybersecurity. 

https://www.finra.org/rules-guidance/notices/21-18
https://www.finra.org/rules-guidance/notices/05-49
https://www.finra.org/rules-guidance/notices/05-49
https://www.finra.org/rules-guidance/key-topics/cybersecurity
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	X Outsourcing and Third-Party Vendor Management. Some firms have already begun 
to explore quantum computing to enhance various systems and processes by accessing 
quantum computers through a cloud environment, in part due to the high costs and level 
of resources required to individually acquire, build or maintain a quantum computer. When 
working with third parties, including those providing services related to quantum computing, 
firms should be mindful of relevant FINRA guidance on outsourcing.95 Firms that use cloud 
service providers to access quantum computing capabilities retain ultimate responsibility to 
ensure they comply with securities regulations relating to securing data. As such, depending 
on the type of cloud service model and the level of service, firms may consider developing 
controls regarding the types of software and hardware systems that the cloud service 
provider or the firm manages and controls. Firms may also wish to consider whether their 
systems are appropriately configured for the cloud and quantum computing environment, if 
they have proper data governance systems in place (e.g., establishing data access protocols 
to determine which parties have access to data in the cloud) and if rollouts of the quantum 
related initiatives are targeted and effective. In addition, firms may refer to FINRA’s Cloud 
Computing in the Securities Industry report for a comprehensive review of key regulatory 
considerations related to cloud computing, including those pertaining to recordkeeping.  

	X Data Governance. Quantum technology offers the possibility to process more data at 
far greater speeds, which has the potential to lead to a proliferation of data inputs. The 
enhanced use of different types of data enabled by quantum computing may potentially 
become a source of the following risks: data source verification and quality, questions around 
the purpose and use cases of data, and data security. As such, the importance and benefits 
of developing appropriate governing principles around the use and safeguarding of data 
may increase with the future adoption of quantum computing.96 As a result, in the future, 
firms may desire to consider data quality benchmarks and metrics to assess the data inputs 
that they supply to quantum systems as well as how data will be stored, protected and 
properly used. Firms should also consider how they meet data protection requirements for 
safeguarding customer records and information, which are addressed in SEC Regulation S-P, 
SEC Regulation S-ID as well as in Regulatory Notice 21-18 and Notice to Members 05-49.  

	X Supervision and Controls. Developments in quantum computing that facilitate enhanced 
operations by firms or result in potential threats to current encryption techniques may pose 
unique and complex challenges. As noted in FINRA’s 2020 Risk Monitoring and Exam Priorities 
Letter, “[f]irms’ increasing reliance on technology for many aspects of their customer-facing 
activities, trading, operations, back-office, and compliance programs creates a variety of 
potential benefits, but also exposes firms to technology-related compliance and other risks.”  
Accordingly, based on the nature of any future developments in quantum computing, firms 
may wish to consider the potential impacts to their existing supervisory procedures and 
business continuity plans.  
	X Supervisory Procedures. Quantum computers are likely to have the ability to process far 
greater volumes of data at far greater speeds than today’s classical computers through an 
increasingly complex set of algorithms. The more complex the model and the application, 
the more vulnerable it may be to potential sources of error that could go undetected 
without the appropriate risk management models and supervisory controls (including 
enhanced testing). FINRA rules require firms to establish, maintain and enforce written 
procedures to supervise the types of business in which they engage and the activities 
of their associated persons that are reasonably designed to achieve compliance with 
applicable securities law and regulations, and with applicable FINRA rules. In addition, 
FINRA rules require firms to establish, maintain and enforce reasonable supervisory policies 
and procedures related to supervisory control systems that, among other things, require 
firms to test and verify such policies and procedures (i.e., FINRA Rules 3110 and 3120).  

https://www.finra.org/sites/default/files/2021-08/2021-cloud-computing-in-the-securities-industry.pdf
https://www.finra.org/sites/default/files/2021-08/2021-cloud-computing-in-the-securities-industry.pdf
https://www.finra.org/rules-guidance/communications-firms/2020-risk-monitoring-and-examination-priorities-letter
https://www.finra.org/rules-guidance/communications-firms/2020-risk-monitoring-and-examination-priorities-letter
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Moreover, in the algorithmic trading context, FINRA has previously stated in the trading 
context that: 

As the use of algorithmic strategies has increased, the potential of such 
strategies to adversely impact market and firm stability has likewise grown. 
When assessing the risk that the use of algorithmic strategies creates, firms 
should undertake a holistic review of their trading activity and consider 
implementing a cross-disciplinary committee to assess and react to the 
evolving risks associated with algorithmic strategies.97  

 Similarly, with regard to algorithms used for quantum computers, firms may wish to consider 
potentials impact to the firm or market’s stability as part of their supervisory procedures. 

	X Business Continuity Plans (BCPs). Firms may also wish to consider how the use of quantum 
computing may impact their obligations under FINRA Rule 4370, which requires firms to 
create and maintain a written BCP identifying policies and procedures for emergencies or 
other significant business disruption. The rule stipulates that such policies and procedures 
must be reasonably designed to enable the firm to meet its existing obligations to customers, 
counterparties and other broker-dealers. Developments in quantum computing may pose 
risks to existing methods of encryption. Accordingly, based on the nature of any future 
developments in quantum computing, firms may wish to consider appropriate BCP-related 
safeguards or contingency plans, with a particular emphasis on mission critical functions. 

SECTION V: Request for Comments 
FINRA encourages comments on this paper, including areas where FINRA may: 

	X offer guidance or modifications to its rules to address the adoption of quantum computing;
	X foster greater crypto agility within firms to prepare for post-quantum cryptography; and
	X seek to prepare for a quantum future while maintaining investor protection and market 

integrity.

FINRA also seeks input from financial industry market participants who:

	X are currently exploring quantum computing, or considering how they may leverage the 
technology;

	X are taking measures to enhance safeguards on their encrypted data, including those for 
quantum resistance; and

	X have identified other use cases for quantum computing in the securities industry.

Comments are requested by March 15, 2024, though FINRA staff will continue to engage with 
market participants and welcomes input after the comment period closes. Member firms and 
other interested parties may submit their comments using the following methods: 

	X online using FINRA’s comment form for this paper;
	X emailing comments to pubcom@finra.org; or 
	X mailing comments in hard copy to: 

Jennifer Piorko Mitchell 
Office of the Corporate Secretary 
FINRA 1735 K Street, NW 
Washington, DC 20006-1506 

To help FINRA process comments more efficiently, persons should use only one method to 
comment on the proposal. 

mailto:pubcom@finra.org
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Important Notes: All comments received in response to this paper will be made available to the 
public on the FINRA website. In general, FINRA will post comments as they are received.98

Direct inquiries regarding this paper to:

	X Haimera Workie, Vice President, Office of Financial Innovation, at (202) 728-8128 or  
Haimera.Workie@finra.org; 

	X Michael Oh, Senior Director, Head of Blockchain Lab, Office of Financial Innovation, at  
(202) 728-8305 or Michael.Oh@finra.org; or 

	X Alex Khachaturian, Director, Office of Financial Innovation at (202) 728-8275 or  
Alex.Khachaturian@finra.org.

mailto:Haimera.Workie@finra.org
mailto:Michael.Oh@finra.org
mailto:Alex.Khachaturian@finra.org
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