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STATEMENT OF CORRECTIVE ACTION 
BY UBS FINANCIAL SERVICES INC. 

UBS Financial has addressed the issues described above in the Letter of Acceptance, Waiver, and 
Consent in Matter No. 2021069426901 through the following corrective actions: 

1. Implementation of automated transaction monitoring system. In February 2021, UBS 
Financial implemented an automated suspicious activity transaction monitoring 
system, which replaced the legacy tools previously used for monitoring retail brokerage 
accounts and the manual report used to monitor foreign currency wires in retail 
commodity accounts. The automated suspicious activity transaction monitoring system 
monitored retail foreign currency wires and other transactions effected in February 
2021 and going forward. 

2. Identification and Disclosure of Data Issues. In May 2022, while FINRA’s 
investigation was ongoing, UBS Financial self-disclosed to FINRA its discovery that 
data issues impacted its automated suspicious activity monitoring of retail foreign 
currency wires. UBS Financial continued to investigate the scope of these issues, and in 
June 2022 presented to FINRA its findings regarding its historical foreign currency wire 
transaction monitoring, the data issues impacting the automated suspicious activity 
monitoring system, and the Firm’s plan for remedial action, including proactive 
retention of a third-party consultant, to ensure that these issues do not occur again. 

3. Engagement of Third-Party Consultant to Evaluate Data Issues. In August 2022, UBS 
Financial proactively engaged a third-party consultant to test the flow of foreign 
currency wire-related data into its automated suspicious activity monitoring tool, 
evaluate UBS Financial’s steps to remediate the identified issues, determine whether 
further corrective actions were necessary, and evaluate the root causes of the foreign 
currency wire-related data issues. The Firm produced to FINRA the third-party 
consultant’s Statements of Work, as well as the third-party consultant’s data lineage 
test plans. UBS Financial incorporated feedback from FINRA before finalizing these 
documents. 

4. Remediation of Foreign Currency Wire-Related Data Issues. By the fourth quarter of 
2022, UBS Financial corrected the core foreign currency wire-related data deficiencies 
that had contributed to its AML transaction monitoring issues. In February 2023, UBS 
Financial produced to FINRA the third-party consultant’s Corrective Action 
Assessment that detailed the root causes of the foreign currency wire-related data issues 
and the fixes for those issues, so that UBS Financial could prevent those issues from 
recurring. 

5. Data Lineage Mapping and Testing of Foreign Currency Wire-Related Data. Following 
the Firm’s initial remediation described above, UBS Financial tasked the third party 
consultant with conducting full data lineage mapping and testing of its retail foreign 
currency wire AML data. In May 2023, the third party consultant provided a data 
lineage report, which validated that UBS Financial had addressed the core foreign 
currency wire related data deficiencies that were previously identified. UBS Financial 
produced to FINRA the third-party consultant’s findings and report, to be fully 
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transparent and ensure that such issues did not recur. 

6. Enhancements Related to Data Governance Framework’s Treatment of AML Data. In 
or around August 2023, UBS Financial further enhanced its data governance related to 
AML transaction monitoring, and the AML transaction data became subject to 
additional verification and controls for accuracy and completeness. UBS Financial also 
made other enhancements to address the findings about data issues related to retail 
foreign currency wire monitoring, including improvements to training, the structure 
around data ownership, and documentation, as well as the implementation of additional 
data verification and data flow controls. In April 2024, the Firm voluntarily produced 
to FINRA a comprehensive overview of the enhancements made to UBS Financial’s 
data governance and framework for AML transaction monitoring that it was undertaking 
to prevent similar issues from recurring. 

7. Foreign Currency Wires Look-back Review and Filing of SARs. UBS Financial also 
engaged a third-party consultant to conduct a voluntary SAR look-back related to the 
Firm’s transaction monitoring of foreign currency wires and to recommend whether 
any SARs should be filed. This SAR look-back covered foreign currency wires 
transacted from October 2019 through June 2023 (45 months). UBS Financial shared 
the methodology for the look-back with FINRA and revised the methodology in 
response to their feedback. As part of this process, UBS Financial also shared with 
FINRA the results of the look-back in a series of monthly meetings. Thereafter, UBS 
Financial and the third-party consultant completed a supplemental SAR look-back 
covering foreign currency wires transacted during the earlier period from January 2019 
through September 2019 (9 months). In total, UBS Financial filed multiple SARs 
covering the 54 months of the combined SAR look-back.  These SARs were a 
corrective and remedial action that closed reporting gaps, enhanced transparency, and 
provided law enforcement with information to assess potentially suspicious activity.   

8. Enhancements to Customer Due Diligence Program.  UBS Financial has implemented 
a number of enhancements to its policies, procedures, and controls to identify, analyze, 
and mitigate customer risk and ensure consistent implementation of core processes.  
These implementation enhancements include: 

 
 The establishment in Q4 2020 of a specialized investigative unit dedicated exclusively 

to conducting in-depth research and analysis to generate actionable intelligence, which 
includes targeted analyses of groups of customers based on specific typologies or risks, 
including in anticipation of geopolitical developments that could implicate money 
laundering, sanctions, and terrorist financing risks; 

 The launch in January 2022 of a proactive, event-driven global portfolio review of 
customers with a direct or indirect nexus to Russia and the former Soviet Union (“R-
FSU”) in response to the anticipated invasion of Ukraine and associated changes in 
geopolitical and regulatory risk, which resulted in filing of SARs and exit of customers, 
including the two customers with R-FSU ties described in the AWC;  
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 The implementation of additional policy, procedure, and controls enhancements 
specifically designed to mitigate the risks associated with R-FSU customers, including 
IP geofencing controls, reviews of login activity, monitoring for changes in customer 
behavior focused on movements involving the R-FSU region, and the adoption of 
global de-risking principles for customers with ties to Russia and Belarus calling for 
the exit of all customers in certain categories;  

 The implementation of program enhancements, beginning in 2019, to UBS Financial’s 
processes for collecting and analyzing source of wealth (“SOW”) information from all 
customers at onboarding, including extensive employee training regarding the 
identification, screening, documentation, and corroboration of SOW information; 

 The proactive implementation, beginning in 2019, of expanded onboarding and 
ongoing screening of clients and related parties against negative news, PEP, and 
internal Unwanted Business Relationship lists using industry-leading platforms to 
ensure consistent standards and implementation; and 

 The implementation of a new client risk rating system beginning in 2019, as well as the 
rollout of enhanced periodic KYC review (“PKR”) processes calling for annual PKRs 
on customers rated Higher or High risk, PKRs every two years on customers rated 
Medium risk, and a trigger-based system to identify Low-risk clients that should be 
subjected to a PKR based on certain risk attributes. 

9. Improved Guidance, Training, and Quality Assurance. Since 2020, UBS Financial has 
implemented significant enhancements to the guidance and training it provides to first-
line and second-line employees regarding AML-related topics including onboarding 
and ongoing due diligence procedures, adverse media screening, and the collection and 
analysis of source of wealth information. UBS Financial also implemented first-line 
and second-line quality assurance testing programs. 

10. Improved Coordination between Advisory, Investigation, and Surveillance Functions 
to Ensure Customer Profiles Remain Accurate. UBS Financial has made substantial 
progress in formalizing the investigations feedback loop to ensure that transactional 
activity inconsistent with an existing client profile is appropriately escalated. Although 
a feedback mechanism historically existed, UBS Financial has now established a more 
structured and formal process. 

 
 


