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Account Annual Entitlement User Accounts Certification Process
Management

About Entitlement User Accounts Certification Process

Super Account Administrators (SAAS) in organizations with more than one user are required to complete
the FINRA Annual Entitlement User Accounts Certification Process when directed by FINRA and within
the timeframe communicated by FINRA. Consequences for failing to comply include 1) the disablement
of the capability to create, edit and clone accounts for all administrators at the organization; 2) follow-up
by FINRA and possibly other regulators; and 3) the suspension of all accounts associated with the
organization. If a firm’s accounts are suspended, the SAA will be required to work with the FINRA
Entitlement Group to have accounts re-enabled.

Access Account Management at:

e System/Application Information at https://accountmgmt.finra.org/ewsadmin2/, or

o FINRA-registered firms and Investment Adviser firms can access the FINRA Firm Gateway
at http://www.finra.org/FirmGateway/login

NOTE: FINRA provides organizations approximately 90 days to certify accounts.
Content:

o Access Certification Process via Account Management System Application (pg. 2)

o Access Certification Process via FINRA Firm Gateway (pg. 5)

e Review Information (pg. 8)

e Download Report (pg. 9)

e Final Certification (pg. 10)

IMPORTANT INFORMATION

Super Account Administrators (SAASs) in organizations with more than one user are required to
complete the FINRA Annual Entitlement User Accounts Certification Process within the

timeframe communicated by FINRA. Consequences for failing to comply include disablement of
the capability to create, edit and clone accounts for all administrators at the organization and
follow-up by FINRA and possibly other regulators. Account certification must be completed in

order for a firm to be in compliance and, if applicable, to have all administrator functionality
restored.

Questions on Account Management? Call the FINRA Gateway Call Center at 301-590-6500
8 A.M. - 8 P.M., ET, Monday-Friday.

Copyright 2021. FINRA May 2021 1


http://www.finra.org/FirmGateway/login

Access Certification Process via Account Management System Application

1. Begin the certification process by accessing the Account Management System/Application Information
at https://accountmgmt.finra.org/ewsadmin2/

Note: If you are a FINRA-registered firm or an Investment Adviser firm, you can access the certification
process via FINRA Firm Gateway. Go to page 5 and follow Steps 1 through Step 13.

2. Enter your User ID and Password, read the Privacy Policy and Entitlement Program Terms of Use,
and click Accept and Continue.

Notes:
e Hold cursor down on View Password to see the actual characters entered.
e |f you do not know your user ID or password, click the Forgot User ID or Password? hyperlink.
Select the appropriate User ID or Password radio button, enter the required information and click Submit.
An email with your User ID or a temporary password will be sent to you.
e To improve application security, FINRA has shortened the time before users are automatically logged off
due to inactivity to 30 minutes. Please make sure to save your work frequently to avoid lost work due to a
system timeout.

LogIn Single Sign-On (S50)

Welcome to Web CRD ®

User ID

Password

@ View Password

By clicking "Accept and continue” | certify that | have
read, understood, and accepted the Privacy Policy
and the FINRA Entitlement Program Terms of Use.

ACCEPT AND CONTINUE

Forgot User ID or Password?

© 2021 FINRA. All rights reserved. FINRA is a registered trademark of the Financial Industry Regulatory Authority. Inc.

Privacy | Terms & Conditions | Legal

3. The Single Sign-On (SSO) option is for SEC and FINRA Internal Users Only. Enter your work email
address, read the Privacy Policy and Entitlement Program Terms of Use, and click Accept and
Continue.

Note: On subsequent logins, the system will default to presenting the Single Sign On tab and the field will be
populated with the last used email address.
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Log In Single Sign-On (S50)

Welcome to Web CRD ®

@ For SEC and FINRA internal users only

User Email

By clicking "Accept and continue” | certify that | have
read, understood, and accepted the Privacy Policy
and the FINRA Entitlement Program Terms of Use.

CEPT AND CONTINUE

© 2021 FINRA. All rights reserved. FINRA is a registered trademark of the Financial Industry Regulatory Authority, Inc.

Privacy | Terms & Conditions | Legal

4. Enter your Security Question Answer and click Submit.

Note: Select the option to “Remember Device” only if you are using your personal computer.

Security Question

What was the name of your High School?

Remember Device @ @ View Answer

CANCEL

© 2021 ANRA. All rights reserved. FINRA is a registered trademark of the Financial Industry Regulatory Authority, Inc.

Privacy | Terms & Conditions | Legal
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Result: FINRA Entitlement User Certification screen opens.

5. Click the link: Click here to begin User Accounts Certification Process.

Account Management

= Home

FINRA Entitlement User Accounts Certification

= Account Management Start Date: April 19, 2021 Click here to begin User Accounts Certification Process

e Due Date: July 19, 2021

My Account Information

Change Security Questions
Applications & Administrators
Logoet

FINRA Entitl licati and the itive data that they contain. For more information, see the FINRA
Entitlement User Accounts Certification Process page.

Account Management: Home

Waelcome to Account Management

My Applications Please make a selection from the menu at the left. The available selections for Account Management are:

Account Management Home Introduces the Account Management system, displays system announcements, and provides links to applications.

Help Provides help in using the Account Management system.

Change Password The 2021 FINRA Entitlement User Accounts Certification Period is underway. During this period, organizations with
more than one user and/or administrator are required to certify that all accounts are valid, active and properly entitled to

Account Management Enables you to manage the list of accounts that can be used to log into any of the applications under the Account Management umbrella. You can
query, view, add, edit, and delete accounts from the list. This tool also enables you to designate the appropriate applications, roles, and privileges for each account.

& Pretec Frienay

6. Go to Review Information, located on page 8 and continue through Step 13.
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Access Certification Process via FINRA Firm Gateway

1. FINRA-registered firms and Investment Adviser firms can access the FINRA Firm Gateway at

http://www.finra.org/FirmGateway/login

2. Enter your User ID and Password, read the Privacy Policy and Entitlement Program Terms of Use,

and click Accept and Continue.

LogIn Single Sign-On (S50)

Welcome to Web CRD ®

User ID

Password

@ View Password

By clicking "Accept and continue” | certify that | have
read, understood, and accepted the Privacy Policy
and the FINRA Entitlement Program Terms of Use.

ACCEPT AND CONTINUE

Forgot User ID or Password?

© 2021 FINRA. All rights reserved. FINRA is a registered trademark of the Financial Industry Regulatory Authority, Inc.

Privacy | Terms & Conditions | Legal
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3. Enter your Security Question Answer and click Submit.

Security Question

What was the name of your High School?

Remember Device @ @ View Answer

CANCEL

© 2021 FINRA. All rights reserved. FINRA is a registered trademark of the Financial Industry Regulatory Authority, Inc.

Privacy | Terms & Conditions | Legal

Notes:

¢ If you have not setup your Security Information, you will be presented with the Setup of Security
Information screen. Select your three Security Questions, enter the appropriate answer for
each guestion and click Save.

e Select the option to “Remember Device” only if you are using your personal computer.
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4a. Click the User Administration tab to search for accounts.

Firm Gateway

Home Compliance Calendar Forms & Filings WebCRD IARD Firm Profile E-Bill| User Administration

Filing Reminders

CRD Individual Search
For FOCUS, 4530 Disclosure and Complaints — Rule 4530(a,b,d), Short Filings, Reg-T, FCS

¢ or Name Review, and Information Requests

Note: Changes may be reflected within one business day.
Advanced Search

My Filings Firm Filings

Flex-Funding Last Posted Balance Next Due Date Filing
m $48262 There are no current or overdue filings at this time.
as of De 82:13 Al T
The list above does not include all the fili sponsibilitie
Filing Due Dates on FINRA.org Want to know
My Quicklinks Edit @
Register a Broker (U4) )
CRD Queues Edit@ Refre
Withdraw/Terminate Broker (U5)
Update Broker Info (U4) Individual CRD Queues
Current Individual Deficiencies
Denied Individual Registrations
Organization CRD Queues

There are no queues in your list, click here to configure your queue list

Click here to setup your CRD Queues e-mail notification preferences

more?

sh &

Total
4

0

Total

Education

Add your custom quick links

Compliance Vendor Directory
B

Connecting firms with vendors that
specialize in compliance-related
offerings

Z View Vendors

Do You Have a Question?
General Inquiries 301-869-6699

FINRA Coordinator

FINRA Staff Name
E-Mail: XOOXX
Phone (000) 000-0000

Resources

5a. Enter an “*” in the User ID field and click on Search located at the bottom of the screen.

Note: Using the asterisk as a wildcard will display a list of all of your organization’s users.

Firm Gateway

Home Compliance Calendar ~ Forms & Filings WebCRD IARD FirmProfile E-Bill User Administration

User Administration Account Management: Start New Search

= Account Management

 Creste Niav Acvonnt To perform a new search, fill in query criteria, then click "Search™.

- Start New Search

You can use asterisks as wildcards. For example, " J*o* " matches "Jason", "John", and "Julio".

= Help
IUser 1D: | I
Last Name:
First Name:
Middle Name:
Email: ]
Department: ] ]
CRD: O
IARD: O
FINRA Waiver Forms: D
E-Bill: O
My CRD: O

& Printer Friendly
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Review Information

7. Review user information that is listed in the Account Management: Search Results.

é Printer Friendly
Account Management FINRA Entitiement User Accounts Certification
DGIED Please review and confirm that all user and administrator credentials adhere to the following best practices:
= Account Manogement s accounts are "Active” - remove all accounts that no longer requires access;
- Start New Search « individuals continue to require the application privileges they have been assignad to perform current job
+Help responsibilities - remove and/or add privileges as needed to match job functions; and
R —_ « only those individuals who require access to sensitive data (e.g., Criminal History Record Information(CHRI), Social
Iy Accounl Ziarmation
! Security or tax identification numbers, dates of birth) are given access to this type of data - remove access that is no
e beeiud longer required to perform current job respensibilities.
Change Security Questions i L o o L
You can download your user account information into a report to send to other individuals within your arganization to
Moplications & Administratars , T . . . . _— - . .
confirm an individual's entitlement, including access to applications, privileges and sensitive data. It is recommended
Logout that you certify your accounts an the same day you request the download ta reduce the potential for entitlement data
thanges before completing the review.
My applicatians After you have reviewed the accuracy of your organization's user accounts, click the Continue button at the bottom of
[T——— the screen to resume the certification process.
Account Menagement s ’
S Account Management: Search Results [Active Users]
To download Inis informalion lo your compuler, click "Download Resulls'.
Download Results
Resils 12 af 2 Selert any headar bnosor, seleck again 0 evarss the sort
UserID Last Name  First Name  Middle Name Email MFAEnabled  Department SAA  Account Status Applications Administered
| User1 I poe Jane jane. doe@firmorg  no a5 Active » Account Management
User2 lionn  [Random John.random@firm.crg o No  Actie

Note: You will need to review your organization's user accounts to determine that:
e each user has a continuing need to access FINRA application(s) on the organization’s behalf;
e each user is entitled only to the applications and privileges needed to perform current job
responsibilities; and
e only users who require access to sensitive data (e.g., Criminal History Record Information,

Social Security or tax identification numbers, dates of birth) are entitled to access this type of
data.
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Download Report

You can download your user account information into a report to send to other individuals within your
organization to confirm individual's appropriate entitlement, including access to applications, privileges,
and sensitive data.

8. Click Download Reports.

Sh Prirter Friendly

Account Management FINRA Entitlement User Accounts Certification

- tome Please review all user accounts to determine that:
wUser Accounts Certification
= ficcount Management s user accounts are "Active” - remove any account that no longer requires access;
g reareiNeATAcoun + users continue to require the application privileges they have been assigned to perform current job responsibilities -
- Stark New Search remove and/or add privileges as needed to match job functions; and
= Hel = only those users who require access to sensitive data (e.g., Criminal History Record Information(CHRI), social security or
Iy Account tax identification numbers, dates of birth) are given access to this type of data - remove access that is no longer
Change Password required to perform current job responsibilities.
Applications & Adwinistrators
Logout For i you can d I yuur user account information into a report to send to other individuals within your
organization to confirm individual’s luding access to applicati privileges and sensitive data. Itis
e recommended that you certify your users on the same day you request the duwnluad to prevent havmg to perform a
subsequent review of your users as the entittement data may have been uy | since the | was req
My Applications
Account Management After you have reviewed the accuracy of your organization’s user accounts, click the Contirue hutton at the bottom of the
CRD screen to continue the certification process.

Account Management: Search Resuits
To view the account, click the User ID
To download this infarmation to your computer, click "Download Results”

Download Results

Results 1-2 of 2

Select any header to sort, select again to reverse the sart.

Last First Middle " TRACE Equity MSRB Account — .
User ID Hame: Hame: Hame Email Department MPIDs MPIDs o 050 SAA Eriie Applications Administered
saauzer =aa user saauser@firm.org 123 895 13 111111 Yes  Active & Account Management
® Next Gen New Member
Application

o New Member Application
CRD

.
* 1ARD

® Report Center

® Req- 17a-11 Financial
HotiFications

9. Determine the criteria for your Download Report and click Download.

Account Management: Download Search Results
To download the accounts fram your last search:

s Check the fields you wish to download from each account
s Click "Download" to iniiste the download

User ID

0 P Note: User ID and Permissions are default settings and will be

[ First blame

1 i Hae provided in your Download Report. You may want to include other

[ Last Mame

0 st criteria such as first, middle and last name to facilitate your review.
ST FINRA recommends that email be selected as an option, as emalil

0 Secsary e addresses may change. If individuals are assigned OSO numbers, then

B coroee an SAA should select the OSO option to confirm this information. Other
[ Fa

Sl criteria may be selected based on an organization’s decision to validate
[ s Gt O this information.

[ Account Created By

(] Department

[ TRACE MPIDs

] Exuity MPIDs

] MSRE Nurnbers

O 0so

] Individual CRD Number

[ Legacy User I

] OATS Legacy User ID (D)
[] QATS Legacy User ID (CT)
[] OATS Flag

e

Permissions

o
—
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10. Manipulate and disperse the data as needed.

Al v fe | UseriD
A B ; C D E F G H 1 J K L M N o P Q R
1 |UseriD !Flrst NamiLast Name Primary Et Account S'Account C Account C Departme TRACE MP Equity MP MSRB Nur OATS Lege OATS Flag SAA  ***Account Management’ Edit Accou Manage A Change P:
2 |saauser - saa user saauser@ ACTIVE  2011.09.2¢ FINRA 123 898 131 Yes User and Administrator  User and 4User and 4User and 4
3 |usert admin  user adminuse 1ACTIVE ~ 2011.09.2¢FINRA 123 898 131 No User User User User
4

Note: FINRA recommends that you certify your users on the same day you request the download to

prevent having to perform a subsequent review of your users as the entitlement data may have changed
since the download was requested.

Final Certification

Once the user information is verified, if needed, log back into Account Management and click User
Accounts Certification.

11. Click the FINRA Entitlement User Account Certification checkbox that is located at the bottom of the
screen.

FINRA Entitlement User Accounts Certification

| have reviewed and validated the account information for the users in my organization for this certification period.
Continue |

Note: The Continue button will be enabled when the checkbox is selected.
12. Click Continue.

FINRA Entitlement User Accounts Certification

| have reviewed and validated the account information for the users in my organization for this certification period.

Result: FINRA Entitlement User Accounts Certification screen opens
13. Select Agree.
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12. Read the Terms and Conditions and click Agree.

Note: Selecting Do Not Agree will not permit you to complete the certification process.

é Printer Friendly
FINRA Entitlement User Accounts Certification

I am the SAA of my Organization (as defined in the SAA Terms) and have the authority to act on behalf of the Organization.

I understand that my Organization is responsible for granting, revoking and monitoring Account Administrator and User entitlements
granted by my Organization. I also understand that my Organization is responsible for ensuring that authorized users are entitled only to
those privileges necessary to perform their responsibilities. My Organization assumes full responsibility for actions conducted through all
accounts assigned by my Organization. I agree that my use of the FINRA Entitlement Program as the SAA and as an entitled user is subject to
the FINRA Entitlement Program Terms of Use.

On behalf of my Organization, I certify that all of my Organization’s Account Administrators and Account users are authorized to access
information based on the privileges granted through the FINRA Entitlement Program.

Do Not Agree

13. The system will display a Successfully Completed message and you will receive a confirmation

&P Preter Friendly
Account Management FINRA Entitlement User Accounts Certification
« Home Thank you. Your organization has s fully pleted the 2021 FINRA Entitlement User Accounts Certification
« Account Management Process.
»Heb e g . 0 :
_ FINRA strongly encourages adi ators to to review on an ongoing basis throughout the year to
My Account [nformation ensure that a,) accounts remain valid, and b.) individuals have only the access necessary to perform current job

Change Password functions.

Change Security Questhors

Account Management: Home

Applications & Administrators

Logout f 1 '
o Welcome 1o Account Management

Please make a selection from the menu at the left, The available selections for Account Management are

My applications Home Introduces the Account Management system, displays systam announcements, and provides links to applications

My Applications
) Appbcatiors Account Management Enables you to manage the list of accounts that can be used fo log into any of the applications under the Account Management umbrella, You can

Account Management query, view, add, edit, and delete accounts from the list. This tool also enables you to designate the appropriate applications, roles, and privileges for each account

Help Provides help in using the Account Management system.

Email Confirmation:

Thank you. Your organization has successfully completed the 2021 FINRA Entitlement User Accounts
Certification Process.

FINRA strongly encourages administrators to continue to review user accounts on an ongoing basis throughout the
year to ensure that accounts remain valid and users have only the access necessary to perform current job
functions.

perform current job functions.

Note:
Additional entitlement information can be found on the_FINRA Entitlement Program page and in the
FINRA Entitlement Program Frequently Asked Questions.

If you have any questions concerning the certification process, please contact the Gateway Call Center
at:

(301) 869-6699 (Broker/Dealers)

(240) 386-4848 (Investment Advisers)
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