Financial Industry Regulatory Authority
OATS Registration and User Entitlement Guide
The OATS Registration and Entitlement Guide provides the following information:

o OATS Registration — The process and documentation required for a firm or Service
Provider to gain access to the OATS Application.

o OATS Users — The process and documentation required for OATS Account
Admininstrators to create users in OATS.

o Manage Accounts — The process OATS users follow to manage their own account.
This User Guide is a companion document to the following OATS Resources:
o OATS Reporting Technical Specifications, www.finra.org/oatsspecifications.

This document provides technical information related to OATS Reporting, including order
reporting responsibilities, ROE and FORE layout, and descriptions of each order report.

o OATS Web Interface and User Guide, located at www.finra.org/oats/webuserguide. This
document provides an overview of the OATS Web Interface. It describes the functionality
and steps used to navigate, view, and take action on OATS data and feedback.

o OATS Frequently Asked Questions, located at www.finra.org/oatsfags.

o OATS Data Dictionary, www.finra.org/oats/datadictionary. This resource provides a
description of all data and feedback on the OATS Web Interface, including OATS fields
definitions, allowable values, and conditions that make fields mandatory.

If you have a problem or question and cannot find the solution in the OATS Web Interface User
Guide or in the above mentioned OATS Resources, please contact FINRA Business and
Technology Support Services. Technology support is available from 8:00 a.m. Monday to 8:00
a.m. Saturday, Eastern Time. Business support is available Monday through Friday, 8:00 a.m. to
6:00 p.m., Eastern Time.

Technical Support Business Support
Telephone: 800-321-6273 800-321-6273
Fax: 240-386-6499 240-386-4841
Email: supportservices@finra.org supportservices@finra.org
WWW: http://www.finra.org http://www.finra.org

To get more information about OATS, visit the OATS Web Pages at http://www.finra.org/oats.
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Chapter 1 OATS Registration

All FINRA, NASDAQ, and NASDAQ BX members that meet the definition of a Reporting
Member pursuant to FINRA Rule 7410 and receive and/or handle orders for OATS reportable

SM SM
securities must register for the Order Audit Trail System (OATS ). Non-member entities
acting as a third party to transmit OATS order information on behalf of a member firm must also
register for OATS.

FINRA, NASDAQ or NASDAQ BX member firms with an OATS reporting requirement that fail
to complete and return the above forms or fail to perform all required registration activities will
not be able to report OATS data; failure to report order information is in violation of FINRA
Rules 7450 and 7460 which may be considered to be in violation of FINRA Rule 2010.

For additional information about Registration and OATS reporting, refer to FINRA Rules 7400
through 7470 and Notice to Members 98-33, 98-73, and 99-4. Information about OATS is also
available via the FINRA Web Site at http://www.finra.org/oats.

To register and gain initial access to OATS, the following steps must be completed:
[ ]Step1: Create a Reporting Mechanism

Firms transmitting data on their own behalf must prepare a system to report
order data to OATS. The OATS Reporting Technical Specifications, OATS Web

Interface User Guide and OATS Frequently Asked Questions should be used as
references to identify the reporting requirements and available submission
methods.

Firms contracting with one or more third parties to transmit OATS order data on
their behalf must work with the third parties to determine the proper reporting
process.

[ ]step2: For FINRA Member Firms

Submit a request to create Super Account Administrator (SAA)

The FINRA Entitlement Program requires that each organization designate a
Super Account Administrator (SAA), who will have the authority to create,
modify and delete account administrator and user accounts for the FINRA
applications used by the organization. In addition, the SAA can manage his
or her own access to those FINRA applications. The FINRA Member Firms
must submit a request for Super Account Administrator (SAA) by
completing the form Designating/Updating a Super Account
Administrator (SAA), provided in the below link:
http://www.finra.org/web/groups/industry/ @ip/@comp/documents/industry/p1

21110.pdf

Submit the completed SAA form to:
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[ ] step 3:

[ ] Step 4:

FINRA Entitlement Group
9509 Key West Avenue Rockville, Maryland 20850
Fax: 240-386-4669

Upon receipt, a FINRA representative will contact the firm and provide the
User IDs and initial passwords for all Account Administrator accounts
requested.

Create or Modify OATS Account Administrator
The Super Account Adminstrator (SAA) is responsible for creating and

managing the OATS Account Administrator for their firm. Refer to Chapter-3
for steps to create an OATS Account Administrator.

For Service Providers

Submit FINRA Entitlement Agreement (FEA) and a request to create OATS
Account Administrator

Service Providers who require access to OATS must submit an FEA provided
in the below link:
http://www.finra.org/web/groups/industry/ @ip/ @comp/@ent/documents/indus
try/p122955.pdf.

Create or Modify OATS Account Administrator

Service Providers must submit a request for OATS Account Administrator
by completing the form FINRA Account Administrator Entitlement Form
(AAEF), provided in the below link:
http://www.finra.org/web/groups/industry/ @ip/ @comp/@ent/documents/indus
try/p015933.pdf

The FEA entitles Service Providers to FINRA, non-public, controlled access
applications. If your firm already has a signed FEA on file with FINRA, this
form is not required to gain access to OATS. To determine if your firm has
previously submitted an FEA to FINRA, please call 1-800-321-6273If no form
is on file with FINRA, please mail the completed FEA, with original signature
to:

FINRA Entitlement Group
9509 Key West Avenue Rockville, Maryland 20850
Fax: 240-386-4669

Create OATS User Accounts

SAA'’s are responsible for creating OATS Account Admininstrator and the OATS
Account Admininstrator is responsible for creating and managing all OATS user
accounts for their organization. Refer to Chapter 2 of this document to identify all
OATS User Roles and the procedure to create additional user accounts.

Identify Testing Guidelines.
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Firms transmitting data for themselves will initially be granted access to the
OATS Certification Test (CT) environment only. Any firm that will transmit data
for themselves or a third party may not submit data to the OATS PD environment
unless it has successfully transmitted to the OATS CT environment.

Firms who will contract with one or more third parties to transmit OATS order
data will be granted access to both the OATS Certification Test (CT) and OATS
Production (PD) environments immediately.

[ ] Step 5: Establish OATS Reporting Relationships.

Reporting relationships establish a relationship between a firm and an Order
Sending Organization (OSO) for purposes of transmitting and reporting OATS
data.

ALL firms must create Reporting Relationships in both the OATS Certification
Test (CT) and OATS Production (PD) environments. Refer to Chapter 6 of the
OATS Web Interface User Guide for additional information.)

[ ] Step 6: Update OATS Contact Information using the OATS Web Interface

Firms must enter contact information for use by OATS technical and regulatory
staff to identify the appropriate person(s) to contact concerning a variety of
OATS-related topics or issues. Refer to Chapter 6 of the OATS Web Interface
User Guide for additional information.

[ ] Step 7: Report Data to the OATS Production (PD) environment
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Chapter 2 OATS Users and Privileges

OATS Users are provided access to both the Production (PD) and Customer Test (CT)
environments with a single user account per role.

There are four user roles in the OATS Application. Each user role has a different level of
access in OATS, and three of the four user roles have access to the OATS Web Interface. The
OATS user roles include:

1. OATS Account Administrator (OATS Administrator)

OATS Administrators have the highest privilege level in OATS. They are responsible for
managing all OATS user accounts for their organization. There may be more than one
OATS Administrator at an OSO. At least one OATS Administrator will be designated as
the primary Account Administrator in the FINRA Entitlement system.

OATS Web Interface privileges for OATS Administrators include:

O O O O O

O

Create, View, and Transmit order data

View and repair rejected ROEs

View, create and edit Reporting Relationships

View, create and edit OATS Contacts

Obtain feedback from OATS, including OATS Announcements, Reporting
Statistics, Out of Sequence and Match Results

Create and edit User Preferences

OATS Administrators are considered FINRA Account Administrators and are authorized
signers for FINRA Entitlement forms. They also have privileges in FINRA’s Entitlement
system that allows them to:

O

Create, edit, and reset passwords for OSO/Firm User and OSO Read-Only user
accounts using the FINRA Entitlement system.

Request to add new and edit other OATS Administrators and SFTP/FTP/IFT
user accounts to FINRA Entitlement

2. OSO/Firm User

OATS

O O O O O

O

Web Interface privileges for OSO/Firm Users include:

Create, View, and Transmit order data

View and repair rejected ROEs

View Reporting Relationships

View OATS Contacts

Obtain feedback from OATS, including OATS Announcements, Reporting
Statistics, Out of Sequence and Match Results

Create and edit User Preferences

3. OSO Read-Only User

OATS privileges for OSO Read-Only Users include:
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o View order data

View rejected ROEs

o Obtain feedback from OATS, including OATS Announcements, Reporting
Statistics, Out of Sequence and Matching Statistics

o Create and edit User Preferences

o

4. SFTP/FTP/IFT User

SFTP/FTP/IFT Users transmit data to OATS via FTP or IFT. SFTP/FTP/IFT users are
required to login to the FINRA Entitlement system prior to the first use of their account,
in order to reset their password and provide other required information. SFTP/FTP/IFT
users do not have access to the OATS Web Interface. If access to the OATS Web
Interface is needed, an additional OATS User account must be created.
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Chapter 3 Create and Modify OATS Users

Create or Modify SFTP/FTP/IFT Users

To create or modify an SFTP/FTP/IFT User, OATS Account Administrator must complete the
SFTP/FTP/IFT Entitlement Form below and submit it to the FINRA Entitlement Group. FINRA
maintains account administration rights to create SFTP/FTP/IFT user accounts.

1. Navigate to the SFTP/FTP/IFT Entitlement Forms page:
http://www.finra.org/web/groups/industry/ @ip/ @comp/documents/industry/p121159.pdf

2. Select the appropriate SFTP/FTP/IFT User form. Please note that Service Providers and
Member Firms have different forms.

3. Remember to designate an individual at your organization to receive files via
SFTP/FTP/IFT by creating a recipient account at the below option. Only one recipient
account is allowed per organization.
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tEntitlemem Privileges I
Instructions: As the FTP/IFT User for the OATS application, mark the Entitlement privileges that your Service Provider requires you
to have to perform your job fimetion(s). Marked privileges will be set to "User ". Any unmarked privileges will not be set.

Entitlement Privileges for the Order Audit Trail System (OATS) FTP/IFT
Certification Test Environment (CT)
Production Environment (PD)
For — Service Providers
1 Send Files Only Provides the capability to submit order data via FTP/IFT.
D Send and Receive Files™ Provides the capability to submit order data via FTP/IFT and receive
Reportable Order Event (ROE) rejection reports.
= Only one (1) designated FTP/IFT User per Organization may receive rejection reports.

4. Submit the completed Entitlement form to:

FINRA Entitlement Group
9509 Key West Avenue Rockville, Maryland 20850
Fax: 240-386-4669

5. Upon receipt, a member of the FINRA Entitlement Group will process the request and
will contact the user with the user account information.

SFTP/FTP/IFT accounts, once established, do not expire.

System, https://accountmgmt.finra.org/, prior to transmitting data to OATS for the
first time, to establish the account and ensure it does not expire.

@ Important! SFTP/FTP/IFT users are required to login to the FINRA Entitlement

Create or Modify OATS Account Administrator by SAA

The Super Account Administrator has the ability to create and edit accounts for Account
Administrators.

Step 1: Access the Account Management site by logging into the following URL:
https://accountmgmt.finra.org/ewsadmin2/index.jsp

Step 2: Enter the User ID and password in the User ID and Password fields, read the FINRA
Terms and Conditions and click | Agree.

% Note: Clicking | Disagree prevents you from accessing the application.
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User 1D:

Password:

Forgot Password?

By clicking the button below, T
certify that T have read and
understand all of the terms of the
FIMRA Entitlement Program
Agreement and Terms of Use and
intend to form a binding
agreement with FINRA on those
terms without modification or
amendment thereta, 1F 1 am
accepting this agreement on

that I hawe the autharity of that

organization to enter into this
agreement.,

behalf of an organization, I certify

Privacy  Legal

Welcome to User Account Management

FINRA Terms & Conditions
FINRA Entitlement Program -~

Agreement and Terwms of Use

1. Agreement

This FINRA ENTITLEMENT PROGRAM Agreemwent and Terms of Use ("Agreement" or "FINRAL
Entitlement Program Terms of Use") is an agresment between Financial Industry
Fegulatory Authority, Inc., ("FINRA™) and each person or entity that establishes a
FINRA ENTITLEMENT PROGRAM account or accesses the applications, materials or
services avallsble on or through the FINRA ENTITLEMENT PROGRAM ek site (referred to
herein as a "Subscriber, ™ "You™ or "Your"). The FINRA ENTITLEMENT PROGRAM Teh
Zite 1s offered and operated by FINRL on the World Wide Wek of the Internet. The
FINRL ENTITLEMENT PROGRAM system offers warious on-line applications, mwaterials and
services provided by FINRA, affiliates of FINEA and, in sowe cases, by third
parties. L Subscriber may obtain a username and password wia the Logon Service on
the FINRA ENTITLEMENT FROGEALM system. Prior to accessing the FINRL ENTITLEMENT
PROGRAM Web site You must establish an account and identify account administrators -

If you are expetiencing any difficulties logging into the systern, please contact your Account Adeninistrator for assistance. If you are an Account Administeator, contact the
Gateway Call Center for Assistance

Do NOT bookmark this page or add it to your favorites. If you would like to create a bookrnark or add this application to your favorites, please create the bookmark or add it to
your favarites after successfully logging in.

Terms & Conditions

Result: The Account Management: Home screen opens.

= Home

= Account Management

= Hel

[y Account

Change Password
Applications & Administrators
Logout

Account Management

My Applications
Account Management

ﬁ
[
=]

=
=]

I

My applications

Privacy  Legal

& Prirter Friendly
Account Management: Home

Wyelcome to Account Managerment.
Flease make a selection from the menu at the left. The available selections for Account Management are:
Home

Introduces the Account Management system, displays system announcements, and provides links to applications

Account Management Enables you to manage the list of accounts that can be used to log into any of the applications under the Account Management umbrella. You can
query, view, add, edit, and delete accounts from the list. This tool also enables you to designate the appropriate applications, roles, and privileges for each account

Help Provides help in using the Account Management system.

2010.02 .33 17:49 EST

Terms & Conditions

Step 3: Click Account Management from the screen or navigation panel to search for an
existing account or to create a new account.

Result: The Start New Search screen appears. It is recommended you search the system first
to verify that the individual does not already have an account with your organization.

Step 4: Click Create New Account from the navigation panel.
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Account Management: Start New Search

= Home

= Account Management To perform a search, fill in query criteria, then click "Search”
- Create Mew Account
- Start Hew Search

Change Passward
Applications & Administrators

User ID:
Logout

Last Marne:
My applications First Name:
My Apglications Middle Narne:
Account Management
CRD Email:
LARD Departrment:

TRACE MPIDs:

Equity MPIDs:
MSRE Numbers:
050:

Account Management:

O
MNext Gen Mew Member Application: O
0

Mew Member Application:

o Help You can use asterisks as wildcards, For example, "T*o*" matches "Jason”, "John", and "Julia”.
Selecting multiple permissions below will return accounts that match at-least one permission,
My Account

é Printer Friendly

Result: The Create New Account screen displays.

& Printer Friendly

Account Management

= Home:
= Account Management
- Creabe New Account
- Start Kew Search
=Help
My Account

Account Management: Create New Account
To create a new account, fill in the following form, then click "Save"

Mote: (* indicates required fields

Change Password User Profile
Applications 8 Adrinistrators
Logout User ID (+: | (Generste & newe User ID from First and Last Mame)
Prefiz: (none)
First Mame (*):
My Applications
Account Management Middle Mamne:
&b Last Mame (*):
14RD
Suffiz: (none)
Title: (unknown) b
Depattment:
Primary Email (*):
Re-enter Primary Email (*}:
Secondary Emall
——¥
i
i
== Note: All fields marked with an asterisk (*) are required to create a new user account.

To systematically generate a User ID, enter the user® s first and last names into the
appropriate fields and click the Generate a new User ID hyperlink. To systematically
generate a password, click the Generate a password hyperlink.

% Note: A new account automatically defaults to an Initial Account Status of Active,

meaning the user can access an application as soon as they are provided with the User
ID and Password. If the status is changed to Disable, the user cannot access the
application until you activate it. The Legacy User ID is a read-only field used by FINRA
Account Administrators.

Options:

Select All - Shortcut if all “User” privileges are needed for the application.
Unselect All - Shortcut if no privileges are needed for the application.
Select All Admin - Shortcut if all “Administrator” privileges are needed for the application.
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Roles:

User - The ability to use the application or function.
Administrator - The ability to see and assign a privilege to other users.
Privilege Viewer - Used only by FINRA Account Administrators.

Application Privileges

Account Management:
Select All | Unselect All

Edit Account Data:
Manage Accounts:
Change Passward:
TRACE MPfe
Wigw
pdate:
Eigualy MPDe
Wien
Update:
MERS Aumbears
Wigna
pdate:
Q50

i

Mext Gen Mew Member Application:
Select All | Unselect All | Select All Admin

Read:
Subrnik:

Mew Member Application:

Subrnik:

CRD:
Select &ll | Unseleck &l | Seleck &l &drmin

Select All | Unseleck &l | Seleck &l Sdmin

Organization:
Wi Crganization Information:
Organization Nan-Filing Infarmation:
Maintain Contack (BD Only:

Maintain Firm Motification:

User: The ability ba use the Functionality as defined by the privilege.
Administrator: The ahility to assign the privilege to other users and view the privilege assigned ko other users,

User

Uzer
User
Lzer

User
Uzer

Lzer
User

Uzer
User

User
[luser
[user
[User
[l user
[User

User

User
User
User
User
User

[] Administrator D Privilege
Yiewer
[ adrinistrator

] administrator
[] Administrator

] administrator

Administrator - Privilege
Yiewer

Adrninistrator
Administratar
Adrninistrator
Adrninistrator

Administrator

OATS Registration and User Entitlement Guide
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Step 5: Enter the appropriate information into the fields in the User Profile, Account Profile,
FINRA Information, and Application Privileges sections of the Create New Account screen and
click the Save button located at the bottom of the screen.

Result: The Create New Account screen displays.

é Printer Friendly
Account Management: Account Saved

The account has been saved for “John Doe (johndoe)”

Y'ou can copy-and-paste password notification data from the following bar:

User Profile

User ID: johndoe
Prefix:

First Mame: John

Middle Mame:

Lask Mamne; Doe

Suffisx:

Title:

Deparkment:

Primary Email: john.doe@securities.com
Secondary Email:

Primary Phane: 240-555-5555

Secondary Phone:

Fam:

Step 6: Take note of the new User ID and Password, or highlight the bar to copy the User ID
and Password, paste it into a document, and provide that information to the user. He/she can
now access the application(s).

(LI

Note: Use the Paste Special command after copying the User ID and password so that
the information will be visible. When the new user logs into the application for the first
time with the User ID and password you have provided, they will immediately be directed
to change his/her password and select a Security Challenge question and enter a
Security Response.

g Note: The date and time the account was created displays in the Account Created on
field, and the user ID of the person who created the account displays in the Account
Created by field. If the account was created by an FINRA Administrator, it will display
“‘FINRA”.
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Account Management: Account Saved
The account has been saved for “John Doe (johndoe)™.
ol can copy-and-paste password notification data from the following bar:

johndoe Doe, John Today123

User Profile

User ID:

Prefix:

First Marne:
Middle Hame:
Last Marme:
Suffiz:

Title:
Department:
Primary Email:
Secandary Email:
Primary Phone:
Secondary Phone:

Fas:

jchndoe

John

Doe

john.doe@securities.com

Z240-555-5555

@ Printer Friendly

OATS Registration and User Entitlement Guide
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Create or Modify OSO/Firm and OSO Read-Only Users

OATS Account Administrators are responsible for creating or modifying OSO/Firm or OSO
Read-Only users for their firm.

1. Navigate to the User Administration page of the FINRA Firm Gateway site.

W FINRA.org | My Account | Feedback | ContactUs | Log Out |

User: Laura Shoemaker (Ishoemaker) Organization: (23999939)

Firm Gateway

S e RSNl user Administration

Account Management S Prirter Friendly

» Find Account Account Management: Start New Search
Create MNew Account

To perform a search, fill in query criteria, then click "Search”.

Last Name: | |

First Name: | |

Niddle Name: | |

Email | |
Department: | |
0s0: | |
QATS Application: r

FTPIFT Privieges r

Mete: You can use asterizks as wildcards. For examplg, "J*o+" matches "Jazon”, “John”, and "Julie”.

Tip: It is recommended prior to adding a new user, that a search is conducted for
the user’s name to ensure that an account does not already exist for the user.

2. Enter the Last Name and other known fields to search for the user. Click [Search. The
search results will appear.

3. If the user appears in the search results, click on the user ID and then click on the
appropriate link to edit or modify the account as necessary.

Account Management

b Find Account
= Change Password
= Change Account Status
= Edit Account
= Delete Account

= Clone Account
= RBeturn to Search Resuliz

Create MNew Account

4. If the user does not appear in the search results, click on the Create New Account link
in the upper left of the screen.
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Account Management: Create New Account
To create a new account, fill in the following form, then click “Save™.
Note: (*) indicates required figlds.

User Profile

Uzer D (*): |

Prefi: (none} »

First Name (*): |

Middle Name: |

Last Name (*): |

SuTfod (none) »

Title: {unknown) ™
Department:

Primary Email (*):

Re-enter Primary Email (*

|

|

j::|
Secondary Email: |
Primary Phone (*): |
Secondary Phone: |
Fax: |

Account Profile
Initial Account Status: Activate

Pazzword (*): |

(Generate a new User D from First and Last Mame)

(zenerate a password)

5.

g Note: Field names which end with an (*) indicate a required field.

Enter the new user’s First Name and Last Name in the appropriate boxes in the User
Profile Section.

Enter a User ID or click on the generate a new User ID link next to the User ID box.
This will automatically generate a new User ID.

Enter the Primary Email, Re-enter Primary Email, Primary Phone and other known
information in the User Profile section.

Verify that the Initial Account Status is set to Activate in the Account Profile section.

Enter a password or click on the generate a password link next to the Password box in
the Account Profile section. This will automatically generate a new temporary password.

10. Scroll down to the FINRA Information and Application Entitlements sections.
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FINRA Information

Legacy User ID: |

Application Entitlements

Uze: The ability to usze the functionality az defined by the priviege.

DATS Application: (% MNone {7 Us=
Primary Account Admin: % hons
050 User: [CUFTIN o
020 Read Only: % pone T Uzs
FTRIFT Privileges: % None
QATS FTP
Send Filez Only: & hors
Send and Receive Files: & hore
Cancel

11. In the Application Entitlements Section, in the OATS Application sub-section, do the

following:

To add an OSO/Firm User:
a. Select use from the drop down box next to the OATS Application title
b. Select use from the drop down box next to the OSO/Firm User.

To add an OSO Read-Only User:
a. Select use from the drop down box next to the OATS Application title
b. Select use from the drop down box next to the OSO Read-Only User.

12. Click the button to add the new user or the button to cancel the new user

request.

13. If Save was clicked, the Account Management: Account Saved window will appear,
which includes the account information and the userid and password notification
message.

OATS Registration and User Entitlement Guide
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Account Management: Account Saved

The account has been saved for "Heba Snow (rsnow)”.

You can cop-andpaste password notification data from the foliowing bar:

U=er Profile

=zer IT: rEnovy
Prefix:
First Mame: Reba
hiddle Mame:
Last Mame: Snowy
Suffix
Title:
Primary Email: renoswiEaol .com
Secondary Email;
Pritary Phone: 301-555-1212
Secondary Phone:
Fax:

Account Profile
Accourt Status: Active

14. Highlight the gray bar, which appears just below the text “You can copy-and-paste
password notification data from the following bar:”

The userid and password notification data will be presented and available for copying
and pasting into a resource which can be used to notify the user of their userid and
initial password.

Account Management: Account Saved

The account has been saved for "Heba Snow (rsnow)”.

You cah copeandpaste password pobification data frowm the foliowing bav:
¥Snow Snow, Rebha ®9e9-cthd

Within 24 hours, the new User ID and initial password may be used to access the OATS
PD and CT applications.

15. Navigate to the OATS page to continue working in OATS.

% Note: New User Accounts will be able to access OATS within 24 hours.
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Chapter 4 Account Management

OATS Administrators manage the initial access of all firm OSO users into the OATS test and
production environments. OATS Administrators may also update and/or reset the passwords
for OSO/Firm and OSO Read-Only users.

To identify the list of Account Administrators for your firm:
1. Click on the My Account link, located in the upper right of the screen.

2. Click on the Applications & Admins link in the My Account menu. The presented list
identifes all of the applications to which you are entitlement and the Account
Administrators for those applications.

h Printer Friendly

Account Information My Account: Applications & Administrators

Chanae Password

» Applications & Admins The following table lists all FINRA applications available to your organization:

v indicates applications for which you currently have permissions
@ indicates applications for which you do not have permissions

This view is sorted by application title. To sort by administrator name, please click here

Flease contact the listed Account Administrator if you wish to change your permission status for any of these applications.

e . Account Administrator - Phone
== (cick for cmail)
.

v OATS The Order Audit Trail Sy: part of an integrated audt trail of order, quote and trade Bas. G-:
Application infarmation for NASD: ecuritiez. Thiz audit trail syatem, developed by FINRA in Day, Migk K}
regponse to the August ment with the Securities and Exchange Commission (SEC), = Fywe B-:
used in FINRA's surveillance activities. Junk, Jur 521
Junk, Jur 33
Junle, Jur
Oatsadm
Datstea
Shoemat
Sudhir, F
Test
Tsscuse NASD
User, Du 1
O Report Center The Report Center iz a central onling location for FINRA member firms to access reports and User Fat 8-8207
analysis designed to support compliance activities. The information avaiable through the Report
Center aid= in the early detection of and corrective action for potential regulatery problems.

Users may also manage their own passwords. FINRA expires passwords every 120 days,
except for SFTP/FTP/IFT user passwords, which do not expire. Upon expiration of your
password, you will be prompted to change your password using FINRA Entitlement.

To Edit or Change Your Password

1. Click on the My Account link, located in the upper right of the screen.
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W FINRA.org | My Account | Feedback | ContactUs | Log Out |

User: Laura Shoemaker (Ishoemaker) Organization: (99399994

Firm Gateway

Forms & Filings ser Administration

é Printer Friendly
b Account Information My Account: Account Information
Chanae Password

AT Flease complete the following form, then click "Save”

Note: (*) indicates required fislds.

Pref:

Firat Name (*}: Laura

Widdle Name:

Last Name (*): Shoemaker

Suffic:

Title:

Primary Email (*): laura.zshoemaker@finra.org

Secondary Email

Primary Phone (*}: |24—U3855205 |

Secondary Phone: | |
FAX: | |

Security Challenge (*): | Mame of your favarite pet v‘
Security Response (*): |Reba |
Organizaticn ID 999595999

Department:

TRACE MPID=:

Egquity MPID=:

MSRBs:

0s0 99599995

Individual CRD Mumber:

Legacy User ID:

OQATS Legacy User ID (PD): shoemakl

OATS Legacy User ID (CT)

2. To edit Contact or Security Information, update the editable fields presented on the

screen and click [Save|.

3. To change the password, click Change Password.
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My Account: Change Password

Enter your current passwaord for security.
Enterthe new password vou would like to use.
Enterthe new password again to canfirm.
Click continue.

e a2 D

Pazzwords must meet the following criteria:

Muzt contain at least eight characters

Cannot contain vour uzer ID

Cannot contain vour firzt, middle, or last name

Must contain characters from at least three of the following four categories:

Uppercaze characters (A-7)

Lowercase characters (a-z)

Nurngric characters (0-9}

Special characterz (7, §, #, stc)

Cannot contain the character ™, "&", "%", or " " (agterigk, amperzand, percent, or gpace)

& & & @&
]

DS T B |

Note: (*} indicates required fields.
Current password (*): | |

Mew password (*); | |

Re-type new pazzword to confirm (*):

Continue

4. Inthe Current Password box, type your current password.

5. Inthe New Password box, type your new password. Passwords must be at least eight
characters and lowercase.

6. Inthe Re-type New Password box, type your new password again.

7. Click to submit your Password Reset request. The Password Changed
confirmation message will appear.

My Account: Password Changed

“our password has been changed. To continue working, pleaze =elect an option from the menu at the left.

8. Click on the OATS Production or the OATS Certification Test link on the left side of
the screen to continue working in OATS.
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Note: OATS passwords must meet the following criteria:

=

2.
3.
4

Contain at least eight characters

Cannot contain your user ID

Cannot contain your first, middle, or last name

Contain characters from at least three of the following categories:

o

O O O O

Uppercase characters (A-Z)

Lowercase characters (a-z)

Numeric characters (0-9)

Special characters (!, $, #, etc.)

Cannot contain the character "*", "&", """, or "%" (asterisk, ampersand, caret or
percent)

FINRA expires passwords every 120 days, except for SFTP/FTP/IFT user passwords,
which do not expire.
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