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: BATS BYX EXCHANGE, INC.
LETTER OF ACCEPTANCE, WAIVER AND CONSENT
NO. 20120348296-09

TO: Bats BYX Exchange, Inc.
c/o Department of Market Regulation -
Finan'cial Industry Regulatory Authority (“FINRA™)

RE: I P. Morgan’ Securities LLC Respondent
Broker-Dealer - . . ‘ -
CRD No. 79- '

Pursuant to Rule 8.3 of the Rules of Bats BYX Exchange, Inc. (“BYX” or the “Exchange™), J.P.
Morgan Securities LLC, (CRD No. 79) (“JPMS” or the “Firm”™) .submits this Letter. of .
Acceptance, Waiver and Consent (“AWC”) for the purpose of proposing a settlement of the
~ alleged rule violations described below. This AWC is submitted on theé condition that, if
~ accepted; BYX will not bring any future actions against the Firm alleging violations based on the’
- same factual findings descrxbed herein.

, L

ACCEPTANCE AND CONSENT

. A.  The Firm hereby' accepts and consents, without admitting or denying the findings; and
- solely for the purposes of this proceeding and any other proceéding brought by or on

bebalf of BYX, or to which BYX is a party, -prior to a hearing and without an
adjudication of any issue of law or fact, to the entry of the following findings by BYX:

BACKGROUND

1. JPMS, a wholly-owned subsidiary of JPMorgan Chase & Co is a Delaware hmxted

: .hablhty company headquartered in New York, New York. The Firm provndes

" services to corporate and broker-dealer clients and institutional investors, provides
wealth management and brokerage services to_individuals, and. acts as-an agency
broker-dealer, providing market access and execution services to market participants
(“Market Access Clients™) for'a wide variety of products.

2. The Firm has been registered with BYX since September 15, 2010, and with FINRA
since December 17, 1936. Its registrations remain in effect. The Firm does not have
arelevant disciplinary history.

STAR No. 20120348296 (incl. merged STAR No. 20150478122) (JG)



Summag_'x

3. In Matter No 20150478122, the Market Mampulatlon investxgatlons Section of
FINRA’s Department of Market Regulation (“Market Regulation™) "conducted
reviews of potentially violative or manipulative trading by JPMS customers that
occurred on the Exchange on three dates in July 2015, and the Firm’s compliance
with Rule 15c3 5 of the Sccurltles Exchange Act of 1934 (“SEA™) (the “Market
Access Rule”).!

4. The above matter, and Matter No. 20120348296, were part of i investigations conducted
by Market Regniation on behalf of the Exchange and other self-regulatory
organizations, including The NASDAQ Stock Market LLC, New York Stock

. Exchange, Inc., Bats BZX Exchange, Inc., Bats EDGX Exchange, Inc., NYSE Arca
Equities, Inc., NYSE Arca Options, Inc., The NASDAQ Options Market LLC, and
NASDAQ PHLX LLC (collectively, the “SROs”), to review the Firm’s compliance
with the Market Access Rule and the supervisory rules of the relevant SROs, including
BYX Rules 5.1, 5.2, 5.3, and 3.1, during the period of May 2012 through at least April

" 2016 (the “Review Period”).’ _

5.- As a result of Market Regulation’s investigations, it was determined that, during the
Review Period, JPMS failed. to establish, document, and maintain a system of risk
management controls and supervisory procedures, including written supervisory
procedures and an adequate system of follow-up and review, reasonably designed to
manage the financial, regulatory, and other risks of its market access business. ‘

6. Specifically, during the Review Period, the Firm failed to establish, document, and
" maintain a system of risk ‘management controls and supervisory procedures
.reasonably designed to ensure compliance with all regulatory requirements, including
supervising customer trading to detect and prevent potentially Violative - and
manipulative activity, in violation of SEA Rules 15¢3-5(b) and (c)(2) and BYX
Rules 5.1, 5.2, 5.3, and 3.1.

Violative Conduct
Applicable _Rules

7. During the Review Period, SEA Rule 15¢3-5(b) required broker-dealers that provide
market access to establish, document, and maintain a system of risk management
controls and -supervisory procedures reasonably designed to manage the financial,
rcgulatory, and other rxsks of their market access business.

' The SEC adopted Rule 15¢3-5 effective July 14, 2011. See 17 C.F.R. § 240.15¢3-5, Risk Management Controls
Jor Brokers or Dealers with Market Access; 75 Fed. Reg. 69792, 69792 (Nov. 15, 2010) (Final Rule Relcase)

" ? Rule 15¢3-5 requires that broker-dealers providing market access must “appropnately contro] the risks associated
with market access so as not to jeopardize their own finaucial condition, that of other market participants, the
integrity of trading on the securities markets, and the stability of the financial system.” 75 Fed. Reg 69792, 69792
(Nov. 15, 2010), see 17 C.F.R. § 240.15¢3-5.



8. During the Review Period, SEA Rule 15¢3-5(c)(2) required market access broker-
dealers to have regulatory risk management controls and supervisory procedures
reasonably designed to ensure compliance with all regulatory requirements.

. 9. Rule 15¢3-5 requires, among other things, that a broker-dealer with market access
document its system of risk management controls and supervisory procedures that are
designed to manage the financial, regulatory, and other risks of market access. The
broker-dealer must preserve a copy of its supervisory procedures and “a written
description of its risk management controls” as part of its books and records for the
time period required by SEC Rule 17a~4(e)(7) > The required written description is
intended, among other things, to assist SEC and SRO staff to assess the broker-
"dealer’s compliance with the rule. Exchange Act Release No. 34-63241 75 Fed Reg.
69792, 69812 (Nov. 15, 2010). :

10. During the Review Period, BYX Rules 5.1, 5.2 and 5.3 required, among other things,
that each member firm establish, maintain and enforce written procedures to enable it
to properly supervise the activities of associated persons t0 ensure comphance with
applicable securities laws and regulanons and BYX Rules. .

11. During the Review Period, BYX Rule 3.1 provided that member firms, in the conduct
of their business, shall observe hlgh standards of commercial honor and just and
equitable principles of trade.

Overview of JPMS’s Market Access Systems

12. Durmg the Review Period, JPMS was a significant market access provider, acting as
the gateway to U.S. securities markets and executing tens of millions of trades per
day for its Market Access Clients.

13. During the Review Period, JPMS had a number of different Divisions through which
orders were sent to various markets, and each Division had a.number of different
Desks (i.e., areas of operation). These Divisions included the Firm’s Global Wealth
Management Division, and the Institutional Equites Division.

14. During the Review Period, JPMS used a variety of systems (e.g., order management
systems, algorithms, etc.) through which its Market Access Clients and traders
entered orders for routing to and execution on various U.S.. securities markets,
including the SROs. Several.of those systems contained controls and filters to which
the orders submitted were subjected. In addition, JPMS assigned and applied various

" controls to individual Market Access Clients and traders to which orders submitted by
those clients and traders were subjected before submission to the various' markets.
Moreover, the Firm monitored its Market Access Clients and traders’ orders on a
post-trade basis for, among other things, potentially manipulative activity.

? See 17 CF.R. § 240.15¢3-5(b), whldh by vutuc'of a cross-reference to Rule 17a-4(e)(7), requires a broker-dealer
to maintain and preserve such description “until three years after the termination of the use of”’ the document. See
17 CF.R. § 240.17a-4(e)(7). '



Inadequate Supervision of Customer Trading

15. Durmg 2015 JPMS used a series of post-trade survelllancc repox’ts run by a
commercial non-proprietary Third-Party Surveillance System - (“Third-Party
Surveillance System”) to monitor and review customer trading activity to defect,
escalate and ultimately prevent potentially violative or manipulative trading activity,
including layering® and spoofing.’ .

16. Pursuant to the parameters in the Third-Party Surveillance System utilized by the -
‘ Firm, several thresholds must be met in order to generate layering and spoofing alerts
on the Firm’s exception reports. Certain of these thresholds, however, were set at
levels that were unreasonable to detect actmty that may be indicative of layermg and
spoofing actmty

17. For example, one threshold requires that potential non-bona fide orders must be
priced within a certain number of ticks of the national best bid or offer (“NBBO”)
which, as currently employed by the Firm, would fail to identify instances of potential
layering or spoofing when the non-bona fide orders were displayed and priced at the
NBBO or established a new- best bid or offer.® Additionally, another threshold

_ requires that the volume. on the opposite side of the market must exceed a certain set
percentage of the ADTV of the relevant security for the preceding 30 day period in
order for an alert to be generated. However, since this percentage is the same for all
securities regardless of the ADTV-of a security, this exception report would be less
likely to identify potential layering or spoofing in a security with a significant ADTV.

18. As a result of the above, JPMS failed to adequately supervise certain of its customers’
trading, and failed to detect potentially violative layering activity that. occurred on
several days on the Exchange in July 2015, .

19. The . acts, practices, and conduct described above in paragraphs 15 through 18-
constitute violations of SEA Rules 15¢3-5(b) and. (¢)(2), and BYX Rules 5.1, 5.2, 5.3,
and 3.1.

4 Layering is a form of market manipulation that typically includes placement of multiple limit orders on one side of
the market at various price levels that are intended to create the appearance of a change in the levels of supply and
demand. In-some instances, layering involves placing multiple limit orders at the same or varying prices across.
multiple exchanges or other-trading venues. An order is then executed on the opposite side of the market and most,
if not all, of the multiple limit orders are immediately cancelled. The purpose of the multiple limit orders.that are
subsequently cancelled is to induce, or. trick, other market pamclpants to enter orders due to the appearance of
.interest created by the orders such’ that the trader is able to receive a more favorable execution on the opposite side
of the market, .
Spooﬁng is also a mampu}atlve trading tactic designed to induce other market participants into executing trades

Spoofing is a form of market manipulation that generally involves, but is not limited to, the market manipulator
placing an order or orders with the intention of cancelling the order. or orders once they have triggered some type of
market movement and/or responsc from other market participants, from which the market manipulator might benefit
by trading on the opposite side of the market. .
®In April 2017, JPMS began using an addxtxona] spoofing exception report that considers orders displayed and

priced at the NBBO . '



B.

The Firm also consents to the imposition of the following sanctions: 4

1.

2.

A censure;

A fine in the amount of $800,000', of which $15,000 is payable to BYX;” and

An undertaking requiring the Firm to address the Market Access Rule deficiencies

described. in this AWC and to ensure that it has implemented controls and
ptocedures that are reasonably d351gned to achieve oomphance w1th the rules and
regulations 01ted herein. . :

Within 90 days of the date of this AWC, JPMS shall submit- to the
COMPLIANCE ASSISTANT, LEGAL SECTION, MARKET REGULATION
DEPARTMENT, 9509 KEY WEST AVENUE, ROCKVILLE, MD 20850, a
written report, certified by a senior ‘management Firm executive, to
MarketRegulationComp@finra.org that provides the following information:

i. A reference to this mattér;

ii. -A representation that the Firm has addressed each of the deficiencies
described above, including the specific measures or enhancements taken to
address those deficiencies; and

ifi. The date(s) this was completed,

The Department of Market Regulation may, upon a showing of good cause and in_
its sole discretion, extend the time for compliance with these provisions.

Acceptance of this AWC -is conditioned upon acceptance of similar settlement
agreements in related matters between JPMS and each of the following self-"

regulatory organizations: Bats BZX Exchange, Inc., Bats EDGX Exchange, Inc.,

The NASDAQ Stock Market LLC, New York Stock Exchange, LLC,, NYSE
Arca Equities, Inc., NYSE Arca Options, Inc.,, The NASDAQ Optlons Market
LLC, and NASDAQ PHLX LLC.

Theé Firm agrees to pay the monetary sanctxc;n(’s) upon notice that this AWC has been
accepted and that such payment(s) are due and payable. It has submitted an Election of
Payment form showing the method by which it proposes 1o pay the fine imposed.

‘The Firm specifically and voluntarily waives any right to claim that if is unable to pay,
now or at any time hereafier, the monetary sanction(s) imposed in this matter.

The sanctions imposed herein shall be effective on a date set by BYX.

" The balance of the sanction will be paid to the self-regulatory organizations listed in Paragraph B.4.



.
- WAIVER OF PROCEDURAL RIGHTS
The Firm specifically and Yolunt’arily waives the following fights graated under BYX Rules:
A .To have a étatement of Charges issued specifying the allegahions against it' |

B. To be notified of the Statement of Charges and have the opportumty to answer the
allegations in wntmg, .

'C. To defend against the allegations in a disciplinary hearing before a Hearing Panel, to have a
" ‘written record of the hearmg made and to have a written decision issued; and

D. To appeal any such decision to the Appeals Commxttee of the BYX’s Board of Directors
and then to the U.S. Securities and Exchange Commission and a U.S. Court of Appeals.

- Further, the Firm specifically and voluntarily waives any right to claim bias or prejudgment of - -
the Chief Regulatory Officer (“CRO”), in connection with his or her participation in discussions
regarding the terins and conditions of this AWC, or other consideration of this AWC, including
acceptance or re_)ectxon of thls AWC, : : - A

The F irm further specifically and voluntarlly waives any right to claim that a person violated the

. ex parte prohibitions of BYX Rule 8.16, in connection with such person’s or body’s participation
in discussions regarding the terms and condmons of this AWC, or other consideration of this
AWC, mcludm gits acceptance or rejection.

1.
OTHER MATTERS
The F'irm.und_erstends' that: |
A, “Submission of this AWC is vc]untary and whl not resolve this matter unle'ss and until it

has been reviewed and accepted by the CRO, pursuant to BYX Rule 8.3;

" B. If this AWC is not accepted, its submission will not be used as evidence to prove any of
the allegations. agamst the Firm; and :

G If accepted

1. Thxs AWC will become part of the Firm’s permanent dlscxphnaly record and may
be considered in any future actions brought by BYX or any other regu]ator against .
the Firm;

2. This AWC will be published on a website maintained by BYX in accordance with
BYX Rule 8.18. In addition, this AWC will be made available through FINRA’s
public disclosure program in response to. public mqumes about the Firm’s
disciplinary record; and



3. The Firm may not take any action or make or permit to be made any public
statement, including in regulatory filings or otherwise, denying, directly or
indirectly, any finding in this AWC or create the impression that the AWC is
without factual basis. The Firm may not take any position in any. proceeding
brought by or on behalf of BYX, or to which BYX is a party, that is inconsistent:
with any part of this AWC. Nothing in this provision affects the Firm’s: (i)
testimonial obligations; or (ii) right to take legal or factual positions in litigation
or other legal proceedings in which BYX isnot a party.

D. The Firm may attach a Corrective Action Statement. to this AWC that is a statement of
demonstrable corrective steps taken to prevent future misconduct. The Firm understands
that it ;ay not deny the charges or make any statement that is inconsistent with the AWC
in this Statement. This Statement does not constitute factual or legal findmgs by BYX,
nor does it reflect the views of BYX or its staff.

The undersigned, on behalf of the Firm, certiﬁes that a person duly' authorized to act on its behalf
has read and understands all of the provisions of this AWC and has been given a full opportunity .
to ask questions about it; that it has agreed to the AWC’s provisions voluntarily; and that no
offer, threat, inducement, or promise -of any kind, other than the terms set forth herein and the
prospect of avoiding the.issuance of a Complamt ‘has been made to mduce the Flrm ‘to submit it.

g / 7 / / /) - J.P. Morgan Securities, LLC, Reppopdent

Date !

/%7,, p//wf/

Rev1ewed%/ 7%

Bruce H. Newman
WilmerHale

7 World Trade Ceriter
250 Greenwich Street
New York, NY 10007
(212) 230-8835

Counsel for Respondent

b!u{wl— | - ) }J\W\’“
_Date ' | _ ’ Greg Hoogasidp

" Senior Vice President & Chief Regulatory’ Ofﬁcex
Bats BYX Exchange Inc.




. BATS BZX EXCHANGE, lNC .
. LETTER OF ACCEPTANCE, WAIVER AND CONSENT
NO. 20120348296-04

TO: Bats BZX Exchange, Inc..
' - ¢/o Department of Market Regulation
Fmancxal Industry Regulatory Authority (“FINRA”)

RE: 1 P Morgan Securities LLC Respondent ‘
- Broker-Dealer
CRD No. 79

Pursuant to Rule 8.3 of the Rules of Bats BZX Exchange Inc. (“BZX” or the “Exchangc”), 1P,
Morgan Securities LLC, (CRD No. 79) (“JPMS” or the “Firm”). submits this Letter of
Acceptance, Waiver and Consent (“AWC¥) for the _purpose of proposing a settlement of the
'alleged rule violations deseribed below. = This AWC is submitted on the condition that, if
accepted BZX will not bring any future actions against the Firm allcgmg v1olat10ns based on the
same factual findings described herein. '

L
. ACCEPTANCE AND CONSENT

Al The Firm hereby accepts. and consents, without admitting or denying the findings, and
solely for the purposes of this proceeding and any other proceeding -brought by or on
behalf of BZX, or to which BZX is a party, prior to a hearing and without an adjudication
of any issue of law or fact, to the entry of the following findings by BZX: '

BACKGROUND

1.- JPMS, a wholly-owned subsidiary of JPMorgan. Chase & Co., is a Delaware limited
liability company headquartered in New York, New York. The Firm provides
services to corporate and broker-dealer clients and institutional investors, provides
‘wealth management and brokeragc services to individuals, and acts as an agency
broker-dealer, providing market access and execution services to. market pamclpants
. (“Market Access Chents”) for a wide varlety of products

2. The F1rm has been reglstered with- BZX as ‘an equlties member since August 18,
2008, and as an options member since May 5, 2010, and with FINRA since December
17, 1936. lts registrations remam m effect. The Firm does not have a relevant
disciplinary history. -

STAR No. 20120348296 (incl. merged STAR Nos. 20140413670, 20160485510, and 20160486998) (JG)



" Summary

3. In Matter No. 20140413670, the Chicago Equities Section of FINRA’s Department of
- Market Regulation (“Market Regulation”) reviewed -the- repeated entry and
" cancellation of 1.2 million short sale Immediate or Cancel market orders submitted by
the Firm on May- 30, 2012, and other concentrations of orders submitted between ‘
April 2013 and September 2013, and the Firm’s compliance with Rule 15¢3-5.of the |
Securmes Exchange Act of 1934 (“SEA”) (the “Market Access Rule).! :

4. In Matter No. 20160485510 the Market Mampulatlon Investlgatlons Section of

’ Market Regulation conducted reviews of potentially violative or mampulatlve trading

by JPMS customers that occurred on the Exchange on 12 dates between. August 12,
2015 and December 2, 2015 and the Fum s compliance wnth the Market Access
Rule. . S _ :

5. In Matter No. 2016(}486998 the -Market Analysis Section of Market Regulatioia _
" reviewed a CEE equities petition filed on the Exchange on Aprll 13, 2016, and the
Firm’s comphance with the Markct Access Rule.

6. In Matter No. 20160500095, the Options Regulation Section of Market Regulation
reviewed. erroneous options executions and a voluntary request to “bust” (ie., to
cance]) two options trades on the Exchange on January 26, 2015, and the Firm’s
comphance with the Market Access Rule. .

7. The above matters, and Matter No. 20120348296 were paﬂ of mvesﬁgatmns
conducted by Market Regulation on behalf of the Exchange and other self-regulatory
organizations, including The NASDAQ Stock Market LLC, New York Stock
Exchange, Inc., Bats EDGX Exchange, Inc., NYSE Arca Equities, Inc., NYSE Arca
Options, Inc., The NASDAQ Options Market LLC, and NASDAQ PHLX LLC
(collectively, the “SROs™), to review the Firm’s compliance with the Market Access
Rule and the supervisory rules of the relevant SROs, including BZX Rules 5.1, 5.2,
5.3, and 3.1, during the perlod of May 2012 through at least Apnl 2016 (the “Review .
Pemod”) .

8. As a result of Market Regulation’s investigations, it was determincd that, during the
Review Period, JPMS failed to establish, document, and maintain a system of risk
management controls and supervisory procedures, including written supervisory
procedures and an adequate system of follow-up and review, reasonably. designed to
manage the financial, regulatory, and other risks of its market access business.

9. Specifically, during the Review Period, the Firm failed to establish, document, and -
maintain a system of risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous equities and options orders by
rcjectﬁng orders that exceed appropriate price or size parameters, or that indicate

! The SEC adopted Rule 15¢3-5 effective July 14, 2011. See 17 C. F.R. § 240.15¢3-5, Risk Management Controls
Jor Brokers or Deale)s with Market Access, 75 Fed. Reg. 69792, 69792 (Nov 15, 2010) (Final Rule Release).
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duphcatwe orders, in vxolanon of SEA Rules 15¢3-5(b) and (c)(l)(n) and BZX Rules
5.1,5.2,53,and 3.1." '

h) Violative Conduct

»

- Applicable Rules

10.

11.

12.

13.

During the Review Period, SEA Rule 15¢3-5(b) required broker-dealers that provide -
market access to establish, document, and maintain a system of risk management
controls and supervisory procedures reasonably designed to manage the financial,
regulatory, and other risks of their market access busmess

During the Review Period, SEA Rule 15¢3- 5(c)(1 )(ii) required market access broker-
dealers to' have financial risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders, by rejecting orders that
exceed appropriate price or size parameters, on an order-by-order basxs or over a short
period of timé, or that indicate duplicative orders. :

During the Review Period, SEA Rule 15¢3-5(c)(2) required market access broker-
dealers to have regulatory risk management controls and supervisory procedures
reasonably designed to ensure compliance with all regulatory requirements

Rule 15¢3-5 requires, among other things, that a broker~dealer with market access
document its system of risk mariagement controls and supervisory procedures that are
designed to manage the financial, regulatory, and other risks of market access. The
broker-dealer .must preserve a copy of its supervisory procedures and “a written
description of its risk management controls” as part of its books and records for the
time period required by SEC Rule 17a-4(e)(7).> The required written desqnptmn is
intended, among other things, to assist SEC and SRO staff to assess the broker-
dealer’s compliance with the rule. Exchange Act Rclease No. 34-63241 75 Fed. Reg.

69792, 69812 (Nov 15,2010).

14.

Durmg the Rev1ew Period, BZX Rules 5.1, 5.2 and 5.3 requlrcd among other thmgs,

~ that each member firm establish, maintain and enforce written procedures to enable it

15.

to properly supervise the activities of associated persons to ensure compliance with

applicable securities laws and regulations and BZX Rules.

During the Review‘Period, BZX R_ule 3.1 provided that member firms, in the conduct
of their business, shall observe high standards of commercial honor and just and
equitable principles of trade.

2 Rule 15¢3-5 requires that broker-dealers providing market access must “appropriately control the risks associated with market
access so as not to jeopardize their own financial condition, that of other market participants, the integrity of trading on the "
securities markets, and the stability of the financial system.” 75 Fed. Reg. 69792, 69792 (Nov 15,2010); see 17 CFR. §

240.15¢3-5.

" 3 See 17 C.RR. §240.15¢3-5(b), which by virlue of a cross-reference to Rule 17a-4(e)(7), requires a broker-dealer to maintain
and preserve such descnpnon “until three years after the termination of the use of” the document. See 17 C.F.R. §240.17a~

4(6)(7)



- Overview of JPMS’s Market Access Systems '

16. During the Review Pefiod JPMS was a significant market access provider, acting as
the gateway to U.S. securities markets and execunng tens of mllhons of trades per
-day for its Market Access Clients.

17. During the Review Period, JPMS had a number of different Divisions through which
~ orders were sent to various markets,.and each Division had a number of different
Desks (i.e., areas of opemtlon) These Divisions included the Firm® s Global Wealth -
Managemcnt vaxsxon, and the Instltutlonal Equltes D1v1sxon :

18. Durmg the Revxew Period, JPMS used-a vanety of systems (e.g., order management
systems, algorithms, etc.) through which its Market Access Clients and traders
entered orders for routing to and execution on various U.S. securities markets,
including the SROs. Several of those systems contained controls and filters to which

“the orders submitted were subjected. In addition, JPMS assigned and applied various
controls to individual Market Access Clients and traders to which orders submitted by
- those clients and traders were subjected before submission to the various markets. '

19. Dependmg on the Market Access Client or Firm trader, JPMS generally implemented
at least one of the following pre-trade controls: a duphcate order control; a-single
_order notional control (i.e., the value of an order, which is generally calculated by
multiplying the share price by the amount-of shares); a single order quantity control;
an average daily trade volume (“ADTV”) control; and a price limit control applicable
to limit orders. . The combjnation of controls and the limits at which these controls -
were set varied deperiding upon the Market Access Client or trader.

Inadequate Egixities Pre-Trade Erroneous Qrder Controls

20. Despite the various prestrade controls and filters designed to prevent the entry of
erroneous orders that the Firm had in place during the Review Period, the Firm failed
to implement reasonably designed pre-trade risk management controls applicable to
orders submitted by certain Market Access Clients and certain Firm traders, and
failed to establish and implement supervisory procedures reasonably desigxied to
prevent the entry of certain erroneous orders during the Review Period, as set forth
below. :

2]. Because JPMS’s prc—trade controls were not reasonably desxgned as applied to certain
of the' Firm’s Market Access Clients and traders, JPMS did not prevent the
transmission of certain erroneous equity orders to the SROs and to the Exchange,
causing 14 erroncous order events resulting in CEE filings with the SROs dnd the
Exchange, three volatility trading pauses (“VTPs”)* and one réquest for a vohintary
bust (involving 77 trades). These orders caused price movement in the related
securities of between 10% and 188%.

‘A VTP (ie., market-wide trading pause) will generally occur when a security falls or rises by a designated
perccntage w;thm a certain time frame (e.g., 10% to 50% depending on the security in a 5-minute time period).

4



22, There were several primajy deficiencies in JPMS’s pre—tradé price and size controls

23.

that resulted in the submission of the orders that caused the above mentioned CEE

filings. For example, certain of the Firm’s trader specific and Market Access Client

-specific controls during the Review Period only employed soft-blocks that .could

easily be overridden by the Firm’s traders, causing them to be ineffective without
additional reasonable controls.

Further, in some instancés the Firm did not include controls that took into account the
individual characteristics of a security, such as the ADTV of a security, and when it
did implement an ADTV control it was generally set too high to be effective and was

- therefore not reasonably designed, absent additional reasonable controls. Similarly,

when the Firm implemented single order notional and quantity controls, they were
also set too high to be-effective without additional reasonable controls. For example,
with regard .to the Market Access Clients and traders responsible for the erroneous
orders referénced in paragraph 21, one trader at issue had only a single order quantity
control and just three Market Access Chents had ADTV controls assxgned by the

" Firm.

24,

25.

In addition, a control applicable.to limit orders for at least one Market Access Client, -
called the “Out of Range/Price Check” control, had a generally applicable price check
that was set at a particular percentage away. from the last sale or the previous day’s
close or the average of the national best bid or offer (“NBBO”), which was too high
to prevent the entry of erroncous orders entered durmg pxe-maﬂcet lmdmg hours .
without addltlonal reasonable controls. .

In at least'two instances, the Firm’s controls were not applied because, as designed,
the controls did not apply to orders that had been amended or modified. For example,
on April 13, 2016, a Firm Market Access Client submitted a Volume Weighted
Average Price (“VWAP”) limit order to sell 175,000 shares of “DEF™ at $37.28 a
share, which was received into the Firm’s proprietary sales order management system
for low touch.orders.® This limit order triggered the ADTYV limit control applied to
this Client’s orders (the order was 18.55% of the ADTV) and was subsequently
reviewed by a Firm trader who decided to rélease the order into the market. The
Market - Access Client thereafter entered a cancel and replace order, ultimately
replacing the VWAP limit order with a market order. Upon doing so, this.order did
not trigger any of the Firm’s pre-trade order controls for erroneous orders; because
the market order was classified as an amended order and the controls did not apply to -
amended orders. Thus, the 175,000 share market order was directly submitted o the
markets without being reviewed by.the controls and filters resulting in executions on
the Exchange. The lowest- order execution price was 10.86% away from the
security’s closing price. - The Firm consequently filed a CER petition. As a result of
this incident, the Firm subsequently amended its controls such that they now apply to
amended orders. .

* A generic identifier has been used in place of the name of this security.
¢ A “low touch” order is generally submitted directly to an exchange without any mteractlon by the Flrm or its

traders.



26.

- 27.

The acts, practices, and conduct described above in paragraphs 20 through 25 constitute
violations of SEA Rules 15¢3-5(b) and (cX1)(i), and BZX Rules 5.1 ,5.2,5.3,and 3.1.

Inadeguate Equities Pre-Trade Order Controls for Messagmg Actmg

During the Revxew Penod IJPMS failed to have reasonably designed risk
management controls fo detect instances when algorithms used by its Market Access
Clients experienced cancel-replace and buy-sell looping: of orders on multiple

- occasions, which caused high levcls of message traﬁic -on the SROs.

28.

29.

30.

31

Prior to November 201 3, JPMS failed to have message rate controls that pertained to -
its Market Access Clients to detect and prevent inadvertent orders resulting from
malfunctioning software programs or systems. Further, the Firm’s- duplicate order
control during the Review Period only rejected orders that were submitted under
identical order identifications during a Market Access Client’s trading .session.
Moreover, prior to January 2014, JPMS émployed soft-block - alerts.for order or
message activity, rather than any hard-blocks, that could be overridden, and the levels
set for the alerts were too high to identify potentially unintended messaging activity.

Moreover, the hard-blocks implemented by JPMS were also set at levels that were too
high and required activity to persist for too long in order to potentially identify and
prevent the entry of a high volume of unintended orders or messages.

Additionally, JPMS’s method for determining appropriate parameters for messaging
alerts and hard-blocks was not reasonable as it was solely based on a multlple of a
Market Access Client’s peak messaging actlwty and did not also factor in other
individual characteristics of a Clierit’s order flow. .

Lastly, while JPMS also conducted a review of aletts for a high voluine of orders or
messages on a post-trade basis to determine whether the activity could be indicative
of a manipulative trading strategy, the surveillances used for this purpose were not

. reasonably demgned to be effective, as certain. surveillance parametcrs were set 100

32,

33.

high and require the. acthty to persist t0o long to generate an alert ngen all facts and
circumstances. .

The acts, practlces, and conduct described above in paragraphs 27 through 31
constitute violations of SEA Rules 15¢3-5(b) and (e)(1)(ii), and BZX Rules 5.1, 5 2,
5.3,and 3.1.

Inadequate Supervision of Customer Equity Tradin

During 2015, JPMS used a series of post-trade surveillancé reports run by a
commercial - non-proprietary Third-Party Surveillance System (“Third-Party
Surveillance ‘System™) to monitor and review customer trading activity to detect,



escalate and ultimately prevent poten’nally viclative or manipulative tradmg activuy,
including layering’ and spoofing.®

34. Pursuant to the parameters in the Third-Party Surveillance System utilized by the

Firm, several thresholds must be met in order to generate layering and spoofing alerts

" on the Firm’s exception reports. Certain of these thresholds, however, were set at

levels that were unreasonable to detect actmty that may be indicative of layering and
spoofing. act1v1t;y

35. For example, one threshold requlres that potential non-bona fide orders must be
 priced within a certain number of ticks of the NBBO which, as currently employed by
the Firm, would fail to identify instances of potential layenng or spoofing when the
non-bona fide orders were displayed and. priced at the NBBO or established -a new
best bid or offer.’ Additionally, another threshold requires that the volume on the
‘opposite side of the market must exceed a certain set percentage of the ADTV of the
relevant security for the preceding 30 day.period in order for an alert to be generated.
However, since this percentage is the same for all securities regardless of the ADTV
of a security, this exception report would be less likely to identify potentnal layering
or spoofing in a secunty with a sxgmﬁcant ADTV. -

36. As a result of the above JPMS falled to adequately supervise certam of its customers’
trading, and failed to detect potentially violative spoofing activity that occurred on
several days on the Exchange between August 12, 2015 and December 2, 2015.

37. The acts, practices, and conduct descrlbed above in paragraphs 33 through 36
constitute v1olatlons of. SEA Rules 15¢3- -5(b) and (c)}(2), and BZX Rules 5.1,-5.2, 5.3,
and 3.1,

Inadequate Options Pre-Trade Erroneous Order Controls

38. Due to the Firm’s failure to have reasonably designed pre-trade risk management
controls applicable to options orders submitted by certain of the Firm’s Market
Access Clients and establish and implement reasonable supervisory procedures

~ designed to prevent the entry of erroneous options orders during the Review Period,

7 Layering is-a form of market manipulation that typically includes placement of multiple limit orders on one side of
the market at various price levels that are intended to create the appearance of a change in the levels of supply and
demand. In some instances, layering involves placing multiple limit orders &t the same or varying prices across .
multiple exchanges or other trading venues. An order is then executed on the opposite side of the market and most, -
if not all, of the multiple limit orders are iinmediately cancelled. The purpose of the multiple limit orders that are,
subsequently cancelled is to induce, or trick, other market particlpants to enter orders due fo the appearance of
.interest created by the orders such that the trader is able to receive a more favorable executxon on the oppos:te side
of the market. :

8 Spooﬁng is also a manipulative tradmg tacttc desxgned to induce other market participants into executing trades.
Spoofing is a form of market manipulation that generally involves, but is not limited to, the market manipulator
placing an order or orders with the intention of cancelling the order or orders once they have triggered some type of
market movement and/or response from other market participants, from which the market mampulator might benefit
by trading on the opposite side of the market.

¥ In April 2017, JPMS began using an addmonal spoofing excephon report that consnders orders displayed and
priced at the NBBO .



B.

" 39.

JPMS did not-prevent the transmission of two erroneous ‘options orders to the
Exchange by one of its Market Access Clients (“AB™)," resulting in two requests for

‘a voluntary bust of trades.

‘There were several primary deficiencies in JPMS’s pre-trade price and size controls

that resulted in the submission of the orders that caused the above mentioried requests

“fora voluntary bust of trades. For example, during the Review. Period, while JPMS

had. pre-trade price controls that applied to limit orders. routed to exchanges through

. the Firm’s Options Smart Order Router (“OSOR™), JPMS had no similar applicable

price control for options market orders or another reasonable control designed to take-
jinto account potentially unintended large volume market orders that may have an

" adverse effect on the market and prevent the entry of erroneous orders. Moreover, the

controls assigned by the Firm to AB via a JPMS order management system (the

“OMS™), which included only a single order ‘quantity control and a daily notional

. 40.

value control, were set too high to be considered reasonable to prevent the submnss:on
of erroneous orders thhout additional controls,

As a result, on Januar'y 26, 2015, AB mistakenly eioctronioally entered a buy-side
market order in 'a particular option, rather than a limit order as intended, into the
OMS. Afier passing through the OMS controls that were set for AB, the order was

* then routed- to OSOR. ‘Because the order was erroneously submitted- as a ‘market

order, the price.controls in OSOR did not apply. OSOR broke up the. original parent
order into several child orders and converted them into Immediate-or-Cancel
Intermarket Sweep Order limit orders.and routed the ordes to the Exchange. OSOR

. .assigned a price to each child limit order by taking a sSnapshot of the market and

- 41,

basing the limit price on the snapshot, but this method failed fo consider the original
market conditions that existed when the first child order was executed when setting
limit prices for subsequent child orders. Thus, it ignored the impact its own orders
had on the symbol’s market and would fail to consider if those orders (or another
event) had caused a significant price dislocation. ‘In this situation, the entry of two_
erroneous options’ orders drove up the price of the option by approximately 110%

within 200 milliseconds.

The acts,..practices, and' conduct described above in paragraphs 38 through- 40

" constitute violations of SEA Rules 15¢3-5(b) and (c)(l)(u), and BZX Rules 5.1,52,

5.3,and 3.1.

The Firm‘ also consén;s to the imposition of the following sanctions:

L.

2.

A censure,

A fine in the amount of $800,000, of which $1 10,000 is payab]e to BZX;" and

19 A generic identifier has been used in place of this client. ’
" The balance of the sanction will be pald to the self-regulatory orgamzatnons hsted in Paragraph B4.



3. An undertaklﬁg requiring the Firm to address the Market Access Rule deficiencies

described in this AWC and to ensure ‘that it has implemented controls and
procedures that are reasonably designed to achieve compliance with the rules and
.regulatlons cited herein.

Within 90 days of the date of this AWC, JPMS shall submit to the
"~ .COMPLIANCE ASSISTANT, LEGAL SECTION, MARKET REGULATION
DEPARTMENT, 9509 KEY WEST AVENUE, ROCKVILLE, MD 20850, a
written report, "certified by a senior management Firm executive, to

MalketRegulatlonComg@ﬁnra org that provxdes the followmg mformatxon

i A reference to this matter;
it. A representatnon that the Firm- has addressed each of the deﬁc:encles
described above, including the specific measures or enhancements taken to
' address those deﬁcxencxes and

iii. The date(s) this was completed

The Department of Market Regulatlon may, upon a showing of good causc and in .~

its sole discretion, extend the time for compliance with these provisions.

4, Acoeptance of this AWC is conditioned upon acceptance of similar settlement

agreements in- related matters between JPMS and each of the following self-

regulatory organizations: Bats BYX Exchange, Inc., Bats EDGX Exchange, Inc.,

The NASDAQ Stock Market LLC, New York Stock Exchange, LLC., NYSE

Arca Equities, Inc., NYSE Arxca Options, Inc The NASDAQ Options Market
" LLC, and NASDAQ PHLX LLC.

The Firm agrees to pay the monetary éanctlon(s) upon notice that this AWC has been
accepted and that such payment(s) are due and payable It has submitted an Election of
Payment form showing the method by which it proposes to pay the fine imposed.

The Firm speclﬁcally and voluntarily waives any right to claim that it is unable to pay,
now or at any time hereafter, the monetary sanctlon(s) imposed in this matter.

. The sanctions imposed h_erem shall be effectlve on a date set by BZX.

IL-
WAIVER OF PROCEDURAL RIGHTS

" The Firm specxﬁcally and voluntarﬂy waives the followmg rights granted under BZX Rules:

A
B.

To have a Statement of Charges issued specifying the allegations agamst it;

To be notified of the Statement of Charges and have the opportunity to answer the-
al]egations in writing;



- C. To defend against the allegations in a disciplinary hearing before a Hearing Panel, to have a
written record of the hearing made and to have a written decision issued; and

D. - To appeal any such decision to the Appeals Commitiee of the BZX’s Board of Dxrcctors
and then to the U.S. Securities and Exchange Commission and a U.S. Court of Appeals.

. Further, the Firm specifically and voluntarily waives any right to claim bias or prejudgment of -
the Chief Regulatory Officer (“CRO”), in connection with his or her participation in discussions

_regarding the terms.and conditions of this AWC, or other consxderatlon of this AWC, including

. acceptance or rejection of this AWC., M A

* The Firm further specifically and voluntarily waives any right to claim that a person violated the
“ex parte prohibitions of BZX Rule 8.16, in connection with such person’s or body’s participation
in discussions regarding the terms and conditions of this AWC, or other consideration of this.

AWC, mcludmg its acceptance or rejection. -

Il
OTHER MATTERS
The Firm understands ﬂiat:
A. Submission of this AWC is voluntary and will not rqsol{'e tili's matter unless and until it

has been reyiewéd and accepted by the CRO, pursvant to BZX Rule 8.3;

B.. Ifthis AWC is not accepted, its submission will not be used as evidence to prove any of
-the allegations against the Firm; and

C. If accepted:

1. This" AWC will become part of the Firm’s pérmancnt disciplinary record and may
- " be considered in any future actions brought by BZX or any other regulator agamst :
the Firm; :

2, This: AWC will be published on a website maintained by BZX in accordance with
BZX Rule 8.18. In addition, this AWC will be made available through FINRA’s
public disclosure program in response to public inquiries about the Firm’s
disciplinary record; and : : .

3. The Firm may not take any action or make or permit to be made any publlc
" statement, including in regulatory filings or otherwise, denymg, directly or
indirectly, any finding in this AWC or create the impression that the AWC is
without factual basis. The Firm may not take any position in any proceeding.’
brought by or on behalf of BZX, or to which BZX is a party, that is inconsistent
with any part of this AWC. ' Nothing in this provision affects the Firm’s: (i)
‘testimonial obligations; or (ii) right to take legal or factual positions in htlgatxon

or other legal procecdmgs in which BZX isnot a party.

10



D. . The Firm may attach a Correctlve Action Statement to this AWC that is a statement of .
demonstrable corrective steps taken to prevent future misconduct. The Firm understands .
that it may not deny the charges or make any statemént that is inconsistent with the AWC
in this Statement. This Statement does not constitute factual or legal ﬁndmgs by BZX,
nor does it reﬂect the views of BZX or its staff.

The under81gned on behalf of the Firm, certifies that a person du]y authorxzed to act on its behalf
has read and understands all of the provisions of this AWC and has béen given a full opportunity
to ask questions about it; that it has agreed to the AWC’s. provisions voluntarily; and that no
offer, threat, inducement, or promise of any kind, other than the terms set forth hierein and the
prospect of avoiding the issuance of a Complamt has been made to induce the Firm to submit it.

elefn

Date

Reviewed by:

e Wm_\
Bruce H. New111an
 WilmerHale

7 World Trade Center
250 Greenwich Street .
New York; NY 10007
(212) 230-8835

‘Counsel for Respondent

. 49(1,“1;\}-
- Date

11

IP. Mzgyeouriﬁ%%é, Respgndent
By:’ Vg/ M

Name:  J1/7] / (en e, /

Tite: }%% D~

Wn —
Greg Hoogas:aJ

Senior Vice President & Chief Regulatory Ofﬁcer
Bats BZX Exchangc Inc.




- BATS EDGX EXCHANGE INC.
LETT ER OF ACCEPTANCE, WAIVER AND CONSENT
NO. 20120348296~05

TO:  Bats EDGX Exchiange, Inc. .
c/o Department of Market Regu]atlon
Financial Industry Regulatory Authority (“FINRA )

RE: . JP. Morgan Securities LLC Respondent
" Broker-Dealer :
CRD No. 79

Pursuant to-Rule 8.3 of the Rules of Bats EDGX Exchange, Inc. (“EDGX?” or the “Exchange”),
J.P. Morgan Securities LLC, (CRD No. 79)- (“JPMS” or the “Firm”) submits this Letter of
Acceptance, Waiver and Consent (“AWC”) for the purpose of proposing a-settlement of the
alleged-rule violations described below. This AWC is submitted on the condition that, if
accepted, EDGX will not bring -any future actions against the firm.alleging violations based on
the same factual findings described herein. .

L
ACCEPTANCE AND CONSENT

A The Firm hereby accepts and consents, without admitting or denying the findings, and
solely for the purposes of this proceeding and any other proceeding brought by or on
behalf of EDGX, or to which EDGX is a party, prior to a hearing and without an
adjudication of any issue of law or fact, to the 'éntry of the following findings by EDGX:

1.

BACKGROUND

JPMS, a wholly-owned subsxdlary of JPMorgan Chase & Co., is a Delawarc limited
liability company headquartered in New York, New York. The Firm provides:
services to corporate and broker-dealer clients and institutional investors, provides
wealth. management and brokerage services to individuals, and acts as an agency
broker-dealer, providing market access and execution services to market participants
(“Market Access Clients™) for a wide varlety of products

The Fitm has been registered thh EDGX since May 14, 2010 -and with FINRA since

‘December 17, 1936. Its registrations remain in effect The an does not have a
relevant disciplinary history. -

Summary

In Matter No. 20160486998, the Market Analysis Section of FINRA’s Department of
Market Regulation (“Market R_egulat_ion”) feviewed a CEE petition filed on the

STAR No. 20120348296 (incl. inerged STAR Nos. 20160486998, 20150478122, and 20160485510) (JG)



_ Exchange on Aprll 13, 2016 and the Firm’s compliance with Rule 15¢3-5 of the
Securities Exchange Act of 1934 (“SEA”) (the “Market Access Rule”)

4. In Matter No. 20150478122, the Market Manipulation. Investlgatlons Section of

~ Market Regulation conducted reviews of potentially violative or manipulative trading

by JPMS customers that occurred on the Exchange on three dates in July 2015 and
the Firm’s comphance w1th the Market Access Rule. .

5..In Matter. No. 20160485510, the Market Mampuiatlon Investigations Section of

- Market Regulation conducted reviews of potentlally violative or manipulative trading
by JPMS customers that occurred on the Exchange on 12 dates between August 12,
2015 and Decembcr 2, 2015, and the Firm’s compliance with the Market Access
Rule. .

6. The above matter, and Matter No. 20120348296, were part of investigations conducted
by Market Regulation on behalf .of the Exchange and other self-regulatory
orgamzatlons, including The NASDAQ -Stock Market LLC, New York Stock

. Bxchange, Inc., Bats BZX Exchange, Inc., Bats BYX Exchange, Inc., NYSE Arca
Equities, Inc., NYSE Arca . Options, Inc., The NASDAQ Options Market LLC, and
.NASDAQ PHLX LLC (collectively, the “SROs”) to review the Firm’s compliance
with the Market Access Rule and the supervisory rules of the relevant SROs, including
EDGX Rules 5.1, 5.2, 5.3, and 3.1, during the period of May 2012 through at least
April 2016 (the “Review Penod”)

7. Asa result of Market Regulatlon s 1nvest1gatlons it was determined that, durmg the
Review Period, JPMS failed to establish, document, and maintain a system of risk
management controls and supervisory procedures, including written supervisory
procedures and an adequate system of follow-up and review, reasonably designed to
manage the financial, regu[atory, and other risks of its market access business.

. 8. Spec;ﬁcally, during the Review Penod the Firm failed fo estabhsh document, and
maintain a system of risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders by rejecting orders that
exceed appropriate price or siz¢ parameters, or that indicate duplicative orders, in
violation of SEA Rules 15¢3-5(b) and (c)(1)(ii), and EDGX Rules 5.1, 5.2, 5.3, and
3.1

' The SEC adopted Rule 15¢3-5 effective July 14, 2011, See 17 CF. R § 240.15¢3-5, Risk Management Controls
for Brokers or Dealers with Market Access, 75 Fed. Reg. 69792, 69792 (Nov 15,2016) (Fmal Rule Rejease).



' Violative Conduct

leicable Rules

9. During the Revnew Period, SEA Rule 15¢3- S(b) requxred broker-dealers that provide .
market aceess to establish, document, and maintain a system of risk management
controls and supervisory procédures reasonably designed to manage the financial,

' regulatory, and other risks of their market access business.

10. During the Revxcw Penod SEA Rule 15¢3-5(c)(1 )(u) required market access broker-
dealers to-have financial risk manageient controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders; by réjecting orders that
exceed appropriate price or size parameters, on an order-by-order basis or-over a short
period of time, or that indicate duplicative orders. C

11. During the Review Period, SEA Rule 15¢3-5(c)(2) required market access broker- ‘
dealers to have regulatory risk management controls and supervisory procedures
reasonably designed to ensure compliance with all regulatory requirements.

12. Rule 15¢3-5 requires, among other things, that a broker-dealer with market access
document its system of risk- management controls and supervisory procedures that are
designed to manage the financial, regulatory, aid other risks.of market access. The
broker-dealer must preserve a copy of its supervisory procedures and “a written
description of its risk management controls” as part of its books and records for the

‘time period required by SEC Rule 17a-4(¢)(7).> The required written description is
intended, among other things, to assist SEC and SRO staff to assess the broker-
dealer’s compliance with the rule. Exchange Act Release No. 34-63241, 75 Fed. Reg.
69792, 69812 (Nov. 15, 2010). '

13. During the Review Period, EDGX Rules 5.1, 5.2 and 5.3 required, among other
things, that each member firm establish, maintain and enforce written procedures.to
enable it to properly supervise the activities of associated persons to ensure
comphance with apphcable securities laws and regulations and EDGX Rules.

14. During the Review Period, EDGX Rule 3.1 provided that member firms, in the
conduct of their business, shall observe high standards of commercial honor and just
and equitable principles of trade :

? Rule 15¢3-5 requires that broker-dealers providing market access must “appropriately control the risks associated
- with market access so as not to jeopardize their own financial condition, that of other market participants, the
integrity of trading on the securities markets, and the stability of the financial system.” 75 Fed. Reg. 69792, 69792
(Nov 15,2010); see 17 CF.R. § 240.15¢3-5.
% See 17CFR.§ 240.15¢3-5(b), which by virtue of a cross-reference to Rule 17a-4(€)(7), requires a broker-dealer
to maintain and preserve such description “untll three years after the termination of the use of” the. document. See
17 CF.R. § 240. l7a-4(e)(7)



Overview of JPMS’s- Market Access Systems

15. During the Review Period, JPMS was a signiﬁéant market access provider, acting as
.the gateway to U.S. securities markets and executing tens of millions of trades per
. day for its Market Access Clients.

16. During the Review Period, JPMS had a number of different Divisions through which

_ orders were sent to various markets, and each Division had a number of different

‘Desks (i.e., areas of operation). These Divisions included the Firm’s Global. Wealth
Management D1v1sxon, and the’ Instltutlonal Equites Dmsmn

17. During the Review Period, JPMS used a vanety of systems (e.g., order management
systems, algorithms, etc.) through which. its Market Access Clients ‘and traders
entered orders for routing to and execution on various U.S, securities markets,
including the SRQs. .Several of those systems contained controls and filters to which
the orders submitted were.subjected. In addition, JPMS assigned and applied various
controls to individual Market Access Clients and traders to which orders submitted by
those clients and traders were subjected before submission to the various markets.

18. Depending on the Market Access Client or Firm trader, JPMS generally implemented
at least one of the following pre-trade controls: a duplicate order control; a single
ordér notional control (x e., the value of an order, which is generally calculated by
multiplying the share price by the amount of shares); a single order quantity control;
an average daily trade volume (“ADTV™) control; and a price limit control applicable
to limit orders. The combination of controls and the limits at which these controls
were set varied depending upon the Market Access Client or trader.

Inadequate Pre-T rade Erroneous Order Controls

19. Despite the various pre-irade controls and filters designed to prevent the entry of
erroneous orders that the Firm had in place during the Review Period, the Firm failed
to implement reasonably designed pre-trade risk management controls applicable to
orders submitted by -certain. Market Access Clients and <ertain Firm traders, and
failed to establish and implement supervisory procedures reasonably designed to _

- prevent the entry of certain erroneous orders during the Review Period, as set forth
below. . '

20. Because JPMS’s pre-trade controls were not reasonably designed as applied to certain
of the Firm’s Market Access Clients and traders, JPMS did not prevent the
transmission of certain erroneous equity orders to the SROs and to the Exchange,
causing 14 erroneous order events resulting in CEE filings with the SROs and the
Exchange, three volatility trading pauses (“VIPs”)¢ and one request for a voluntary

* A VTP (i.e., market-wide trading pause) will generally occur when a security falls or rises by a designated
percentage within a certain time frame (e.g., 10% to 50% depending on the security in a S-minute time period),



21.

22.

23,

24,

bust (involving 77 trades). These orders caused prlce movement in the related
securities of between 10% and 188%.

There were several primary deficiencies in JPMS’s pre-trade price and size controls
that resulted in the submission of the orders that-caused the above mentioned CEE
filings. For example, certain of the Firm’s trader specific and Market Access Client
specific controls. during the Review Period only employed soft-blocks that could
easily be overridden by the Firm’s traders, causing them to be ineffective thhout i
additional reasonable oontrols

Further, in some instances the Firm dxd not include controls that took into account the -
individual characterxstlcs ofa security, such as the ADTV of a security, and when it
did implement an ADTV control it was generally set too high to be effective and was -
therefore not reasonably designed, absent additional reasonable controls. Sxmxlarly,
when the Firm implemented single order notional and quantity controls, they were
also'set t00 high to be effective without additional reasonable controls. For example
with regard to the Market Access Clients and traders responsible for the erroneous
orders referenced in paragraph 21, one trader at issue had only a single order quantity

‘control and just three Market Access Chents had ADTV controls assigned by. the

Firm.

In addition, a control applicable to limit orders for at least one Market Access Client,
called the “Out of Range/Price Check” control, had a gener: ally applicable price check
that was set at a particular percentage away from the last sale or the previous day’s
close or the average of the national best bid or offer (“NBBO™), which was too high
to prevent the entry of ‘erroneous orders entered during pre-market tradmg hours
without additional reasonable controls. :

In at least two instances, the Firm’s controls were not applied because, as designed,
the controls did not apply to orders that had been amended or modified. For example,
on April 13, 2016, a Firm Market Access Client submitted a Volume Weighted
Average Price (“VWAP”) limit order to sell 175,000 shares of “DEF”* at $37.28 a
share, which was received into the Firm’s proprietary sales order management system
for low touch orders.® This limit order triggered the ADTV limit control applied to .
this Client’s orders (the order was 18.55% of the ADTV) and was subsequently
reviewed by a Firm trader who decided to release the order into the market. -The
Maiket Access Client thereafter entered a cancel and replace order; ultlmately
replacing the VWARP limit order with a market order. - Upon doing so, this order did
not trigger any of the Firm’s pre-trade order controls for erroneous orders, because
the market order was classified as an amended order and the controls did not apply to
amended-orders. Thus, the 175,000 share market order was directly submitted to the
markets without being reviewed by the controls and filters resulting in executions on

* A generic identifier has been used in place of the name of this security.
¢ A “low touch” order is generally submitted directly to an exchange without any interaction by the Firm or its

traders.



the Exchange.” The lowest order execution price was 10.86% away from the
security’s closing price. The Firm consequently filed a CEE petition. As a result of
this incident, the Firm subsequently amended its controls such that they now apply to
amended orders.

25. The acts, practlces, and conduct described above in paragraphs 19 through 24 constxtute
violations of SEA Rules 15c3-5(b) and (c)(1)(ii), and EDGX Rules 5. 1,52, 5.3, and
3.1.

" Inadequate Supervision of Customer Trading

26. During 2015, JPMS used a series of post-trade surveillance reports. run by a
commercial non-proprietary Third—Party Surveillance System  (“Third-Party
Surveillance System”) to monitor and review customer trading activity to detect,
escalate and ultimately prevent potentlally vxolatlve or mampulaiwe trading activity, -
including layermg and spoofing.®

*27. Pursuant to the parameters in the Third-Party Surveillance System utilized by the
Firm, several thresholds must be met in order to generate layering and spoofing alerts
on the Firm’s exception reports. Certain of these thresholds, however, were set at .
" levels that were unréasonable to detect activity that may be indicative of layermg and'
spoofing actxvxty .

28. For example, one- threshold requires that potential non-bona fide orders must be
priced within a certain number of ticks of the NBBO which, as currently employed by
the Firm, would fail to identify instances of potential layering or spoofing when the
non-bona fide orders were displayed and priced at the NBBO or established a new
best bid or offer.” Additionally, another thresho_ld requires that the volume on the .
opposite side of the market must exceed a certain set percentage of the ADTV of the
relevant secyrity for the preceding 30 day period in order for an alert to be generated.

. However, since this percentage is the same-for all securities regardless of the ADTV

7 Layering is a form of market manipulation that typically includes placement of multiple limit orders on one side of
the market at various price levels that are intended to create the appeatance of a change in the levels of supply and
demand. In some instances, layering involves placing multiple limit orders at the same or varying prices across
multiple exchanges or other trading venues. An order is then executed on the opposite sidé of the market and most,
if not all, of the multiple limit orders are immediately cancelled. The purpose of the multiple limit orders that are
subsequently cancelled is to induce, or trick, other market participants to enter orders due to the appearance of
interest created by the orders such that the trader is able to receive a more favorable execution-on the opposite side
of the market .

# Spoofing is also a mampulatlve trading tactic designed to induce other market participants into executing trades.
‘Spoofing is a form of market manipulation that generally involves, but is not limited to, the market manipulator
‘placing an order or orders with the intention of cancelling the order or orders once they have triggered some type of
market movement and/or response from other market pamclpants, from which the market mampulator might benefit
by trading on the opposite side of the market. '
? In April 2017, JPMS began using an addmonal spoofing exception report that considers ordcrs displayed and
priced at the NBBO.



of a secunty, this exception report -‘would be less likely to 1dent1fy potentlal layermg
or spoofing in a securlty with a significant ADTV.

29. As a result of the above, JPMS failed to adequitely supervise certain of its customers’
trading, and failed to detect potennal]y violative layering activity that occurred on at
least- three days on the Exchange in July 2015, and failed to detect potentially
violative spoofing activity that occurred on several days on the Exchange between
August 12, 2015 and December 2, 2015.

30. The acts, practices, and conduct described above in paragraphs 26 fhrough 29
constitute’ violations of SEA Rules 15¢3-5(b) and (¢)(2), and EDGX Rules 5.1, 5.2, -

5.3,and 3.1.
B.  The Firm also consents to the imposition of the following sanctions:
1. A censure;

2.. A fine in the amount of $800 000, of which $50 000 is payable to EDGX;' and

3. An undertakmg requiring the Firm to address the Market Access Rule deficiencies
described in this AWC and to ensure that it has implemented controls and
procedures that are reasonably des:gned to achieve compliance with the rules and.
regulations cnted herein. :

Within 90 days of the date of this AWC, JPMS shall submit to the
COMPLIANCE ASSISTANT, LEGAL SECTION, MARKET REGULATION
DEPARTMENT, 9509 KEY WEST AVENUE, ROCKVILLE, MD 20850, a
written "report, certified by a senior management Firm executive, to

-MarketRegulationComp(@finra.org that provides the fbll_owing information:

i. A reference to this matter;”

ii. A representation that the Firm has addressed each of the deficiencies
described above, including the specific measures or enhancements taken to .
address those deficiencies; and

jii. The date(s) this was completed.

The Department of Market Regulation may, upon a.showing of good cause and in
its sole discretion, extend the time for compliance with these provnsxons

1% The balance of the sanction will be paid to the self-regulatory organizations listed in Paragraph B.4. .



4. ' Acceptance of this AWC is conditioned upon acceptance of sxmllar settlement
agreements -in related matters between JPMS and each of the following self- . -
regulatory organizations: Bats BZX Exchange, Inc., Bats BYX Exchange, Inc.,
The NASDAQ Stock Market LLC, New York Stock Exchange, LLC, NYSE Arca
Equities, Inc., NYSE Arca Options, Inc., The NASDAQ Optlons Market LLC,
and NASDAQ PHLXLLC.

. The Firm agrees to pay the monetary sanction(s) upé_n notice that this AWC has been _
accepted and that such payment(s) are due and payable. It has submitted an Electjon of
' Pay_ment form showing the method by which it proposes to pay the fine imposed. ’

The Firm specifically and-'voluntaril'y waives any right to claim that it is unable to pay,
now or at any time hereafier, the monetary sanction(s) imposed in this matter.

The sanctions imposed herein shall be effective on a date set by EDGX. .
n.
WAIVER OF PROCEDURAL RIGHTS
" The Firm speclﬁcally and voluntarily waives the followmg rights granted under EDGX Rules
A.. Tohavea Statement of Charges xssued spemfymg the allegations agamst xt

B. Tobe notxﬁed of the Statement of Charges and have the opportumty to answer the
: allegatlons in writing;

C. To defend against the allegations in a disciplinary hearing before a Hearing Panel,'to have a
written record of the hearing made and to have a written decision issued; and

D. To appeal any such demswn to the Appéeals Committee.of the EDGX’s Board of
Directors.and then to the U S. Securmes and Exchange Commission and a U.S. Couit of

Appeals.

Further, the Firm specifically and voluntanly waives any nght to. clalm bias or prejudgment of
the Chief Regulatory Officer (“CRO™}, in connection with his or her participation in discussions -
regarding the terms and conditions of this AWC, or other consideration of this AWC, mcludmg
acceptance or rejection of this AWC.

The Firm further specifically and voluntarily waives any right to claim that a person violated the
ex  parte prohlbltxons of EDGX Rule 8.16, in connection with such person’s or body’s
participation in discussions regarding the terms and conditions of this AWC, or other
conmderatnon of this AWC, including its acceptance or rejection.



A

B.

L

OTHER MATTERS

‘The Firm understands that:

Submission of this AWC is véiuntary and will not resolve this matter unless and until it
has been revieWed and accepted by the CRO, pursuant to EDGX Rule 8.3;

If this AWC is not accepted, its submxssmn will not be used as ev1dence to prove any of
the allega’aons agamst the Firm; and ‘

If accepted.

1.

"This AWC will become part of the Firm’s permanent disciplir;ary record and may

be considered in any future actions brought by EDGX or any other regulator.
against the Fxrm

This AWC wxlI be published on a website mamtamed by EDGX in a¢cordance’
with EDGX Rule 8.18. In addition, this AWC will be made avallable through
FINRA’s public disclosure program in response to public mqumes about the
Firm’s dxscxphnary record; and

The Firm may not take any action or make or permit to be made any public
statement, including in regulatory filings or otherwise, denying, directly or
indirectly,  any finding in this AWC or créate the impression that the AWC is
without factual basis. The Firm may not take any position in any proceedmg

‘brought by or on behalf of EDGX, or to which EDGX is a party, that is

inconsistent with any part of this AWC. Nothing in this provision affects the
Firm’s: (i) testimonial obligations; or (ii) right to take legal or factual posmons in
litigation or other legal proceedings in which EDGX is not a party

. The Firm may attach a Corrective Action Statement to this AWC that is a ‘statement of

demonstrable corrective steps taken to prevent future misconduct. The Firm understands
that it may not deny the charges or make any statement that is inconsistent with the AWC
in this Statement. This Statement does not constitute factual or legal ﬁndmgs by EDGX,
nor does it reﬂect the views of EDGX or its staff:



The undersigned, on behalf of the Firm, certifies that a person duly authorized to act on its behalf
has read and understands all of the provisions of this AWC and has been given a full opportunity
to ask questions about it; that it has agreed to the AWC’s provisions voluntarily; and that no
offer, threat, inducement, or promise of any kind, other than the terms set forth herein and the
prospect of avoiding the issuance of a Complaint, has been made to-induce the Firm to submit it.

e A ‘1" ;Lbj“\ : J.P. Morgan SccurWondem .
Date - . : - / '
. . . : . By: W% ~ 7 . . .
Name: M //‘ é,,, ;-,/zg, ,&/
© Title: }1{&:1770/:/&%/‘

l_;%\:iive;;?}::..z -

Bruce H¢ Newman
WilmerHale - -~
7 World Trade Center

- 250 Greenwich Street
New York, NY 10007 -

(212) 230-8835 _
_(,Vh\\wﬁ ‘ o S Aﬂ%“’\w
Date, = . " Greg Hoogpsian | o
- Senior Vice President & Chief Regulatory Officer
. Bats EDGX Exchange, Inc.
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. THE NASDAQ OPTIONS MARKET LLC
LETTER OF ACCEPTANCE, WAIVER AND CONSENT
NO. 20120348296-07

‘TO: . The NASDAQ Options Market LLC
¢/o Department of Market Regulation
Financial Industry Regulatofy AUthority (“FINRA”)

RE:  J.P. Morgan Securities LLC Respondent
- Broker-Dealer
“CRD No. 79

Pursuant to Rule 9216 of The NASDAQ Stock Market LEC (“Nasdag”)! Code of Procedure, J.P.

Morgan Securities. LLC, (CRD No. 79) -(“JPMS” or the “Firm”) submits this Letter of
Acceptance, Waiver and Consent (“AWC?™) for the purpose of proposing a settlement of the-
‘alleged  rule -violations .described below. This AWC is submitted on the condition that, if
accepted, Nasdaq will not bring any future actions against the firm alleging violations based on
" the same factual findings descnbed herein.’

I.
ACCEPTANCE ANP CONSENT

A. The Firm hereby acéepts and consents, thhout admlttmg or denymg the findirigs, and
solely. for the purposes of this proceeding and any other proceeding brought by or on -
-behalf of Nasdaq, or to which Nasdaq is a party, prior to a hearing and without an .

~ adjudication of any issue of law or fact, to the entry of the followmg findings by Nasdagq:

~ BACKGROUND

1. JPMS, a wholly-owned subsidiary of JPMorgan Chase & Co., is a Delaware limited:
liability company headquartered in New" York, New York. The Firm provides
services to corporate and broker-dealer clients.and institutional investors, provides
wealth management and- brokerage services to individuals, and acts as.an agency
broker-dealer, providing market access and execution services ‘to.market participants
(“Market Access Clients™) for a wide variety of products. :

2. The Firm has been registered as a member of The NASDAQ Options Market LLC
(“NOM?” or the “Exchange”) since March 12, 2008, and with FINRA since December
17,.1936. Its registrations remain m effect. The Firm does not have a relevant
dlscxplmary hlstory o

S_um.‘z

3. In Matter No. 20140411208, the Options Regulation Section of FINRA’s Department
of Market Regulation (“Market Regulationi”) reviewed cancel-replace and buy-sell

YAl NASDAQ Options Market LLC di;ciplinary matters are governed by the Nasdaq Code of Procedure.

STAR No. 20120348296 (includes STAR No. 20140411208) (G)



looping of orders on-multiple occasions, which caused high levels of options message

- traffic during various periods in 2014, and the Firm’s risk management controls and

. supervisory procedures for compliance with Rule 15¢3-5 of the Securities Exchange
Act of 1934 (“SEA”) (the “Market Access Rule”). e

. The ‘above matter, as well as Matter No. 20120348296, was part of several
investigations conducted by Market Regulation on behalf of the Exchange and other
. self-regulatory ofganizations, including NYSE Arca Equities, Inc., New York Stock

Exchange, Inc., The NASDAQ Stock Market LLC, Bats BZX Exchange, Inc., Bats
BYX Exchange, Inc., Bats EDGX Exchange, Inc., NYSE Arca Options, Inc., and
NASDAQ PHLX LLC (collectively, the “SROs™), to review the Firm’s compliance
with the Market Access Rule and the supervisory rules.of the relevant SROs,
including Chapter III, Sections 1, 2(a) and 2(a)(i) of the NOM Rules, and Nasdaq
Rules 3010 and 2010A, during the perrod of May 2012 through at least April 2016
(the “Review Period”). '

. As aresult of Market Regulation’s investigations, it was determined -that, during the
Review Period, JPMS failed to establish, document, and maintain a system of risk
management controls and supervisory procedures, including written supervisory -
procedures and an adequate system of follow-up and review, reasonably designed to
manage the financial, regulatory, and other risks of its market access business.

. Specifically, during the Review Period, the Firm failed to establish, document, and
maintain a system of risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders by rejecting orders that *
exceed appropriate price or size parameters, or that indicate duplicative orders, in
violation of SEA Rules 15¢3-5(b) and (c)(1)(ii), and Chapter III, Sections 1, 2(a) and -
2(a)(i) of the NOM Rules, and Nasdaq Rules 3010 and 2010A. -

Yiolative Conduct
Applicable Rules -

. During the Review Period, SEA Rule 15¢3-5(b) required broker-dealers that provide
market access to establish, document, and maintain a system of risk management
controls and supervisory procedures reasonably designed to manage the ﬁnanc1al
regulatory, and other risks of their market access business. 2

During the Review Period SEA Rule 15¢3-5(c)(1)(ii) required market access broker-
dealers to have financial risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders, by rejecting orders that
exceed appropriate price or size parameters, on an order-by-order basis or over a short
period of time, or that indicate duplicative orders.

2 Rule 15¢3-5 requires that broker-dealers providing market access must “appropriately control the risks associated
with market access so as not to jeopardize their own financial condition, that of other market participants, the
integrity of trading on the securities markets, and the stability of the financial system.” 75 Fed. Reg 69792, 69792
(Nov. 15, 2010); see 17 C.F.R. § 240.15¢3-5.
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9 Rule 15¢3-5 requires, among other things, that a broker-dealer with market access
document its system of risk management controls and supervisory procedures that are
designed to manage the financial, regulatory,-and other risks of market access. The-
broker-dealer must preserve a copy of its silperv1sory procedures .and “a written
description of its risk management controls” as part of its. books and records for the
_time period requlred by SEC Rule 17a-4(e)(7).> The required written description is
intended, among other things, to assist SEC and SRO staff fo assess the broker-
dealer’s compliance with the rule. Exchange Act Release No. 34-63241, 75 Fed. Reg.
69792, 69812 (Nov. 15, 2010). .

10. Durmg the Review Perlod Chapter III Sectxon 1 of the NOM Rules required, among
other things, that every Options Participant supervise persons associated with the
Participant to assure compliance therewith, and Chapter ITI, Sections 2(a) and 2(a)(i)
of the NOM Rules required, among other things, that each Options Participant
comply with the Options Participant’s and associated. persons’ obligations under the
Rules of the Exchange and any other relevant laws, rules, mterpretatlons and
obligations. A

11. During the Review Period, Nasdaq Rule 3010(a) required, among other things, that
each member firm to “establish and maintain a system to supervise the activities of
each . . . associated person[,]” and that such system must be “reasonably designed to
achleve compliance. with apphcable securities laws and regulations. and with
applicablé Nasdaq Rules.”

12. During the Review Period, Nasdag Rule 2010A prbvided that member firms, in the
conduct of their business, shall observe hlgh standards of commercial honor and just
and equitable prmmples of trade.

Overview of JPMS’s Market Access Systems

13. During the Review Period, JPMS was a significant market access provider, acting as .
the gateway to U.S. securities markets and executing tens of millions of trades per
day for its Market Access Clients. '

14. During the Review Period, JPMS had a number of different Divisions through which
orders were sent to various markets, and each Division had a-number of different
Desks (i.e., areas of operation).* These Divisions included the. Firm’s Global Wealth
Management Division, and the Institutional Equites Division. )

15. During the Review Period, JPMS used a variety of systems (e.g., order management
systems, algorithms, etc.,) through which its Market Access Clients and traders
entered orders for routing to and execution on various U.S. securities markets,

3 See 17 C.F.R. § 240.15¢3-5(b), which by virtue of 4 cross-reference to Rule 17a-4(e)(7), requn'es a broker-dealer
to maintain and preserve such description “until three years aﬁer the termination of the use of” the document. See
17 CF.R. §240.17a-4(e)(7).

* For the Firm’s options business, this also mcluded the Firm’s Electronic Market Makmg (“EMM*) desk that was -
used by the Firm to enter quotes. .



including the SROs.” Several of those systems contained controls and filters to which
the orders.submitted were subjected.  In addition, JPMS assigned and applied various
controls to individual Market Access Clients and traders to which orders submitted by -
those clients and traders were subjected before submission to the various markets.

Inadequa te Options Pre-'}‘rade Order Controls for Messaging Activig :

- 16. During the Review Period, JPMS failed to have reasonable risk management controls
to prevent Firm programs and algonthms from submitting cancel-replace and buy-sell
looping of orders on multiple occasions, which caused high levels of options message
traffic on the Exchange, NYSE Arca Options, Inc., and NASDAQ PHLX LLC (the :
“Options SROs™).

17. During the period of January 2014 through July'2014, a system design, specifically
. the manner in which the system responded to market data given the inherent latency -
between message entry and acknowledgement from an exchange and the time it was
- reflected in market data, caused the Firm’s EMM desk via its Options EMM system
to engage in the above looping activity for messages entered by the Firm on the
Options SROs.f

18. During the period of January 2014 through July 2014, the EMM system had the -
ability to withdraw all quotes from the market, if necessary, and the Firm had a T+1
report to review for high message counts. - Although the Firm also had a real-time
surveillance designed to monitor for high message entries, it did not prevent the -
looping activity that occurred on the Options SROs between January 2014 and July
2014.

19. While the Firm’s post-trade surveillance did flag the act1v1ty at issue on the Options

 SROs and the Firm was aware of the system design issue that was causmg the activity -
by January 2014, the Firm failed to resolve the issue until August 2014, and thus
caused repeated entry of unintended elevated messaging activity into the markets for
the Options SROs.”

© 20. The acts, practices, and conduct described above in paragraphs-16 through 19 constitute
violations of SEA Rules 15¢3-5(b) and (c)(1)(ii), and Chapter III, Sections 1, 2(a) and
2(a)(i) of the NOM Rules, and Nasdaq Rules 3010 and 2010A.
B. The firm elsb coneents to the_tmposition of the following sanctions:

1. A censure, and

2. A A ﬁne in the amount of $800 000, of whlch $20,000 is payable to NOM. 8

$ For the Flrm s optlons busmess, this also included the Firm’s EMM system.
¢ As of November 28, 2014, the EMM desk was dissolved and thus ceased operating,

"7 JPMS did not, however, receive any executions in-any option in which the messages were entered.
8 The balance of the sanction will be paid- to the self-regulatory orgamzatlons listed in Paragraph B.3.
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Acceptance of this AWC is conditioned upon acceptance of similar settlement
agreements in related matters between JPMS and each of the following self-
regulatory organizations: Bats BZX Exchange, Inc., Bats BYX Exchange, Inc.,
Bats EDGX Exchange, Inc., The NASDAQ Stock Market LLC, New York Stock
Exchange, LLC, NYSE Arca Equities, Inc NYSE Arca Optrons, Inc., and
NASDAQPHLX LLC.

The Firm agrees to pay the monetary sanctron(s) in accordance with its executed Electron
of Payment Form. .

The Firm specifically and voluntarily waives any right to claim that it is unable to pay,
now or at any time hereafter, the monetary sanction(s) imposed in this matter.

The sanctions imposed herein shall be effective on a date set by FINRA staff.

II.
WAIVER OF PROCEDURAL RIGHTS .

The Firm spectﬁcally and voluntanly waijves the followmg rights granted under Nasdaq's Code.

" of Procedure:
A.
B."

D. -

To have a Formal Complaint issued specifying the allegations against'the Firm;

To be notified of the Formal Complamt and have the opportunity to answer the
allegations in wrmng,

To defend against the allegations in a disciplinary hearing before a hearing panel,
to have a written record of the hearing made and to have a written decision 1ssued
and .

To appeal any such decision to the Nasdaq Review Councrl and then to the U.S.’

- Securities and Exchange Comm1ss1on and a U.S. Court of Appeals

Further, the Frrm speclﬁcally and voluntarlly waives any right to claim bxas or prejudgment of
the Chief Regulatory Officer, the Nasdaq Review Council, or any member of the Nasdaq Review
Council, in connection with such person’s or body’s participation in discussions’ regarding the
terms and conditions of this AWC, or other consideration of th1s AWC, mcludmg acceptance or
rejection of this AWC. :

- The Firm further spemﬁcally and voluntarlly walves any right to claim that a person v1olated the
ex parte prohibitions of Rule 9143 or the separation of functions prohibitions of Rule 9144, in
" connection with such person’s or body’s partrczpatxon in discussions regarding the terms and
conditions of this AWC, or other consrderatron of this AWC, including its acceptance or

rejection.



.
OTHER MATTERS

The Firm undcrstands that:

A.

* Submission of this AWC is voluntary and will not resolve this matter unless and
.until it has been revxewed and accepted by FINRA’s Department of Market

Regulation and the Nasdaq Review Council, the Review Subcommittee, or the .
Office of Disciplinary Affairs (“ODA”), pursuant to Nasdaq Rule 9216;

If this AWC is not accepted, its submission will not be used as evidence to prove
any of the allegatlons against the firm; and

If accepted:

1. this AWC will become part of the Firm’s permanent discipiinary record

and may be considered in any future actlons brought by Nasdaq or any
other regulator against the Firm;

2. Nasdaq may release this AWC or make a public announcement concerning
this agreement and the subject matter thereof in accordance with Nasdagq
" Rule 8310 and IM-8310-3; and .

3. The Firm may not take any action or make or permit to be made any

public statement, including in regulatory filings or otherwise, denying,
directly or indirectly, any finding in this AWC or create the impression
that the AWC is without factual basis. The Firm-may not take any
position in any proceeding brought by or on behalf of Nasdag, or to which
Nasdaq is a party, that is inconsistent with any part of this AWC. Nothing
in this prov1s1on affects the Firm’s right to take legal or factual positions
in htlgatlon or other legal proceedings in which Nasdaq is not a party.

The Firm may attach a Correctlve Action Statement to thls AWC that is a
statement of demonstrable corrective steps taken to prevent future misconduct.

The Firm understands that it may not deny the charges or make any statement that
is inconsistent with the AWC in-this Statement. This .Statement does not

_constitute factual or legal ﬁndmgs by Nasdaq, nor does. it reflect the views of
. Nasdagq or its staff. -



" The undersigned, on behalf of the Firm, certifies that a person duly authorized to act on its behalf
has read and understands all of the provisions of this. AWC and has béen given a full opportunity
to ask questions about it; that it has agreed to.the AWC’s provisions voluntarily; and that no
offer, threat, inducement, or promise of any kind, other than the terms set forth herein and the
prospect of avoiding the issuance of a Complaint, has been made to induce the firm to-submit it.

Date ‘
By:

Nawer G e

4 / 2 / [1 . , . JP. Mzga’n/ecuriﬁe& L ,‘Res ondent

Title: M% p,'/&p//\

Re iewed by 0
g’\l/“\ W"l’\

Bruce H. Newman

WilmerHale

7 World Trade Center

250 Greenwich Street

New York, NY 10007
(212) 230-8835 * -

Counsel for Respondent

Accepted by The NASDAQ Options Market LLC:

. Ro} ertA Marchman, g
Executive Vice Presidefit, Legal Section
Pepartment of Markét Regulation

Signed on behalf of The NASDAQ Options Market
- LLC, by delegated authorlty from the Director of
ODA



THE NASDAQ STOCK MARKET LLC
- LETTER OF ACCEPTANCE; WAIVER AND CONSENT
-  NO. 2012034829603

TO The NASDAQ Stock Market LLC :
c/o Department of Market Regulation :
Financial Industry Regulatory Authonty (“FINRA™)

RE: . ].P. Morgan Securities LLC, Respondent
Broker-Dealer
"CRD No 79

Pursuant to Rule 9216 of The NASDAQ Stoek Matket LLC (“Nasdaq or the “Exchange”) Code
of Procedure, J.P. Morgan Securities LLC, (CRD No. 79) (“JPMS” or the. “Flrm”) submits this
Letter of Acceptance, Waiver and Consent (*AWC”) for the purpose of proposing a settlement of
the alleged rule violations described below. This AWC is submitted on the condition that, if
accepted, Nasdaq will not bring any future actions against the ﬁrm allegmg violations based on
the same factual findings described herein.

I.
ACCEPTANCE AND CONSENT.

A.  The firm hereby accepts and consents, without admitting or denying the findings, and
solely for the purposes of this proceedmg and any other proceeding brought by or on
behalf of Nasdaqg, or to which Nasdaq is a party, prior to a hearing and without an
adjudlcatlon of any issue of law or fact, to the entry of the followmg findings by Nasdaq

‘BACGO

1. JPMS, a wholly—owned subsidiary. of JPMorgan Chase & Co isa Delaware hmxted
11ab111ty company headquartered in New York, New York. The Firm provides
services to corporate and broker-dealer clients and ‘institutional investors, prov1des
wealth management and brokerage services to individuals, and acts as an agency
broker-dealer, providing market access and execution sérvices to market participants

' (“Market Access Clients”) for a wide vanety of products

2. The Firm has been registered w1th Nasdaq since July 12, 2006, and with FINRA since
Deécember 17, 1936. Its registrations remain in effect. The Firm does not have a
relevant disciplinary history.

Summagz

3. In Ma’cter No. 20120348296, the Market Analysis, Sectlon of FH\IRA ) Department of
Market Regulanon (“Market Regulation™) reviewed a Clear[y Erroneous Execution
(“CEE”) petition filed on the Exchdnge on December- 19, 2013, and the Fxrm s risk

STAR No. 20120348296 (includes STAR Nos. 20140422079, 20150478122, and 20160486998) (G)



E

management controls and supervisory procedures for compliance with Rule 15¢3-5 of
the Securities Exchange Act of 1934 (“SEA”) (the “Market Access Rulse”).l

4. In Matter No. 20140422079, the Market Analysis Section of Markef Regulation -
reviewed CEE petitions filed on the Exchange between August 7, 2014 and January
21, 2015, and the Firm’s compliance with the Market Access Rule.

-5. In Matter No. 20150478122, the Market Manipulation Investigations Sectiori of
Market Regulation conducted reviews of potentially violative or mampulatlve trading
by JPMS customers that occurred on the Exchange on three dates in July 2015, and
the Firm’s compliance with the Market Access Rule

6. In Matter No. 20160486998, the Market Analysis Sectlon of Market Regulation
reviewed CEE petitions filed on the Exchanige between January 27, 2016 and April
14, 2016, and the Fum s compliance with the Market Access Rule.

7. The above matters were part of investigations conducted by Market Regulation on
behalf of the Exchange and other self-regulatory organizations, including Bats BZX
Exchange, Inc., Bats BYX Exchange, Inc., Bats EDGX Exchange, Inc., New York
Stock Exchange, Inc., NYSE Arca Equities, Inc., NYSE Arca Options, Inc., The
NASDAQ Options Market LLC, and NASDAQ PHLX LLC (collectively, the
“SROs™), to review the Firm’s compliance with the Market Access Rulé and the
supervisory rules of the relevant SROs, including Nasdaq Rules 3010 and 2010A,
during the period of May 2012 through at least April 2016 (the “Review Period”). .

8. As a result of Market Regulation’s investigations, it was determmed that, during the
"~ Review Period, JPMS failed to establish, document, and maintain 4 systém of risk
management controls and supervisory procedures, including writtern supervisory
procedures and an adequate system of follow-up and review, reasonably designed to -
manage the financial, regulatory, and other risks of its market access business..

9. Specifically, during the Review Period, the Firm failed to establish, document, and
maintain a system of risk management controls and supervisory . procedures
reasonably designed to prevent the entry of erroneous orders by fejecting orders that
exceed appropriate price or size parameters, or that indicate duplicative orders, in
violation of SEA Rules 15¢3-5(b) and (c)(1)(ii), and Nasdaq Rules 3010 and 2010A.

Violaﬁve Conduct

Applicable Ruies

10. During the Review Period, SEA Rule 15¢3-5(b) required broker-dealers that providé
market access to establish, document, and maintain a system of risk management

! The SEC adopted Rule 15c3-5 effective July 14, 2011, See 17 CF.R. $ 240.1503-5; Risk Manizgement Controls
Jor Brokers or Dealers with Market Access, 75 Fed. Reg. 69792, 69792 (Nov. 15, 2010) (Final Rule Release),
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controls and supervisory procedures reasonably designed to manage the financial,
_ regulatory, and other risks of their market access business.

11. During the Review Period, SEA Rule 15¢3-5(c)(1)(ii) required market access broker-
dealers to have financial risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders, by rejecting orders that
exceed appropriate price or. size parameters, on an order-by-order basis or over a short
period of time, or that indicate duplicative orders.

. 12. During the Review Period, SEA Rule 15¢3-5(c)(2) required ‘market access broker- .
dealers to- have regulatory risk management controls and supeérvisory .procedures
reasonably designed to ensure compliance with all regulatory requirements. '

13. Rule 15¢3-5 requires, among other things, that a broker-dealer with market access
document its system of risk management controls and supervisory procedures that are
designed to manage the financial, regulatory, and other risks of market access. The
broker-dealer must preserve a copy of its supervisory procedures and “a written
description of its risk management controls™ as part of its books and records for the
time period required by SEC Rule 17a-4(¢)(7). The required written description is
intended, among other things, to assist SEC and SRO staff to assess the broker-
dealer’s compliance with the rule. Exchange Act Release No. 34-63241, 75 Fed. Reg.
69792, 69812 (Nov. 15, 2010).

14. During the Review Period, Nasdaq Rule 3010(a) required, among other things, that
each member firm to “establish and maintain a system to supervise the activities of
each . . . associated person[,]” and that such system must be “reasonably designed to
achieve compliance with applicable securities laws and regulations and with -
applicable Nasdaq Rules.” :

15. During the Review Period, Nasdaq Rule 2010A provided that member firms, in the

conduct of their business, shall observe high standards of commercial honor and just '

and equitablé principles of trade.

Overview of JPMS’s Market Access Systems

16. During the Review Period, JPMS was a significant market access provider, acting as
the gateway to U.S. securities markets and executing tens of mllllons of trades per
day for its Market Access Clients.

% Rule 15¢3-5 requires that broker-dealers providing market access must “appropriately control the risks associated
with market access so as hot to jeopardize their own financial condition, that of other market participants, the
integrity of trading on the securities markets, and the stablhty of the ﬁnancxal systemi.” 75 Fed, Reg. 69792, 69792
(Nov. 15, 2010); see 17 C.F.R. § 240.15¢3-5.

3 See 17 C.F.R. § 240.15¢3-5(b), which by virtue of a cross-reference to Rule 17a-4(e)(7), requires a broker-dealer
to maintain and preserve such description “until three years afier the termination of the use of”* the document. See
17 CF.R. § 240.17a-4(e)(7).



17. During the Review Period, JPMS had a number of different Divisions through which

18.

orders were sent to various markets, and each Division had a number of different -
Desks (i.e., areas of operation). These Divisions included the Firm’s Global Wealth
Management Division, and the Institutional Equites Division.’

During the Revi.éw" Period, JPMS used a variety of éystems (e.g., order management

‘systems, algorithms, etc.) through which its Market Access Clients and traders

entered orders for routing to and execution on various U.S. securities markets,
including the SROs. Several of those systems contained controls and filters to which
the orders submitted were subjected. In addition, JPMS assigned and applied various
controls to individual Market Access Clients and traders to which orders submitted by
those clients and traders were subjected before submission to the various markets.

19. Depending on the Market Access Client or Firm trader, JPMS generally implemented

at least one of the following pre-trade confrols: a duphcate order control; a single
order notional control (i.e., the value of an order, which is generally calculated by
multiplying the share price by the amount of shares); a single order quantity control;
an average daily trade volume (“ADTV”) control; and a price limit control applicable
to limit orders. The combination of controls and the limits at which these controls
were set varied depending upon the Market Access Client or trader.

Inadequate Pre-Trade Erroneous Order Controls

20. Despite the various pre-trade controls and filters designed to prevent the entry of

erronieous orders that the Firm had in place during the Review Period, the Firm failed -
to implement reasonably designed pre-trade risk management controls applicable to -
orders submitted by certain Market Access Clients and certain Firm traders, and

failed to establish and implement supervisory procedures reasonably. designed to

" prevent the entry of certain erroneous orders during the Review Period, as set forth

21.

below.

Because JPMS’s pre-trade controls were not reasonably designed as applied to certain
of the Firm’s Market Access Clients and traders, JPMS did not prevent the.
transmission of certain erroneous equity orders to the SROs and to the Exchange,
causing 14 erroneous order events resulting in CEE filings with the SROs and the
Exchange, three volatility trading pauses (“VTPs”)* and one request for a voluntary
bust (involving 77 trades). .These orders caused price movement in the related”
securities of between 10% and 188%.

22, There were several primary deficiencies in JPMS’s pré-trade price and size controls

that resulted in the submission of the orders that caused the above mentioned CEE
filings. For example, certain of the Firm’s trader specific and Market Access Client
specific controls during the Review Period only employed soft-blocks that could

4 A VTP (ie., market-wide trading pause) will generally occur when a security falls or rises by a designated
_percentage within a certain time frame (e.g., 10% to 50% depending on the security in a 5-minute time period).

4



23.

easﬂy be ovemdden by the Firm’s traders; ¢ausing them to be ineffective w1thout
additional reasonable controls.

Further, in some instances the Firm did not include controls that took into account the
individual characteristics of a security, such as the ADTV of a security, and when it

.did implement an ADTV control it was generally set too high to be effective and was

therefore not reasonably designed, absent additional reasonable controls. Similarly,
when the Firm implemented single order notional and quantity controls, they were
also set too high to be effective without additional reasonable controls. For example,
with regard to the Market Access Clients and traders responsible for the erroneous
orders referenced in paragraph 21, one trader at issue had only a single order quantity
control and just three Market Access Clients had ADTV controls assigned by the
Firm.

24. In addition, a control applicable to limit orders for at least one Market Access Client,

25.

called the “Out of Range/Price Check” control, had a generally applicable price check
that was set at a particular percentage away from the last sale or the previous day’s
close or the average of the national best bid or offer (“NBBO”), which was too high
to prevent thie entry of erroneous orders entered during pre-market trading hours
without additional reasonable controls.

In at least two instances, the Firm’s controls were not applied because, as designed,

the controls did not apply to orders that had been amended or modified. For example,
on ‘April 13, 2016, a Firm Market Access Client submitted a Volume Weighted
Average Price (“VWAP”) limit order to sell 175,000 shares of “DEF™ at $37.28 a
share, which was received into the Firm’s proprietary sales order management system
for low touch orders.® This limit order triggered the ADTV limit control applied to
this Client’s orders (the order was 18.55% of the ADTV) and was ‘subsequently
reviewed by a Firm trader who decided to release the order into the market. The
Market Access Client theéreafter entered a cancel and replace order, ultimately
replacing the VWAP limit order with a market order. Upon doing so, this order did
not trigger any of the Firm’s pre-trade order controls for erroneous orders, because
the market order was classified as an amended order and the controls did not apply to
amended orders. Thus, the 175,000 share market order was directly submitted to the
markets without being reviewed by the controls and filters resulting in executions on
the Exchange. The lowest order execution pricé was 10.86% away from the
security’s closing price. The Firm consequently filed a CEE petition. As a result of
this incident, the Firm subsequently amended its controls such that they now apply to
amended orders.

26. The acts, practices, and conduct described above in paragraphs 20 through 25 constitute

violations of SEA Rules 15¢3-5(b) and (c)(1)(ii), and Nasdaq Rules 3010 and 2010A.

5 A generic identifier has been used in place of the name of this security.
8 A “low touch” order is generally submitted directly to an exchange without any interaction by the Firm or its

traders.



' Inédegnate Snmrvision of Customer Trading

"27.During 2015, JPMS used a series of post-trade surveillance reports run by a
commercial non-proprietary Thlrd-Party Surveillance System (“Third-Party
Surveillance System™) to monitor and review customer trading activity to detect,
escalate and ultimately prevent potentially violative or manipulative trading activity,
including layering’ and spoofing.?

" 28. Pursuant to the parameters in the Third-Party Surveillance System utilized by the
Firm, several thresholds must be met in order to generate layering and spoofing alerts
on the Firm’s exception reports. Certain of these thresholds, however, were set at
levels that were unreasonable to detect activity that may be indicative of layermg and
spoofing activity. '

29. For example, one threshold requires that potential non-bona fide orders must be
priced within a certain number of ticks of the NBBO which, as currently employed by
the Firm, would fail to identify instances of potential layering or spoofing when the
non-bona fide orders were displayed and priced at the NBBO or established a new

. best bid or offer.’ Additionally, another threshold requires that the volume on the
opposite side of the market must exceed a certain set percentage of the ADTV of the
relevant security for the preceding 30 day period in order for an alert to be generated.
However, since this percentage is the same for all securities regardless of the ADTV
of a security, this exception report would be less likely to identify potentlal layering
or spoofing in a security with a significant ADTV. ,

30, As-aresult of the above, JPMS failed to adequately supervise certain of its.customers_’
trading, and failed to detect potentially violative layering activity that occurred on at
least three days on the Exchange in July 2015,

31. The acts, practices, and conduct described above in paragraphs 27 through 30
constitute violations of SEA Rules 15¢3-5(b) and (c)(2), and Nasdaq Rules 3010 &nd
2010A.

7 Layering is a form of market manipulation that typically includes placement of multiple limit orders on one sidé of
the market at various price levels that are intended to create the appéarance of a change in the levels of supply and
demand. In some instances, layering involves placing multiple limit orders at the same or varying prices across
multiple exchanges or other trading venues. An order is then executed on the opposite side of the market and most,
if not all, of the multiple limit orders are immediately cancelled. The purpose of the multiple limit orders that are
subsequently cancelled is to induce, or trick, other market participants to enter orders due to the appearance of
intetest created by the orders such that the trader is able to receive a more favorable execution on the opposite side
of the market.
8 Spoofing is also a manipulative trading tactic designed to induce other market parnclpants into executing trades. .
Spoofing is a form of market manipulation that generally involves, but is not limited to, the market manipulator
- placing an order or orders with the intention of cancelling the order or orders once they have triggered some type of
market movement and/or response from other market participants, from whlch the market manipulator might benefit
by trading on the opposite side of the market.
% In April 2017, JPMS began using an additional spoofing exception report that considers ordérs dxsplayed and
prlced at the NBBO.



‘B..

The Firm also ¢onsents to the imposition of the following sanctions:

1.

2.

A censure;

" A fine in the amount of $800,000, of which $115,000 is payable to Nasdaq; ' and

An undertaking requiring the Firm to address the Market Access Rule deficiencies
described in this AWC and to ensure that it has implemented controls and
procedures that are reasonably designed to achieve comphance with the rules-and
regulations cited herein. C

Within 90 days of the date of this AWC, JPMS shall submit to the
COMPLIANCE ASSISTANT, LEGAL SECTION, MARKET REGULATION
DEPARTMENT, 9509 KEY WEST AVENUE, ROCKVILLE, MD 20850, a
written report, certified by a senior management Firm executive, to
MarketRegulationComp@finra.org that provides the following information:

.i. A reference to this matter;
ii. A representation that the Firm has addressed each of the deficiencies .
described above, including the specific measures or enhancements taken to

address those deficiencies; and

iti. The date(s) this was completed

The Department of Market Regulatlon may, upon a showing of good cause and in-

its sole discretion, extend the time for compliance with these provisions.

Acceptance of this AWC is. conditioned upon accepta:nce of s1m1lar settlemert
agreements in related matters between JPMS and each of the following self-
regulatory organizations: Bats BZX Exchange, Inc., Bats BYX Exchange, Inc.,

Bats EDGX Exchange, Inc., New York Stock Exchange LLC., NYSE Arca
Equities, Inc., NYSE Arca Options, Inc., The NASDAQ Optlons Market LLC,
and NASDAQ PHLX LLC. '

The Firm agrees to pay the moneta.ry sanction(s) in accordance w1th 1ts executed Election

of Payment Form.

The Firm speciﬁcaily and voluntarily wéives any right to claim that it is unable to cay,

now or at any time hereafier, the monetary sanction(s) imposed in this matter.

The sanctions imposed herein shall be effective on a date set by FINRA staff:

1° The balance of the sanction will be paid to the self-regulatory organizations listed in Paragraph B.4.
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IL
‘WAIVER OF PROCEDURAL RIGHTS

".. The Firm speclﬁcally and voluntarily waives the following rights granted under Nasdaq s Code
of Procedure: .

A. | To have a Formal Complaint issued specifying the allegations against it;

B. To be notified of the Formal Complaint and have the opportumty to answer the
_ allegations in wrltmg,

C. To defend against the allegations in a disciplinary hearing before a hearing panel, to have
a written record of the hearing made and to have a written decision issued; and

D. To appeal any such decision to the Nasdaq Review Council and then to.the -U.S. -
Securities and Exchange Comm1ssxon and a U.S. Court of Appeals

Further, the F1rm specifically and voluntatily waives any right to claim bias or prejudgment of
the Chief Regulatory Officer, the Nasdaq Review Council, or any membet of the Nasdaq Review
Council, in connection with such person’s or body’s patticipation in discussions regarding the
terms and conditions of this AWC, or othet con31derat10n of this AWC, including acceptance or
- rejection of this AWC,

The Firm further specifically and voluntarily waives any right to claim that a person violated the
ex parte prohibitions of Rule 9143 or the separation of functions prohibitions of Rule 9144, in,
connection with such person’s or body’s participation in discussions regarding the terms and
- conditions of this AWC, or other consideration of this AWC including its accéptarice or
, rejectnon

m’ | .
OTHER MATTERS
The Firm understands that:

A. Submission of this AWC is voluntary and will not resolve this matter unless and until it

' has been reviewed and accepted by FINRA’s Department of Market Regulation and the
Nasdaq Review Council, the Review Subcommittee, or the Office of Disciplinary Affairs
(“ODA”), pursuant to Nasdaq. Rule 9216; :

B. If this AWC is not accepted, its submission will not be used as evidence to prove any of
" the allegations against the Firm; and

C. If accepted

1. This AWC w111 become part of the F1rm s permanent disciplinary record and may
be considered in any future actlons brought by Nasdaq or any other regulator :
against the Firm;,



2. Nasdaq may release this AWC or make a public announcement concerning this
" agreement and the subject matter thereof in accordance with Nasdaq Rule 8310
and IM-8310-3; and :

3. The Firm may not take any action or make or permit to be made any public
' statement, including in regulatory filings or otherwise, denymg, directly or
indirectly, any finding in this AWC or create the lmpress1on that the AWC is
without factual basis. The Firm may not take any position in any proceedmg
brought by or on behalf of Nasdaq, or to which Nasdaq is a party, that is
inconsistent with any part of this AWC. Nothing in this provision affects the
Firm’s right to take legal or factual positions in litigation or other legal
proceedings in which Nasdaq is not a party. ‘

D. The Firm may attach a Corrective Action Statement to this AWC that is a statement of
demonstrable corrective steps taken to prevent future misconduct. The Firm understands
that it may not deny the charges or make any statement that is iniconsistent ‘with the AWC
in this Statement. This Statement does not constitute factual or legal findings by Nasdagq,
nor does it reflect the views of Nasdaq or its staff.

The undersigned, on behalf of the Firm, certifies that a person duly authorized to act on its behalf
has read and understands all of the provisions of this AWC and has been given a full opportunity
to ask questions about it; that it has agreed to the AWC’s provisions voluntarily; and that no
offer, threat, inducement, or promise of any kind, other than the terms set forth herein and the
prospect of avoiding the issuance of a Complaint, has been made to induce the Firm to submit it. .

- b / 7 / [ ' J.P. Morgan Seeurities, LLC, Respondent -
Y S G | M )

Reviewed by:

%/4&1,-\

Bruce H. Newman
WilmerHale

7 World Trade Center
250 Greenwich Street
New York, NY 10007
(212) 230-8835

Counsel for Respondent -



Accepted by Nasdag:

/07

r 4 [ 4

Date

" Signed on behalf of Nasdaq, by delegated
authority from the Director of ODA
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THE NEW YORK STOCK EXCHANGE LLC :
LETTER OF ACCEPTANCE, WAIVER AND CONSENT .
' NO. 20120348296—02

"TO: New York Stock Exchange LLC :
c/o Department of Market Regulation
Financial Industry Regulatory Authority (“FINRA”)

RE: J.P. Morgan Securities LLC, Respondent
Broker-Dealer
CRD No. 79

Pursuant to Rule 9216 of the New York Stock Exchange LLC (“NYSE”' or the “Exchange™)
Code of Procedure, J.P. Morgan Securities LLC, (CRD No. 79) (“JPMS” or the “Firm”) submits

- this Letter of Acceptance, Waiver and Consent (“AWC>) for the purpose of proposing a

. settlement of the alleged rule violations described below. This AWC is submitted on the
condition that, if accepted, NYSE will not bring any future actions against the F1rm allegmg_
violations based on the same factual fi ndings described herein.

L
ACCEPTANCE AND CONSENT

A.  The Firm hereby accepts and consents, without admitting or denying the findings, and
solely for the purposes of this proceeding and any other proceeding brought by or on
behalf of NYSE, or to which NYSE is a party, prior to a hearing and without an
adJudlcatlon of any issue of law or fact, to the entry of the following findings by NYSE:

1.

BACKGROUND

JPMS, a wholiy—owned subsidiary of JPMorgan Chase & Co., is a Delaware limited
liability company headquartered in New York, New York. The Firm provides
services to corporate and broker-dealer clients and institutional investors, provides

" wealth management and brokerage services to individuals, and acts as an agency

broker-dealer, providing market access and execution services to mar ket participants
(“Market Access Clients”) for a wide varlety of products.

The Firm has been registered with NYSE since November 17, 1982, and w1th FINRA
since December 17, 1936. Its registrations remain in effect The Firm does not have
a relevant disciplinary history.

Summary

<

In Matter No. 20140422079 the Market Analysis Section of FINRA’s Department of
Market Regulation (“Market Regulation”) reviewed a Clearly Erroneous Execution

. (“CEE”) petition filed on the Exchange on January 21, 2015, and the Firm’s

STAR No. 20120348296 (includes STAR Nos. 20140422079 and 20140411875) (JG)



compliance with Rule 15c3 5 of the Securities Exchange Act of 1934 (“SEA”) (the
“Mar] ket Access Rule”) '

4. In Matte_r No. 20140411875, the Market Analysis Section of Market Regulation

~ reviewed concentrations of messages submitted by.the Firm on the Exchange between
October 2013 and September 2014, and the Firm’s compliance with the Market
Access Rule.

.5. The above matters, as well as Matter No. 20120348296, were part of investigations
. conducted by Market Regulation on behalf of the Exchange and other self-regulatory
organizations, including The NASDAQ Stock Market LLC, Bats BZX Exchange,
Inc., Bats-BYX Exchange, Inc., Bats EDGX Exchange, Inc., NYSE Arca Equities,
Inc., NYSE Arca Options, Inc., The NASDAQ Options Market LLC, and NASDAQ
PHLX LLC (collectively, the “SROs”), to review the Firm’s compliance with the
- Market Access Rule and the supervisory rules of the relevant SROs, including NYSE
Rule 342 (prior to 12/1/14) and NYSE Rule 3110 (on or after 12/1/14), and NYSE -
Rule 2010 durmg the perlod of May 2012 through at least Aprll 2016 (the “Review
Period”).

6. As a result of Market Regulation’s investigations, it was determined that, during the

'Review Period, JPMS failed to establish, document, and maintain a system of risk

management controls and supervisory procedures, including written supervisory

- procedures and an adequate system of follow-up and review, reasonably designed to
manage the financial, regulatory, and other risks of its market access business. .

7. Specifically, during the Review Period, the Firm failed to establish, document, and
maintain a system of risk. management controls' and supervisory procedures
reasonably designed to prevent the.entry of erroneous orders by rejecting orders that

. exceed appropriate price or size parameters, or that indicate duplicative orders, in
violation of SEA Rulés 15¢3-5(b). and (c)(1)(ii), and NYSE Rule 342 (prlor to
12/1/ 14) and NYSE Rule 3110 (on and after 12/1/14), and NYSE Rule 2010.

Vlolatlve Conduct

’ Applicable Rules

8. During the Review Period, SEA Rule 15¢3- 5(b) requ1red broker- dealers that provide
market access to establish, document, and maintain a system of risk ‘management
controls and supervisory procedures reasonably designed to manage the financial,
regulatory, and other risks of their market access business.

! The SEC adopted Rule 15¢3-5 effective July'14, 2011. See 17 C.F.R. § 240.15¢3-5, Risk Management Controls
Jor Brokers or Dealers with Market Access, 75 Fed. Reg. 69792, 69792 (Nov. 15, 2010} (Final Rule Release).

% Rule 15¢3-5 requires that broker-dealers providing market access must “appropriately control the risks associated
with market access so as not to jeopardize their own financial condition, that of other market participants, the .

. integrity of trading on the securities'markets, and the stability of the financial system.” 75 Fed. Reg. 69792 69792
(Nov. 15, 2010); see 17 C.F.R. § 240.15¢3-5.



9. During the Review Period, SEA Rule 15¢3-5(c)(1)(ii) required market access broker-
dealers- to have financial risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders, by rejecting orders that
exceed appropriate price or size parameters, on an order-by-order basis or over a short _
period of time, or that mdlcate duplicative orders

10. Rule 15¢3- 5 requires, among other things, that a broker-dealer with market access
document its system of risk management controls and supervisory procedures that are
designed  to manage the financial, regulatory, and other risks of market access. The
broker-dealer must preserve a copy of its supervisory procedures and “a written
description of its risk management controls” as part of its books and records for the
time .period required by SEC Rule 17a-4(e)(7).? The required written description is
intended, among other things, to assist SEC and SRO staff to assess the broker-
dealer’s compliance with the rule. Exchange Act Release No. 34-63241, 75 Fed. Reg
69792, 69812 (Nov. 15, 2010). ' '

11. During the Review Period, NYSE Rule 342 (for conduct prior o 12/1/14) and NYSE

"~ Rule 3110 (for conduct on and after 12/1/14) required, among other things, each

member organization shall establish and maintain a system to supervise the activities

of each associated person, including written supervisory procedures, that is

reasonably designed to achieve compliance with applicable securities laws and
regulations, and with applicable Exchange rules.

12. During the Review Period, NYSE Rule 2010 provided that a member organization, in
the conduct of its business, shall observe high standards of commercral honor and just
and equ1table principles of trade

Overvrew of JPMS_ ’s Market Access Systems |

13. Dnring the Review Period, JPMS was a significant market access provider, acting as
the gateway to U.S. securities markets and executing tens of millions of trades per
day for its Market Access Clients. :

14. During the Review Period, JPMS had a number of different Divisions through which

~ orders were sent to various markets, and each Division had a number of different

‘Desks (i.e., areas of operation). These Divisions included the Firm’s Global Wealth
Management Division, and the Institutional Equites Division.

15. During 'the Review Period, JPMS used a variety of systems (e.g., order management
- systems, algorithms, etc.) through which its Market Access Clients and traders
entered orders for routing to. and execution on various U.S. securities markets,
including the SROs. Several of those systems contained controls and filters to which
the orders submitted were subjected. In addition, JPMS assigned and applied various

3 See 17 CFR. § 240.15¢3-5(b), which by virtue of a cross-reference to Rule 17a-4(¢)(7), requires a broker-dealer
to maintain and preserve such description “until three years after the termination of the use of” the document. See
17 CF.R. § 240.17a-4(e)(7).



controls to 1nd1v1dual Market Access Clients and traders to which orders submitted by )
those clients and traders were subjected before submission to the various markets.

16. Depending on ) the Market Access Client or Firm trader' JPMS generally implemented
at least one of the following pre-trade controls: a duplicate order control; a single
order notional control (i.e., the value of an order, which is generally calculated by
multiplying the share price by the amount of shares); a single order quantity control;
an average daily trade volume (“ADTV”) control; and a price limit control applicable

~ to limit orders. - The combination of controls and the limits at which these controls
‘Wwere set varied dependmg upon the Market Access Client or trader.

- Inade uate Pre-Trade Erroneous Order Controls

17. Despite the various pre-trade controls and filters designed to prevent the entry of
erroneous orders that the Firm had in place during the Review Period, the Fitm failed
to implement reasonably designed pre-trade risk management controls applicable to
orders submitted by certain Market Access Clients and certain Firm traders, and
failed to establish and, implement supervisory procedures reasonably designed to
prevent the entry of certain erroneous orders during the Review Period, as set forth
below. :

18. Because JPMS’s pre-trade controls were not reasonably designed as applied to certain -
of the Firm’s Market Access Clients and traders, JPMS did not prevent the
transmission of certain erroneous equity orders to the SROs and to. the Exchange,
causing 14 erroneous order events resulting in CEE filings with the SROs and the

- Exchange, three volatility trading pauses (“VTPs”)* and one request for a voluntary
bust (involving 77 trades). . These orders caused price movement in the related
securities of between 10% and 188%.

19. There were several primary deficiencies in JPMS’s pre-tl ade price and size controls
that resulted in the submission of the orders that caused the above mentioned CEE
filings. For example, certain of the Firm’s trader specific and Market Access Client
specific controls during the Review Period only employed soft-blocks that could
easily be overridden by the Firm’s traders, causmg them to be ineffective without
additional reasonable controls.

20. Further, in some instances the Firm did not include controls that took into account the
individual characteristics of a security, such as the ADTV of a security, and when it
did implement an ADTV control it was generally set too high to be effective and was
therefore not reasonably designed, absent additional reasonable controls.. Similarly,
when the Firm implemented single order notional and quantity controls, they were
also set too high to be effective without additional reasonable controls. For example,
with regard to the Market Access Clients and traders responsible for the erroneous
orders referenced in paragraph 18, one trader at issue had only a single order quantity

“ A VTP (i.e,, market-wide trading pause) will generally occur when a securlty falls or rises by a designated
- percentage within a certain time frame (e g, 10% to 50% depending on the security in a 5-minute time period).
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- control and just three Market Access Clierits had ADTV controls assigned by the
Firm. .

21. For example, on January 21, 2015, a JPMS sales trader (“first sales trader”) received
a not-held order to buy 1 million shares of “DEF” security from a Firm Market
Access Client that breached the single order quantity limit the Firm established for
that trader. Consequently, pursuant to the Firm policy, the first sales trader sent the
order to a JPMS sales trader on another desk (“second salés trader”) for handling, at
which. point the order was not subjected to any of the other controls that had been

established for the first sales trader (e.g., an ADTV control). Once with the second

sales trader, the only control applicable to this order was-a daily notional value
control established for this trader. The second sales trader sent a portion of the order
(100,000 - shares) to the Exchange as a Market-on-Close (“MOC”) .order. The
-customer subsequently amended its original order by. increasing the quantity to- 1.5
million shares. Afier the amended order was received in the Firm’s systems, at
approximately 15:50:37, the second sales trader chose to “accept and forward” the
order instead of “accept”, which directed that the unexecuted quantity of 735,978
" shares be forwarded into the open MOC order. The Firm’s systems notified the
second sales trader that he was amending an MOC order within 15 minutes of the
" - Close. However, the sales trader improperly overrode the soft block alert, causing the
Firm’s systems to cancel the MOC order and replace it with a market order for
735,978 shares. This market order was sent to the market where it was. 1mmed1ately
executed, causing price movement in DEF of over 41%. The order constituted
approximately 32% of the ADV in DEF and resulted in a $55,000 loss for the Firm.
The Firm consequently filed CEEs ‘

22.In addltlon a-control appllcable to 11m1t orders for at least one Market Access Client,
called the “Out of Range/Price Check” control, had a generally applicable prlce check
that was set at a particular percentage away from the last sale or the previous day’s
close or the average of the national best bid or offer (“NBBO”), which was too high
to prevent the entry of erroneous orders entered during pre-market trading hours
without additional reasonable controls. '

23.In at least two instances, the Firm’s controls were not 'applied because, as designéd,
the controls did not apply to orders that had been amended or modified.

24. The acts, practices, and conduct described above in paragraphs 17 th'rougH.ZS constitute
violations of SEA Rules 15¢3-5(b) and (c)(1)(ii), and NYSE Rule 342 (prior to 12/1/14)
and NYSE Rule 3110 (on and after 12/1/14), and NYSE Rule 2010. -

Inadeq uate Pre-Trade Order Controls for Messaging Activity

25. Durmg the Review Period, -JPMS falled to have reasonably designed risk
*-management controls to detect instances when algorithms used by its Market Access

. A generic identifier has been used in place of the name of this security.
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Clients ex‘périenced cancel-replace and buy-sell looping of orders on multiple
- occasions, which caused high levels of méssage traffic on the SROs. -

26. Prior to November 2013, JPMS failed to have message rate controls that pertained to '
its Market Access Clients to detect and prevent inadvertent orders resulting from
malfunctioning software programs or systems. Further, the Firm’s duplicate order
control during the Review Period only rejected orders that were submitted under
identical order identifications during a Market Access Client’s trading session.
Moreover, prior to January 2014, JPMS employed soft-block alerts for order. or
message activity, rather than any hard-blocks, that could be overridden, and the levels
set for the alerts were too high to identify potentially unintended messaging activity.

217. Mereover, the hard-blocks implemented by JPMS were also set at levels that were too
high- and required activity to persist for too long in order to potentially identify and
prevent the entry of a high volume of unintended orders or messages.

28. Additionally, JPMS’s method for determining appropriate parameters for messaging
" alerts and hard-blocks was not reasonable as it was solely based on a multrple ofa
Market Access Client’s . peak messaging activity and did not also factor in other
1nd1v1dual characteristics of a Client’s order flow.

29. Lastly, while JPMS also conducted a review of alerts for a high volume of orders or
messages on a post-trade basis to determine whether the activity could be indicative
of a manipulative trading strategy, the surveillances used for this purpose were not
reasonably des1gned to be effective, as- certain surveillance parameters were set t00
high and require the activity to persist too long to generate an alert given all facts and
circumstances.

30. The acts, practices, and conduct described above in paragraphs 25 through 29
constitute violations of SEA Rules 15¢3-5(b) and (c)(1)(ii), and NYSE Rule 342
(prior to 12/1/ 14) and NYSE Rule 3110 ( on and after 12/1/ 14) and NYSE Rule 2010.

B. The Firm also consents to the imppsition of the following sanctioﬁs;
1. -~ A censure; |
2. A fine in the arnount of $800,000, ef which $85,000 is payable to NYSE; 6'and
3.. An undertakmg requiring the Firm to address the Market Access Rule deficiencies
described in this AWC and to ensure that it has lmplemented controls and

procedures that are reasonably designed to achieve compliance with the rules and
regulations mted hereln

" ¢ The balance of the sanction will be paid to the self-regulatory organizations listed in Paragraph B.4.



Within 90 days of the date of this AWC, JPMS shall submit to the
COMPLIANCE ASSISTANT, LEGAL SECTION, MARKET REGULATION

. DEPARTMENT, 9509 KEY WEST AVENUE, ROCKVILLE, MD 20850, a

written - report, certified by a senior ‘management Firm executive, to
MarketRegulatlonComD@ﬁm a.0rg that prov1des the following information:

i. A reference to this matter;

ii. A representation that the Firm has addressed each of the déficiencies
described above, mcludmg the specific measures or enhancements taken to
address those deficiencies; and '

iii.  The date(s) this was completed.

The Department of Market Regulation may, upon a showing of good cause and in
its sole discretion, extend the time for compliance with these provisions.

Acceptance of this AWC is cond1t10ned upon acceptance of similar sett]ement
agreements in related matters between JPMS and each of the following self-

regulatory organizations: Bats BZX Exchange, Inc., Bats BYX Exchange, Inc.,

Bats EDGX Exchange Inc., The NASDAQ Stock Market LLC, NYSE Arca
Equities, Inc., NYSE Arca Optlons, Inc., The NASDAQ Optlons Market LLC,

. and NASDAQ PHLX LLC.

“The Firm agrees to pay the monetary sanctlon(s) in accordance with its executed Election
of Payment Form.

The Firm specifically and voluntarily waives any right to claim that it is unable to pay,
now or at any time hereafter, the monetary sanction(s) imposed in this matter.

The sanctions imposed herein shall be effective on a date.set by NYSE Regulation staff.

iL

. WAIVER OF PROCEDURAL RIGHTS

The Firm specifically and voluntarlly waives the following rxghts granted under NYSE’s Code of

Procedure:
A.
B.

To have a Formal Complaint issued specifying the allegations against the Firm;

-To be notified of the Formal Complamt and have the opportunity to answer the

allegations-in wrmng,

To defend against the allegations in a disciplinary hearing before a hearing panel,

. to'have a written record of the hearing made and to have a written decision issued;

and



D. To appeal any such decision to the Exchange’s Board of Directors and then to the -
U.S. Securities and Exchange Commission and a U:S. Court of Appeals.

Further, the Firm specifically and voluntarily waives any right to claim bias or prejudgment of
the Chief Regulatory Officer of the NYSE; the Exchange’s Board of Directors, Disciplinary
Action Committée (“DAC”) and Committee for Review (“CFR”); any Director, DAC member or
CFR member; Counsel to the Exchange Board of Directors or CFR; any other NYSE employee;

or any Regulatory Staff as defined in Rule 9120 in connection with such’ person’s or body’s-
participation in discussions regarding the terms and conditions of this AWC, or other
~ consideration of thls AWC, including acceptance or rejection of this AWC. :

" The Firm further specxﬁcally and voluntarily waives any right to claim that a person violated the -
-ex parte prohibitions of Rule 9143 or the separation of functions prohibitions of Rule 9144, in .
connection with-such person’s or body’s participation in discussions regarding the terms and
conditions of this AWC or other consideration of this AWC, including its acceptance or

rejection. :

HIL

OTHER MATTERS
The Firm understands that:
A. - Submission of this AWC is voluntary and will not resolve this matter unless and

“until it has been reviewed and aceepted by FINRA’s Department of Market
Regulation and the Chief Regulatory Officer of the NYSE, pursuant to NYSE
Rule 9216

B. - If thlS AWC is not accepted, its submission will not be used as ev1dence to prove
any of the allegatlons against the Firm; and

" C. . Ifaccepted:

1. the AWC shall be sent to each Director and each member of the Committee
for Review via courier, express delivery or electronic means, and shall be
deemed final and shall constitute the complaint, answer, and decision in the

" matter, 25 days after it is sent to each Director and each member of the
" Committee for Review; unless review by the Exchange Board of Directors is
requested pursuant to NYSE Rule 9310(a)(1)(B).

2. thiS‘AWC will become part of the Firm’s permanent disciplinary record and
‘may be considered in any future actions brought by the NYSE, or any other
regulator against the the Firm; .

3. the NYSE shall publish a copy of the AWC on its website in ) accordance with
NYSE Rule 8313;

4. the NYSE may make a public announcement concerning this agreement and
the subject matter thereof in accordance with NYSE Rule 8313; and '
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5 The Firm may not take any action or make or permit to be made any public
-statement, including in regulatory filings or otherwise, denymg, directly or
indirectly, any finding in this AWC or create the impression that the AWCis
without factual basis. The Firm may not take any position in:any proceeding
brought by or on behalf of the NYSE, or to which the NYSE is a party, that is.
inconsistent with any part of this AWC. Nothing in this provision affects the
the Firm’s (i) testimonial obligations; or (ii) right to take legal or factual
positions in litigation or other legal proceedings in which the NYSE is not a

party.

D. A signed copy of this AWC and the accompanying Method of Payment

~ Confirmation form delivered by email, facsimile or other means of electronic

transmission shall be deemed to have the same legal effect as dellvery of an
original signed copy. :

E. The Firm may attach a Corrective Action Statement to this AWC that is a
' statement of demonstrable corrective steps taken to prevent future misconduct.
The firm understands that it may not deny the charges or make any statement that
is inconsistent with the AWC in this Statement. This Statement does not
constitute factual or legal findings by the NYSE, nor does it reﬂect the views of
NYSE Regulation or its staff.

The undersigned, on behalf of the firm, certifies that a person duly authorized to act on its behalf
has read and understands all of the provisions of this AWC and has been given a full opportunity
to ask questions about it; that it has agreed to the AWC’s provisions voluntarily; and that no
offer, threat, inducement, or promise of any kind, other than the terms set forth herein and the
prospect of avoiding the issuance of a Complaint, has been made to induce the firm to submit it.

Date

4 / 9{/ [ 7 | : J.P. Morgan Securities; L%C, Res mondent

Title: M@7P/W/\

Reviewed by; Z o
Bruce H. Néwman
WilmerHale
7 World Trade Center
250 Greenwich Street’

New York, NY 10007
©(212)230-8835

Counsel for Respondent



Accepted by FINRA:

Date

Signed on behalf of the NYSE, by delegated
authority from the Chief Regulatory Ofﬁcer
of the NYSE. ,

it



NYSE ARCA, INC.

NYSE REGULATION,
Complainant, FINRA Proceeding No. 20120348296-01"

V. June 27, 2017

J.P. MORGAN SECURITIES LLC,

Respondent.

Respondent violated:

Exchange Act Rules 15¢3-5(b) and (c)(1)(ii), and NYSE Arca Equities Rules
6.18 and 2010, by failing to establish, document, and maintain a system of
risk management controls and supervisory procedures, including written
supervisory procedures and an adequate system of follow-up and review,
reasonably designed to manage the financial, regulatory, and other risks of
its market access business, including pre-trade controls to prevent the entry
of erroneous orders by rejecting orders that exceed appropriate price or size
parameters, or that indicate duplicative orders;

Exchange Act Rules 15¢3-5(b) and (c)(1)(i), and NYSE Arca Equities Rules
6.18 and 2010, by failing to establish, document, and maintain a system of
risk management controls and supervisory procedures, including written
supervisory procedures and an adequate system of follow-up and review,
reasonably designed to manage the financial, regulatory, and other risks of
its market access business to prevent the entry of orders that exceed
appropriate pre-set credit thresholds for one of the Firm’s Market Access
Clients.

Exchange Act Rules 15¢3-5(b) and (c)(2), and NYSE Arca Equities Rules 6.18
and 2010, by failing to establish, document, and maintain a system of risk
management controls and supervisory procedures, including written
supervisory procedures and an adequate system of follow-up and review,
reasonably designed to manage the financial, regulatory, and other risks of

! Includes FINRA Proceeding Nos. 20140422079, 20150472726, 20140400815, 20130374491, 20150459839,
20150466971, and 20150478122.



its market access business to ensure compliance with all regulatory
requirements, including supervising customer trading to detect and prevent
potentially violative activity.

Consent to censure, a $365,000 fine, and an undertaking.
Appearances

For the Complainant: Jacqueline D. Gorham, Esq., Kenneth R. Bozza, Esg., and Robert A.
Marchman, Esq., FINRA Department of Market Regulation.

For the Respondent: Bruce H. Newman, Esg., Wilmer Cutler Pickering Hale and Dorr LLP.
DECISION

J.P. Morgan Securities LLC (“J.P. Morgan” or “Firm”) and NYSE Arca, Inc. entered into an
Offer of Settlement and Consent for the sole purpose of settling this disciplinary proceeding,
without adjudication of any issues of law or fact, and without admitting or denying any
allegations or findings referred to in the Offer of Settlement.? The Hearing Officer accepts the
Offer of Settlement and Consent and issues this Decision in accordance with NYSE Arca
Equities Rules.?

FINDINGS OF FACTS AND VIOLATIONS
Background and Jurisdiction

1. J.P. Morgan, a wholly-owned subsidiary of JPMorgan Chase & Co., is a Delaware
limited liability company headquartered in New York, New York. The Firm provides
services to corporate and broker-dealer clients and institutional investors, provides wealth
management and brokerage services to individuals, and acts as an agency broker-dealer,
providing market access and execution services to market participants (“Market Access
Clients”) for a wide variety of products.

2. The Firm has been registered as an Equities Trading Permit (“ETP””) Holder with NYSE
Arca, Inc. (“NYSE Arca Equities” or the “Exchange”) since April 22, 2003, and with
FINRA since December 17, 1936. Its registrations remain in effect.

3. Several Jurisdiction Letters were sent to the Firm beginning on May 16, 2014, and
continuing through June 23, 2016, notifying the Firm of investigations by FINRA’s

2 FINRA’s Office of Hearing Officers reviewed the Offer of Settlement and Consent under the terms of a Regulatory
Services Agreement (as amended) among NYSE Group, Inc., New York Stock Exchange LLC, NYSE Arca, Inc.,
NYSE MKT LLC, and FINRA.

® The facts, allegations, and conclusions contained in this Decision were taken from the executed Offer of Settlement
and Consent.



10.

Department of Market Regulation (“Market Regulation™) into the matters referenced
herein. The Firm does not have a relevant disciplinary history.

Overview

In Matter No. 20120348296, the Market Analysis Section of Market Regulation
reviewed Clearly Erroneous Execution (“CEE”) petitions filed on the Exchange between
November 15, 2012, and December 19, 2013, and the Firm’s risk management controls
and supervisory procedures for compliance with Rule 15¢3-5 (the “Market Access Rule”™)
of the Securities Exchange Act of 1934 (“Exchange Act”).

In Matter No. 20140422079, the Market Analysis Section of Market Regulation reviewed
CEE petitions filed between August 7, 2014, and January 21, 2015, and the Firm’s
compliance with the Market Access Rule.

In Matter No. 20150472726, the Market Analysis Section of Market Regulation reviewed
a voluntary request by the Firm to “bust” (i.e., a request to cancel) a trade on the
Exchange on July 29, 2015, the credit limit the Firm assigned to one Market Access
Client, and the Firm’s compliance with the Market Access Rule.

In Matter No. 20140400815, the Chicago Equities Section of Market Regulation
reviewed numerous orders in numerous symbols simultaneously entered and canceled by
the Firm in a one second period for the same size and price in a symbol without any
resulting/corresponding executions between August 1, 2013, and November 29, 2013,
and the Firm’s compliance with the Market Access Rule.

In Matter No. 20130374491, the Chicago Equities Section of Market Regulation
reviewed potentially violative or manipulative trading activity that occurred on the
Exchange between December 31, 2012, and September 31, 2014, and the Firm’s
compliance with the Market Access Rule.

In Matter No. 20150459839, the Chicago Equities Section of Market Regulation
reviewed potentially violative or manipulative trading activity executed through J.P.
Morgan and occurring on the Exchange between September 25, 2014, and December 31,
2014, and the Firm’s compliance with the Market Access Rule.

In Matter No. 20150466971, the Chicago Equities Section of Market Regulation
reviewed potentially violative or manipulative trading activity executed through J.P.
Morgan and occurring on the Exchange between February 23, 2015, and August 4, 2015,
and the Firm’s compliance with the Market Access Rule.

% The Securities and Exchange Commission (“SEC”) adopted Rule 15¢3-5 effective July 14, 2011. See 17 C.F.R. §
240.15¢3-5, Risk Management Controls for Brokers or Dealers with Market Access, 75 Fed. Reg. 69792, 69792
(Nov. 15, 2010) (Final Rule Release).
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In Matter No. 20150478122, the Market Manipulation Investigations Section of Market
Regulation conducted reviews of potentially violative or manipulative trading by J.P.
Morgan customers that occurred on the Exchange on three dates in July 2015, and the
Firm’s compliance with the Market Access Rule.

The above matters were part of investigations conducted by Market Regulation on behalf
of the Exchange and other self-regulatory organizations, including New York Stock
Exchange, Inc., The NASDAQ Stock Market LLC, Bats BZX Exchange, Inc., Bats BY X
Exchange, Inc., Bats EDGX Exchange, Inc., NYSE Arca Options, Inc., The NASDAQ
Options Market LLC, and NASDAQ PHLX LLC (collectively, the “SROs”), to review
the Firm’s compliance with the Market Access Rule and the supervisory rules of the
relevant SROs, including NYSE Arca Equities Rules 6.18 and 2010, during the period of
May 2012 through at least April 2016 (the “Review Period”).

As a result of Market Regulation’s investigations, it was determined that, during the
Review Period, J.P. Morgan failed to establish, document, and maintain a system of risk
management controls and supervisory procedures, including written supervisory
procedures and an adequate system of follow-up and review, reasonably designed to
manage the financial, regulatory, and other risks of its market access business.

Specifically, during the Review Period, the Firm failed to establish, document, and
maintain a system of risk management controls and supervisory procedures reasonably
designed to prevent the entry of erroneous orders by rejecting orders that exceed
appropriate price or size parameters, or that indicate duplicative orders, in violation of
Exchange Act Rules 15¢3-5(b) and (c)(1)(ii), and NYSE Arca Equities Rules 6.18 and
2010.

Additionally, during the Review Period, the Firm failed to establish, document, and
maintain a system of risk management controls and supervisory procedures reasonably
designed to prevent the entry of orders that exceeded appropriate pre-set credit thresholds
in the aggregate with regard to one of its Market Access Clients, in violation of Exchange
Act Rules 15¢3-5(b) and (c)(1)(i), and NYSE Arca Equities Rules 6.18 and 2010.

Furthermore, during the Review Period, the Firm failed to establish, document, and
maintain a system of risk management controls and supervisory procedures reasonably
designed to ensure compliance with all regulatory requirements, including supervising
customer trading to detect and prevent potentially violative and manipulative activity, in
violation of Exchange Act Rules 15¢3-5(b) and (c)(2), and NYSE Arca Equities Rules
6.18 and 2010.
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Violations
Applicable Rules

During the Review Period, Exchange Act Rule 15¢3-5(b) required broker-dealers that
provide market access to establish, document, and maintain a system of risk management
controls and supervisory procedures reasonably designed to manage the financial,
regulatory, and other risks of their market access business.

During the Review Period, Exchange Act Rule 15¢3-5(c)(1)(i) required market access
broker-dealers to have financial risk management controls and supervisory procedures
reasonably designed to prevent the entry of orders that exceed appropriate pre-set capital
thresholds in the aggregate for each customer and the broker or dealer and, where
appropriate, more finely-tuned by sector, security, or otherwise by rejecting orders if such
orders would exceed the applicable credit or capital thresholds.

During the Review Period, Exchange Act Rule 15¢3-5(c)(1)(ii) required market access
broker-dealers to have financial risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders, by rejecting orders that
exceed appropriate price or size parameters, on an order-by-order basis or over a short
period of time, or that indicate duplicative orders.

During the Review Period, Exchange Act Rule 15¢3-5(¢)(2) required market access
broker-dealers to have regulatory risk management controls and supervisory procedures
reasonably designed to ensure compliance with all regulatory requirements.

Exchange Act Rule 15¢3-5 requires, among other things, that a broker-dealer with market
access document its system of risk management controls and supervisory procedures that
are designed to manage the financial, regulatory, and other risks of market access. The
broker-dealer must preserve a copy of its supervisory procedures and “a written
description of its risk management controls” as part of its books and records for the time
period required by SEC Rule 17a-4(e)(7).° The required written description is intended,
among other things, to assist SEC and SRO staff to assess the broker-dealer’s compliance
with the rule.’

° Exchange Act Rule 15¢3-5 requires that broker-dealers providing market access must “appropriately control the
risks associated with market access so as not to jeopardize their own financial condition, that of other market
participants, the integrity of trading on the securities markets, and the stability of the financial system.” 75 Fed.
Reg. 69792, 69792 (Nov. 15, 2010); see 17 C.F.R. § 240.15¢3-5.

®See 17 C.F.R. § 240.15¢3-5(b), which by virtue of a cross-reference to Rule 17a-4(e)(7), requires a broker-dealer
to maintain and preserve such description “until three years after the termination of the use of” the document. See
17 C.F.R. § 240.17a-4(e)(7).

" Exchange Act Release No. 34-63241, 75 Fed. Reg. 69792, 69812 (Nov. 15, 2010).
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During the Review Period, NYSE Arca Equities Rule 6.18(a) required, among other
things, that every ETP Holder supervise persons associated with it to ensure compliance
with federal securities laws and the Constitution or the Rules of the Exchange. NYSE
Arca Equities Rule 6.18(b) required each ETP Holder to “establish and maintain a system
to supervise the activities of its associated persons and the operation of its business[,]”
and that such system “must be reasonably designed to ensure compliance with applicable
federal securities laws and regulations and NYSE Arca Equities Rules.” Moreover,
NYSE Arca Equities Rule 6.18(c) required each ETP Holder to “establish, maintain, and
enforce written procedures to supervise the business in which it engages and to supervise
the activities of its associated persons that are reasonably designed to achieve compliance
with applicable federal securities laws and regulations with the NYSE Arca Equities
Rules.”

During the Review Period, NYSE Arca Equities Rule 2010 provided that ETP Holders, in
the conduct of their business, shall observe high standards of commercial honor and just
and equitable principles of trade.

Overview of J.P. Morgan’s Market Access Systems

During the Review Period, J.P. Morgan was a significant market access provider, acting
as the gateway to U.S. securities markets and executing tens of millions of trades per day
for its Market Access Clients.

During the Review Period, J.P. Morgan had a number of different Divisions through
which orders were sent to various markets, and each Division had a number of different
Desks (i.e., areas of operation). These Divisions included the Firm’s Global Wealth
Management Division, and the Institutional Equites Division.

During the Review Period, J.P. Morgan used a variety of systems (e.g., order
management systems, algorithms, etc.) through which its Market Access Clients and
traders entered orders for routing to and execution on various U.S. securities markets,
including the SROs. Several of those systems contained controls and filters to which the
orders submitted were subjected. In addition, J.P. Morgan assigned and applied various
controls to individual Market Access Clients and traders to which orders submitted by
those clients and traders were subjected before submission to the various markets.

Depending on the Market Access Client or Firm trader, J.P. Morgan generally
implemented at least one of the following pre-trade controls: a duplicate order control; a
single order notional control (i.e., the value of an order, which is generally calculated by
multiplying the share price by the amount of shares); a single order quantity control; an
average daily trade volume (“ADTV?”) control; and a price limit control applicable to
limit orders. The combination of controls and the limits at which these controls were set
varied depending upon the Market Access Client or trader.
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Inadequate Pre-Trade Erroneous Order Controls

Despite the various pre-trade controls and filters designed to prevent the entry of
erroneous orders that the Firm had in place during the Review Period, the Firm failed to
implement reasonably designed pre-trade risk management controls applicable to orders
submitted by certain Market Access Clients and certain Firm traders, and failed to
establish and implement supervisory procedures reasonably designed to prevent the entry
of certain erroneous orders during the Review Period, as set forth below.

Because J.P. Morgan’s pre-trade controls were not reasonably designed as applied to
certain of the Firm’s Market Access Clients and traders, J.P. Morgan did not prevent the
transmission of certain erroneous equity orders to the SROs and to the Exchange, causing
14 erroneous order events resulting in CEE filings with the SROs and the Exchange,
three volatility trading pauses (“VTPs”)? and one request for a voluntary bust (involving
77 trades). These orders caused price movement in the related securities of between 10%
and 188%.

There were several primary deficiencies in J.P. Morgan’s pre-trade price and size controls
that resulted in the submission of the orders that caused the above mentioned CEE filings.
For example, certain of the Firm’s trader specific and Market Access Client specific
controls during the Review Period, only employed soft-blocks that could easily be
overridden by the Firm’s traders, causing them to be ineffective without additional
reasonable controls.

Further, in some instances the Firm did not include controls that took into account the
individual characteristics of a security, such as the ADTV of a security, and when it did
implement an ADTV control it was generally set too high to be effective and was
therefore not reasonably designed, absent additional reasonable controls. Similarly, when
the Firm implemented single order notional and quantity controls, they were also set too
high to be effective without additional reasonable controls. For example, with regard to
the Market Access Clients and traders responsible for the erroneous orders referenced in
paragraph 29, one trader at issue had only a single order quantity control and just three
Market Access Clients had ADTV controls assigned by the Firm.

In addition, a control applicable to limit orders for at least one Market Access Client,
called the “Out of Range/Price Check” control, had a generally applicable price check
that was set at a particular percentage away from the last sale or the previous day’s close
or the average of the national best bid or offer (“NBBQO”), which was too high to prevent
the entry of erroneous orders entered during pre-market trading hours without additional
reasonable controls.

& A VTP (i.e., market-wide trading pause) will generally occur when a security falls or rises by a designated
percentage within a certain time frame (e.g., 10% to 50% depending on the security in a 5-minute time period).



33.  OnJuly 29, 2015, the Firm’s Out of Range/Price Check control did not prevent the entry
of four orders, totaling 233,100 shares, on the Exchange in “ABC™ security that were
entered by Market Access Client (“CD”)* prior to the open with limit prices that were
one dollar higher than intended. As a result, CD received 77 executions totaling
approximately 177,000 shares at prices up to 9.95% away from the previous day’s close
in ABC. The Firm, on behalf of CD, requested voluntary busts on the Exchange of these
trades.

34. In at least two instances, the Firm’s controls were not applied because, as designed, the
controls did not apply to orders that had been amended or modified. For example, on
November 15, 2012, a Firm trader intended to increase the size of the remainder of a
previously entered buy order in “DEF”** security to 900 shares, but instead mistakenly
entered an order to purchase 900,600 shares. The Firm’s controls, which provided that
orders over 10,000 shares would be automatically routed to a Firm Desk for high touch
handling, did not prevent the error because the controls were only applicable to new
orders and this was a modification of an existing order. Further, the trader bypassed a
verification pop-up screen confirming the erroneous quantity. The Firm incurred a loss of
approximately $575,000 due to this erroneous order, and subsequently amended its
controls such that order modifications were also subject to the controls.

35.  The acts, practices, and conduct described above in paragraphs 28 through 34 constitute
violations of Exchange Act Rules 15¢3-5(b) and (c)(1)(ii), and NYSE Arca Equities Rules
6.18 and 2010.

Inadequate Pre-Trade Order Controls for Messaging Activity

36. During the Review Period, J.P. Morgan failed to have reasonably designed risk
management controls to detect instances when algorithms used by its Market Access
Clients experienced cancel-replace and buy-sell looping of orders on multiple occasions,
which caused high levels of message traffic on the SROs.

37. Prior to November 2013, J.P. Morgan failed to have message rate controls that pertained
to its Market Access Clients to detect and prevent inadvertent orders resulting from
malfunctioning software programs or systems. Further, the Firm’s duplicate order control
during the Review Period only rejected orders that were submitted under identical order
identifications during a Market Access Client’s trading session. Moreover, prior to
January 2014, J.P. Morgan employed soft-block alerts for order or message activity,
rather than any hard-blocks, that could be overridden, and the levels set for the alerts
were too high to identify potentially unintended messaging activity.

® A generic identifier has been used in place of the name of this security.
10 A generic identifier was used in place of the name of this client.

' A generic identifier has been used in place of the name of this security.
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Moreover, the hard-blocks implemented by J.P. Morgan were also set at levels that were
too high and required activity to persist for too long in order to potentially identify and
prevent the entry of a high volume of unintended orders or messages.

Additionally, J.P. Morgan’s method for determining appropriate parameters for
messaging alerts and hard-blocks was not reasonable as it was solely based on a multiple
of a Market Access Client’s peak messaging activity and did not also factor in other
individual characteristics of a Client’s order flow.

Lastly, while J.P. Morgan also conducted a review of alerts for a high volume of orders
or messages on a post-trade basis to determine whether the activity could be indicative of
a manipulative trading strategy, the surveillances used for this purpose were not
reasonably designed to be effective, as certain surveillance parameters were set too high
and require the activity to persist too long to generate an alert given all facts and
circumstances.

The acts, practices, and conduct described above in paragraphs 36 through 40 constitute
violations of Exchange Act Rules 15¢3-5(b) and (c)(2)(ii), and NYSE Arca Equities Rules
6.18 and 2010.

Inadequate Credit Thresholds

There were deficiencies with respect to the credit limit set for CD, the Market Access Client
that entered the four trades in ABC security on July 29, 2015, which resulted in the Firm’s
request for a voluntary bust of such trades.

J.P. Morgan may have set CD’s credit limit too high to be reasonable. J.P. Morgan
verified certain information when setting CD’s initial credit limit, including that the client
would be routing orders on behalf of Broker Dealer clients that would be trading well-
diversified portfolios in listed securities with the expectation that CD would have a small net
position but a larger gross position. Although after setting the initial gross credit limit J.P.
Morgan monitored CD’s trading activity and subsequently increased the credit limit in early
2015, J.P. Morgan could not establish that when it set the initial credit limit or when it later
amended the limit that it inquired as to the financial condition of CD to determine an
appropriate credit limit.

Consequently, because J.P. Morgan could not establish that it performed its due diligence or
otherwise demonstrate the basis for determining the credit limit for CD was reasonable, it
cannot be determined whether the credit limit for CD was reasonable.

The acts, practices, and conduct described above in paragraphs 42 through 44 constitute
violations of Exchange Act Rules 15¢3-5(b) and (c)(1)(i), and NYSE Arca Equities Rules
6.18 and 2010.



Inadequate Supervision of Customer Trading

46.  Although throughout the Review Period J.P. Morgan employed a series of post-trade
surveillances and reviews to detect, escalate, and ultimately prevent potentially violative
or manipulative trading activity, including marking the close, layering,** and spoofing*®
activity, J.P. Morgan failed to adequately supervise its Market Access Clients’ trading to
detect potentially violative activity during the Review Period.

47.  While beginning in October 2011, J.P. Morgan began using a commercial non-
proprietary Third-Party Surveillance System (“Third-Party Surveillance System”) that
provides four surveillance reports designed to review for potential marking the close
activity, J.P. Morgan did not capture certain potential marking the close activity on the
Exchange that occurred during the Review Period.

48.  Although during the Review Period, J.P. Morgan’s Third-Party Surveillance System
generated and J.P. Morgan reviewed alerts for instances of potential marking the close
activity, there were several identified deficiencies with certain of J.P. Morgan’s
surveillances and reviews. First, certain of the parameters of the Third-Party Surveillance
System reports were set too high to detect activity that may be indicative of marking the
close activity.

49, For example, J.P. Morgan’s Third-Party Surveillance System did not generate an alert for
activity that appeared to be potential marking the close that occurred during the last nine
minutes of trading on January 8, 2014, in security “GHI”** by one of J.P. Morgan’s
Market Access Clients (“EF”)," because EF’s trading activity did not meet the
parameters of J.P. Morgan’s surveillances. In less than nine minutes of trading on January
8, 2014, the price of GHI fell by approximately 3.6% (the difference between EF’s first
execution at 15:51:42 at $32.60, and the final trade by EF at 15:59:57 at $31.43),
representing a decline in the price of the security of $1.17 in less than nine minutes.

12| ayering is a form of market manipulation that typically includes placement of multiple limit orders on one side
of the market at various price levels that are intended to create the appearance of a change in the levels of supply and
demand. In some instances, layering involves placing multiple limit orders at the same or varying prices across
multiple exchanges or other trading venues. An order is then executed on the opposite side of the market and most,
if not all, of the multiple limit orders are immediately cancelled. The purpose of the multiple limit orders that are
subsequently cancelled is to induce, or trick, other market participants to enter orders due to the appearance of
interest created by the orders such that the trader is able to receive a more favorable execution on the opposite side
of the market.

3 Spoofing is also a manipulative trading tactic designed to induce other market participants into executing trades.
Spoofing is a form of market manipulation that generally involves, but is not limited to, the market manipulator
placing an order or orders with the intention of cancelling the order or orders once they have triggered some type of
market movement and/or response from other market participants, from which the market manipulator might benefit
by trading on the opposite side of the market.

A generic identifier has been used in place of the name of this security.

15 A generic identifier has been used in place of the name of this client.
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50.

51.

52.

53.

54.

55.

These trades accounted for 100% of EF’s activity during the trading day and 68.41% of
GHI’s sell-side trading volume in the last nine minutes of trading across all markets. EF’s
trading in GHI, which amounted to 60,307 shares, represented 17.25% of the entire
volume for the day in GHI. The price of GHI closed at $31.53 on this date, up an
additional $0.10 from EF’s final trade.

Additionally, the Firm used its Third-Party Surveillance System to identify patterns of
potentially manipulative activity, but the parameters used in these surveillances failed to
identify smaller movements on key dates or over multiple dates. Thus, the Firm’s
surveillances used to identify patterns of potentially manipulative activity were also
ineffective.

Moreover, the Firm could not provide evidence that it meaningfully reviewed certain
marking the close surveillance alerts during the Review Period. In addition, it failed to
memorialize in its written supervisory procedures established practices for how and when
to review a supplemental supervisory report generated by one of its Desks that is also
used for potential marking the close activity.

Lastly, in May 2014, the Third-Party Surveillance System vendor inadvertently disabled
one of the four surveillance reports designed to detect potential marking the close activity
by identifying a trading pattern in which a Market Access Client affects the closing price
of a security by trading significant volume in the period before the close. All of J.P.
Morgan’s other marking the close alerts remained operational during the Review Period.
However, J.P. Morgan did not detect the disabling of this one surveillance report until
August 2014, when it notified the Third-Party Surveillance System that it was not
receiving alerts. These alerts were thereafter re-established in October 2014.*°

During 2015, J.P. Morgan used a series of post-trade surveillance reports run by the
Third-Party Surveillance System to monitor and review customer trading activity to
detect, escalate and ultimately prevent potentially violative or manipulative trading
activity, including layering and spoofing.

Pursuant to the parameters in the Third-Party Surveillance System utilized by the Firm,
several thresholds must be met in order to generate layering and spoofing alerts on the
Firm’s exception reports. Certain of these thresholds, however, were set at levels that
were unreasonable to detect activity that may be indicative of layering and spoofing
activity.

For example, one threshold requires that potential non-bona fide orders must be priced
within a certain number of ticks of the NBBO which, as currently employed by the Firm,
would fail to identify instances of potential layering or spoofing when the non-bona fide

18 When J.P. Morgan re-reviewed the alert data generated by the disabled report from the May-October 2014 period,
J.P. Morgan did not identify any trading activity that it found indicative of potential marking the close.
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56.

57.

orders were displayed and priced at the NBBO or established a new best bid or offer".
Additionally, another threshold requires that the volume on the opposite side of the
market must exceed a certain set percentage of the ADTV of the relevant security for the
preceding 30-day period in order for an alert to be generated. However, since this
percentage is the same for all securities regardless of the ADTV of a security, this
exception report would be less likely to identify potential layering or spoofing in a
security with a significant ADTV.

As a result of the above, J.P. Morgan failed to adequately supervise certain of its
customers’ trading, and failed to detect potentially violative layering activity that
occurred on at least three days on the Exchange in July 2015.

The acts, practices, and conduct described above in paragraphs 46 through 56, constitute
violations of Exchange Act Rule 15¢3-5(b) and (c)(2), and NYSE Arca Equities Rules
6.18 and 2010.

ORDER
J.P. Morgan Securities LLC violated:

Exchange Act Rules 15¢3-5(b) and (c)(1)(ii), and NYSE Arca Equities Rules 6.18 and
2010, by failing to establish, document, and maintain a system of risk management
controls and supervisory procedures, including written supervisory procedures and an
adequate system of follow-up and review, reasonably designed to manage the financial,
regulatory, and other risks of its market access business, including pre-trade controls to
prevent the entry of erroneous orders by rejecting orders that exceed appropriate price or
size parameters, or that indicate duplicative orders;

Exchange Act Rules 15¢3-5(b) and (c)(1)(i), and NYSE Arca Equities Rules 6.18 and
2010, by failing to establish, document, and maintain a system of risk management
controls and supervisory procedures, including written supervisory procedures and an
adequate system of follow-up and review, reasonably designed to manage the financial,
regulatory, and other risks of its market access business to prevent the entry of orders that
exceed appropriate pre-set credit thresholds for one of the Firm’s Market Access Clients;
and

Exchange Act Rules 15¢3-5(b) and (c)(2), and NYSE Arca Equities Rules 6.18 and 2010,
by failing to establish, document, and maintain a system of risk management controls and
supervisory procedures, including written supervisory procedures and an adequate system
of follow-up and review, reasonably designed to manage the financial, regulatory, and
other risks of its market access business to ensure compliance with all regulatory

" In April 2017, J.P. Morgan began using an additional spoofing exception report that considers orders displayed
and priced at the NBBO.
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requirements, including supervising customer trading to detect and prevent potentially
violative activity.

SANCTIONS
J.P. Morgan Securities LLC is censured and fined $365,000;'®

J.P. Morgan Securities LLC is also ordered to address the Market Access Rule deficiencies
described in this Decision and to ensure that it has implemented controls and procedures that are
reasonably designed to achieve compliance with the rules and regulations cited herein.

Within 90 days of the date of this Decision, J.P. Morgan shall submit to the COMPLIANCE
ASSISTANT, LEGAL SECTION, MARKET REGULATION DEPARTMENT, 9509 KEY
WEST AVENUE, ROCKVILLE, MD 20850, a written report, certified by a senior management

Firm executive, to MarketR egulationComp(@finra.org that provides the following information:

) A reference to this matter;

(i) A representation that the Firm has addressed each of the deficiencies described above,
including the specific measures or enhancements taken to address those deficiencies;
and

(iii)  The date(s) this was completed.'

These sanctions are effective immediately.

}Zl e 4 MM}]
Maureen A, Delaney
Hearing Officer

18 Under the Offer of Settlement and Consent, J.P. Morgan agreed to pay a total fine of $800,000, of which
$365,000 shall be paid to NYSE Arca and the remaining amount shall be paid to Bats BZX Exchange, Inc., Bats
BYX Exchange, Inc., Bats EDGX Exchange, Inc., The NASDAQ Stock Market LLC, New York Stock Exchange,
LLC., NYSE Arca Options, Inc., The NASDAQ Options Market LLC, and NASDAQ PHLX LLC., in accordance
with the terms of parallel settlement agreements in related matters between J.P. Morgan and each of these self-
regulatory organizations.

9 The Department of Market Regulation may, upon a showing of good cause and in its sole discretion, extend the
time for compliance with these provisions.
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NYSE ARCA, INC.

NYSE REGULATION,
Complainant, FINRA Proceeding No. 20120348296-06"

V. June 27, 2017

J.P. MORGAN SECURITIES LLC,

Respondent.

Respondent violated Exchange Act Rules 15¢3-5(b) and (c)(1)(ii), and NYSE
Arca Options Rule 11.18, by failing to establish, document, and maintain a
system of risk management controls and supervisory procedures, including
written supervisory procedures and an adequate system of follow-up and
review, reasonably designed to manage the financial, regulatory, and other
risks of its market access business, including pre-trade controls to prevent
the entry of erroneous orders by rejecting orders that exceed appropriate
price or size parameters, or that indicate duplicative orders. Consent to
censure and $20,000 fine.

Appearances

For the Complainant: Jacqueline D. Gorham, Esq., Kenneth R. Bozza, Esg., and Robert A.
Marchman, Esq., FINRA Department of Market Regulation.

For the Respondent: Bruce H. Newman, Esg., Wilmer Cutler Pickering Hale and Dorr LLP.
DECISION

J.P. Morgan Securities LLC (“J.P. Morgan” or “Firm”) and NYSE Arca, Inc. entered into an
Offer of Settlement and Consent for the sole purpose of settling this disciplinary proceeding,
without adjudication of any issues of law or fact, and without admitting or denying any
allegations or findings referred to in the Offer of Settlement.? The Hearing Officer accepts the

1 Includes FINRA Proceeding No. 20140411208.

2 FINRA’s Office of Hearing Officers reviewed the Offer of Settlement and Consent under the terms of a Regulatory
Services Agreement (as amended) among NYSE Group, Inc., New York Stock Exchange LLC, NYSE Arca, Inc.,
NYSE MKT LLC, and FINRA.



Offer of Settlement and Consent and issues this Decision in accordance with NYSE Arca
Options Rules.?

FINDINGS OF FACTS AND VIOLATIONS
Background and Jurisdiction

1. J.P. Morgan, a wholly-owned subsidiary of JPMorgan Chase & Co., is a Delaware
limited liability company, headquartered in New York, New York. The Firm provides
services to corporate and broker-dealer clients and institutional investors, provides wealth
management and brokerage services to individuals, and acts as an agency broker-dealer,
providing market access and execution services to market participants (“Market Access
Clients”) for a wide variety of products.

2. The Firm has been registered as an Options Trading Permit (“OTP”) Holder with NYSE
Arca, Inc. (the “Exchange”) since July 8, 2010, and with FINRA since December 17,
1936. Its registrations remain in effect.

3. Several Jurisdiction Letters were sent to the Firm beginning on May 16, 2014, and
continuing through July 29, 2015, notifying the Firm of investigations into the matters
referenced herein by FINRA’s Department of Market Regulation (“Market Regulation”).
The Firm does not have a relevant disciplinary history.

Overview

4. In Matter No. 20140411208, the Options Regulation Section of Market Regulation
reviewed cancel-replace and buy-sell looping of orders on multiple occasions, which
caused high levels of options message traffic during various periods in 2014, and the
Firm’s risk management controls and supervisory procedures for compliance with Rule
15c3-£:>1 (the “Market Access Rule”) of the Securities Exchange Act of 1934 (“Exchange
Act”).

5. The above matter, as well as Matter No. 20120348296, was part of several investigations
conducted by Market Regulation on behalf of the Exchange and other self-regulatory
organizations, including NYSE Arca Equities, Inc., New York Stock Exchange, Inc., The
NASDAQ Stock Market LLC, Bats BZX Exchange, Inc., Bats BY X Exchange, Inc., Bats
EDGX Exchange, Inc., The NASDAQ Options Market LLC, and NASDAQ PHLX LLC
(collectively, the “SROs”), to review the Firm’s compliance with the Market Access Rule

® The facts, allegations, and conclusions contained in this Decision were taken from the executed Offer of Settlement
and Consent.

% The Securities and Exchange Commission (“SEC”) adopted Rule 15¢3-5 effective July 14, 2011. See 17 C.F.R. §
240.15¢3-5, Risk Management Controls for Brokers or Dealers with Market Access, 75 Fed. Reg. 69792, 69792
(Nov. 15, 2010) (Final Rule Release).



10.

and the supervisory rules of the relevant SROs, including NYSE Arca Options Rule 11.18,
from May 2012 through at least April 2016 (the “Review Period”).

As a result of Market Regulation’s investigations, it was determined that, during the
Review Period, J.P. Morgan failed to establish, document, and maintain a system of risk
management controls and supervisory procedures, including written supervisory
procedures and an adequate system of follow-up and review, reasonably designed to
manage the financial, regulatory, and other risks of its market access business.

Specifically, during the Review Period, the Firm failed to establish, document, and
maintain a system of risk management controls and supervisory procedures reasonably
designed to prevent the entry of erroneous orders by rejecting orders that exceed
appropriate price or size parameters, or that indicate duplicative orders, in violation of
Exchange Act Rules 15¢3-5(b) and (c)(1)(ii), and NYSE Arca Options Rule 11.18.

Violations
Applicable Rules

During the Review Period, Exchange Act Rule 15¢3-5(b) required broker-dealers that
provide market access to establish, document, and maintain a system of risk management
controls and supervisory procedures reasonably designed to manage the financial,
regulatory, and other risks of their market access business. ®

During the Review Period, Exchange Act Rule 15¢3-5(c)(1)(ii) required market access
broker-dealers to have financial risk management controls and supervisory procedures
reasonably designed to prevent the entry of erroneous orders, by rejecting orders that
exceed appropriate price or size parameters, on an order-by-order basis or over a short
period of time, or that indicate duplicative orders.

Exchange Act Rule 15¢3-5 requires, among other things, that a broker-dealer with market
access document its system of risk management controls and supervisory procedures that
are designed to manage the financial, regulatory, and other risks of market access. The
broker-dealer must preserve a copy of its supervisory procedures and “a written
description of its risk management controls” as part of its books and records for the time
period required by SEC Rule 17a-4(e)(7).° The required written description is intended,

° Exchange Act Rule 15¢3-5 requires that broker-dealers providing market access must “appropriately control the
risks associated with market access so as not to jeopardize their own financial condition, that of other market
participants, the integrity of trading on the securities markets, and the stability of the financial system.” 75 Fed. Reg.
69792, 69792 (Nov. 15, 2010); see 17 C.F.R. § 240.15¢c3-5.

®See 17 C.FR. § 240.15¢3-5(b), which by virtue of a cross-reference to Rule 17a-4(e)(7), requires a broker-dealer
to maintain and preserve such description “until three years after the termination of the use of” the document. See 17
C.F.R. 8 240.17a-4(e)(7)



11.

12.

13.

14.

15.

among other things, to assist SEC and SRO staff to assess the broker-dealer’s compliance
with the Rule.’

During the Review Period, NYSE Arca Options Rules 11.18(b) and (c) required, in
pertinent part, OTP Firms to establish, maintain, and enforce a system, including written
procedures, reasonably designed to supervise the activities of its associated persons and
the operations of its business to ensure compliance with applicable federal securities laws
and regulations and NYSE Arca Rules.

Overview of J.P. Morgan’s Market Access Systems

During the Review Period, .J.P. Morgan was a significant market access provider, acting
as the gateway to U.S. securities markets and executing tens of millions of trades per day
for its Market Access Clients.

During the Review Period, J.P. Morgan had a number of different Divisions through
which orders were sent to various markets, and each Division had a number of different
Desks (i.e., areas of operation).® These Divisions included the Firm’s Global Wealth
Management Division, and the Institutional Equites Division.

During the Review Period, J.P. Morgan used a variety of systems (e.g., order
management systems, algorithms, etc.) through which its Market Access Clients and
traders entered orders for routing to and execution on various U.S. securities markets,
including the SROs.?° Several of those systems contained controls and filters to which the
orders submitted were subjected. In addition, J.P. Morgan assigned and applied various
controls to individual Market Access Clients and traders to which orders submitted by
those clients and traders were subjected before submission to the various markets.

Inadequate Options Pre-Trade Order Controls for Messaging Activity

During the Review Period, J.P. Morgan failed to have reasonable risk management
controls to prevent Firm programs and algorithms from submitting cancel-replace and
buy-sell looping of orders on multiple occasions, which caused high levels of options

" Exchange Act Release No. 34-63241, 75 Fed. Reg. 69792, 69812 (Nov. 15, 2010).

8 For the Firm’s options business, this also included the Firm’s Electronic Market Making (“EMM?”) desk that was
used by the Firm to enter quotes.

% For the Firm’s options business, this also included the Firm’s EMM system.



message traffic on the Exchange, The NASDAQ Options Market LLC, and NASDAQ
PHLX LLC (the “Options SROs™).

16. During January 2014 through July 2014, a system design, specifically the manner in
which the system responded to market data given the inherent latency between message
entry and acknowledgement from an exchange and the time it was reflected in market
data, caused the Firm’s EMM desk via its Options EMM system to engage in the above
looping activity for messages entered by the Firm on the Options SROs."

17. During January 2014 through July 2014, the EMM system had the ability to withdraw all
quotes from the market, if necessary, and the Firm had a T+1 report to review for high
message counts. Although the Firm also had a real-time surveillance designed to monitor
for high message entries, it did not prevent the looping activity that occurred on the
Options SROs between January 2014 and July 2014.

18.  While the Firm’s post-trade surveillance did flag the activity at issue on the Options
SROs and the Firm was aware of the system design issue that was causing the activity by
January 2014, the Firm failed to resolve the issue until August 2014, and thus caused
repeated entry of unintended elevated messaging activity into the markets for the Options
SROs."

19.  The acts, practices, and conduct described above in paragraphs 15 through 18 constitute
violations of Exchange Act Rules 15¢3-5(b) and (c)(1)(ii), and NYSE Arca Options Rule
11.18.

ORDER

J.P. Morgan Securities LLC violated Exchange Act Rules 15¢3-5(b) and (c)(1)(ii), and
NYSE Arca Options Rule 11.18, by failing to establish, document, and maintain a system
of risk management controls and supervisory procedures, including written supervisory
procedures and an adequate system of follow-up and review, reasonably designed to
manage the financial, regulatory, and other risks of its market access business. J.P.
Morgan’s market access business failed to have reasonable risk management controls,
including pre-trade controls to prevent the entry of erroneous orders by rejecting orders
that exceed appropriate price or size parameters, or that indicate duplicative orders.

19 As of November 28, 2014, the EMM desk was dissolved and thus ceased operating.

p. Morgan did not, however, receive any executions in any option in which the messages were entered.



SANCTIONS

J.P. Morgan Securities LLC is censured and fined $20,000. 2

Miaed. W

Maureen A, Delaney
Hearing Officer

These sanctions are effective immediately.

12 Under the Offer of Settlement and Consent, J.P. Morgan agreed to pay a total fine of $800,000, of which $20,000
shall be paid to the Exchange and the remaining amount shall be paid to Bats BZX Exchange, Inc., Bats BYX
Exchange, Inc., Bats EDGX Exchange, Inc., The NASDAQ Stock Market LLC, New York Stock Exchange,
LLC., NYSE Arca Equities, Inc., The NASDAQ Options Market LLC, and NASDAQ PHLX LLC, in accordance
with the terms of parallel settlement agreements in related matters between J.P. Morgan and each of these self-
regulatory organizations.



BEFORE THE BUSINESS CONDUCT COMMITTEE

OF
NASDAQ PHLX LLC
IN THE MATTER OF Enforcement No. 2017-10
FINRA No. 20120348296-08
J.P. Morgan Securities LLC (includes No. 20140411208)

(CRD No. 79),

Respondent.

DECISION ISSUED UPON
ACCEPTANCE OF OFFER OF SETTLEMENT

The Decision of the Business Conduct Committee ("Committee”) of
NASDAQ PHLX LLC (the “Exchange” or “PHLX") in the above-captioned matter
is as follows:

1. J.P. Morgan Securites LLC (“Respondent”) made an Offer of
Settlement, Stipulation of Facts and Consent to Sanctions (“Offer’) on June 9,
2017.

2. At its regular meeting of June 23, 2017, the Committee reviewed a
report of an Exchange investigation conceming the facts underiying this matter,
made a finding that said facts disclosed probable cause that Respondent had
committed violations within the Exchange’s disciplinary jurisdiction, and authorized
the issuance of a Statement of Charges against Respondent based on said facts
and violations. The Statement of Charges so authorized was dated June 23, 2017,
and was forthwith served upon Respondent.

3. Respondent made and entered into said Offer, pursuant to Exchange
Rule 960.7, solely for the purposes of these proceedings and to settle and conclude
all disciplinary actions by the Exchange based on or arising out of the facts
hereinafter stipulated.

4. The Committee and Respondent have agreed to settle this matter
on the following terms:



a. Respondent stipulates to the facts, consents to the conclusion
of violations of certain provisions of Exchange Rules and federal securities
laws, and consents to the imposition of sanctions specifically including, but
not iimited to, consenting to pay the fine imposed by the Committee
consistent with the Offer, and to comply with all other sanctions, all as
hereinafter set forth, without admitting or denying the allegations or
conclusions in the Statement of Charges.

b. The Exchange shall not institute or entertain at any time any
further proceeding against Respondent based on or arising out of, in whole
or in part, the facts hereinafter stipulated.

C. Respondent shall not institute or entertain at any time any
further proceeding against the Exchange or any of its board members,
officers, committee members, employees or agents, based on or arising out
of, in whole or in part, the facts hereinafter stipulated, or the investigation,
prosecution and disposition of this matter.

d. Nothing in Paragraph 4b above shall be construed to prevent
the Exchange from instituting separate proceedings against Respondent
arising from failures to pay fees, fines or other monies owed to the
Exchange by Respondent, irrespective of whether the fees, fines or other
monies owed are based on or arise from, in whole or in part, the facts
hereinafter stipulated.

e. The Exchange shall not be precluded from instituting a
separate proceeding against Respondent based on or arising from facts
other than those hereinafter stipulated.

f. The Committee, in any other Exchange proceeding against
Respondent, may take notice of the Decision to be issued herein in
determining the appropriate sanction, if any, to be imposed in such other
proceeding.

g. Respondent consents to the entry by the Committee of a
Decision pursuant to Exchange Rules 960.7 and 960.8, containing the
stipulation of facts in Paragraph 5 below, the conclusion of violations of Rule
15¢3-5(b) and (c)(1)(ii) of the Securities Exchange Act of 1934 (“SEA”") (the
“Market Access Rule”), and Exchange Rules 748(b), (d) and (g) (later re-
designated as Rule 748(h)), as agreed to in Paragraph 6 below, and to the
imposition of sanctions not to exceed those agreed to in Paragraph 8.

h. Respondent agrees that the Decision to be issued herein shall
be final, and waives any right to a review of the Decision or any other phase
or aspect of this proceeding:

(1) by the Board of Directors of the Exchange;

FINRA Matter No. 20120348296-08 (20140411208}
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(2) by the U.S. Securities and Exchange Commission;
(3) by any federal or state court; or
{4) in any other forum or by any other means.

o The facts, as stipulated to in the Offer, are as follows:

a. The Committee has jurisdiction over this matter pursuant to
Exchange By-Law Article V, Section 5-3 and Exchange Rule 960.1.

b. During the period between May 2012 through at least April
2016 (the "Review Period"), Respondent was a member organization of
the Exchange.

C. During the Review Period, SEA Rule 15¢3-5 and Exchange
Rule 748 were in full force and effect.

d. During the Review Period, SEA Rule 15¢3-5(b) required
broker-dealers that provide market access to establish, document, and
maintain a system of risk management controls and supervisory
procedures reasonably designed to manage the financial, regulatory, and
other risks of their market access business. SEA Rule 15¢3-5(c)(1)(ii)
required market access broker-dealers to have financial risk management
controls and supervisory procedures reasonably designed to prevent the
entry of erroneous orders, by rejecting orders that exceed appropriate
price or size parameters, on an order-by-order basis or over a short period
of time, or that indicate duplicative orders. Exchange Rule 748 required
that member organizations provide for appropriate supervisory control of
the organization and compliance with securities laws and regulations,
including the Exchange's By-Laws and Rules; provide for appropriate
written procedures of supervision and control; and establish a separate
system of follow-up and review to determine that the delegated authority
and responsibility is being properly exercised. Exchange Rule 748 also
required member organizations to establish, maintain, and enforce written
supervisory procedures reasonably designed to prevent and detect,
insofar as practicable, violations of securities laws and regulations,
including the Exchange's By-Laws and Rules, and further required each
person with supervisory control to reasonably discharge his duties and
obligations in connection with the organization's supervision and control to
prevent and detect, insofar as practicable, violations of the applicable
securities laws and regutations, including the Exchange's By-Laws and
Rules.

e. During the Review Period, Respondent failed to have
reasonable risk management controis to prevent Firm programs and
algorithms from submitting cancel-replace and buy-sell looping of orders

FINRA Matter No. 20120348296-08 (20140411208)
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on multiple occasions, which caused high levels of options message traffic
on the Exchange, NYSE Arca Options, Inc., and The NASDAQ Options
Market LLC (the "Options SROs").

e. During the period of January 2014 through July 2014, a
system design, specifically the manner in which the system responded to
market data given the inherent latency between message entry and
acknowledgement from an exchange and the time it was reflected in
market data, caused the Firm's EMM desk via its Options EMM system to
engage in the above looping activity for messages entered by the Firm on
the Options SROs.’

f. During the period of January 2014 through July 2014, the
EMM system had the ability to withdraw all quotes from the market, if
necessary, and the Firm had a T+1 report to review for high message
counts. Although the Firm also had a real-time surveillance designed to
monitor for high message entries, it did not prevent the looping activity that
occurred on the Options SROs between January 2014 and July 2014,

g. While the Firm's post-trade surveillance did flag the activity
at issue on the Options SROs and the Firm was aware of the system
design issue that was causing the activity by January 2014, the Firm failed
to resolve the issue until August 2014, and thus caused repeated entry of
unintended elevated messaging activity into the markets for the Options

SROs.?

h. By failing to have reasonable risk management controls {o
prevent Firm programs and algorithms from submitting cancel-replace and
buy-sell looping of orders on multiple occasions, which caused high levels
of options message traffic on the Exchange, NYSE Arca Options, Inc., and
The NASDAQ Options Market LLC, between the period of January 2014
through July 2014, JPMS violated SEA Rule 15¢3-5(b} and (c)(1)(ii) and
Exchange Rule 748.

i. During the Review Period, Respondent failed to establish,
document, and maintain a system of risk management controls and
supervisory procedures, including written supervisory procedures and an
adequate system of follow-up and review, reasonably designed to manage
the financial, regulatory, and other risks of its market access business.

j- Specifically, during the Review Period, Respondent violated
SEA Rule 15¢3-5(b) and (c¢)(1)ii), and Exchange Rule 748 by failing to

' As of November 28, 2014, the EMM desk was dissolved and thus ceased operating.

2 JPMS did not, however, receive any executions in any option in which the messages were
entered.

FINRA Matter No. 20120348296-08 (20140411208)
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establish, document, and maintain a system of risk management controls
and supervisory procedures reasonably designed to prevent the entry of
erroneous orders by rejecting orders that exceed appropriate price or size
parameters, or that indicate duplicative orders.

6. The Committee accepts the foregoing stipulation of facts, and on
the basis thereof finds that Respondent violated SEA Rule 15c¢3-5(b) and
{c)(1)(ii) and Exchange Rule 748.

7. The Committee believes that the sanctions proposed by
Respondent in its Offer serve the public interest, are sufficiently remedial under
the circumstances, and represent a proper discharge of the Exchange's
regulatory responsibilities under the Exchange Act.

8. The Committee concurs in the sanctions consented to by
Respondent, and orders the imposition of the following sanctions: (i) a censure;
and (i} a total fine in the amount of $800,000, of which $20,000 is payable to the
Exchange. Respondent will pay the balance of the fine to Bats BZX Exchange,
Inc., Bats BYX Exchange, inc., Bats EDGX Exchange, Inc., The NASDAQ Stock
Market LLC, New York Stock Exchange, LLC, NYSE Arca Equities, Inc., NYSE
Arca Options, inc., and The NASDAQ Options Market LLC.

9. It Respondent fails to pay the fine within 30 calendar days of the
date of this Decision, or fails to comply with any other sanction by the date set
forth herein, the Committee shall declare Respondent to be in material breach of
its agreement and may take whatever actions it deems necessary to respond to
the breach, including, but not limited to, rescinding this Decision and allowing the
matter to proceed in accordance with Exchange Rules 860.1 through 960.12.

Dated: .- / , 2017,
BUSINESS CONDUCT COMMITTEE
By: / A )

Eleanor W. Myers ((
Chair
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