FTC FACT Act Red Flags Rule Template

Important: If you choose to use this template as a
guide, you must adapt it to reflect your
individual firm. W ithout the analysis and
modification required to fit your firm’s situation,
your ldentity Theft Prevention Program (ITPP)
will not comply with regulatory requirements.

This template is an optional guide for firms toiststhem in fulfilling their requirements
under the Federal Trade Commission’s (FTC) RedsHRage, which implements
obligations imposed by the Fair and Accurate Crédihsactions Act of 2003 (FACT
Act). The Red Flags Rule requires specified firmsreate a written Identity Theft
Prevention Program (ITPP) designed to identifyedieand respond to “red
flags™—patterns, practices or specific activitiesattcould indicate identity theft.
“Identity theft” is a fraud committed or attemptesing the identifying information of
another person without authority.

TemplateUse
The obligation to develop a written Red Flags RURRP is not a “one-size-fits-all”

requirement, sgou must customize this template to fit your particlar firm’s
situation. If any of the language does not adequately adgmassfirm’s business
situation, you will need to prepare your own langgiaY ou are responsible for ensuring
that the program fits your firm’s business and gmat implement the program. The
language in this template is designed to be arsggobint and to walk you through
developing your firm’s ITPP. Following this tempatoes not guarantee compliance,
create any safe harbor, with FTC or FINRA rules, fdderal securities laws or state la

. TEXT EXAMPLIS are provided in this template to give you samphglege that
you can modify to create your firm’'s ITPP.

. Material initalics provides instructions, the relevant rules and otegources tha
you can use to develop your firm’s plan; you wkkly want to delete this
material—and the introductory material that is bxethe first pages of this
documentige., the material up to “[Firm Name]”)—from your fihBPP.

FTC Red Flags Rul®nly

This template addresses only the FTC’s Red Fladgs, Rinich was adopted November
2007, with an enforcement start date extended teéer 31, 2010. It does not addre
the Identity Theft Red Flags Rules of the federaricial institution regulatory agencie
(Office of the Comptroller of the Currency, the Eell Reserve System, the Federal
Deposit Insurance Corporation, the Office of ThB8tpervision and the National Credit
Union Administration) that were also adopted Novent, 2007. It also does not addré
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related FTC regulations, adopted on the same tteterequire policies and procedures



for 1) credit and debit card issuing firms to asdég validity of changes of address

notifications and 2) credit report using firms &spond to a credit reporting agency’s
notice of address discrepancy; enforcement of thegaations began November 1, 2008.
If those regulations apply to your firm, FINRA expeit to have policies and procedures
in place to comply with them.

Red Flags Rul€overageandPeriodic Review

Under the FTC Rule, your firm must prepare an ITiHHs either a “financial
institution” or a “creditor” and offers “covered@munts.” FINRA anticipates that most
member firms will be required to prepare an ITPBairthe Red Flags Rule. Even if it
does not have to prepare an ITPP now, your firmtinage internal controls to
periodically review its operations, and prepardT®P if it laterbecomes a financial
institution or a creditor that offers covered accounts.

Financial Institution Your firm is a “financial institution” if it proides, either directly or
indirectly through your clearing firm, consumerditisaction accounts,” which are
accounts that allow account holders to make withds for payment or transfer of funds
to third parties by telephone transfers, checkiit@ards or similar means. Since
“consumer” is defined as an individual, a firm vath individuals as clients would not be
a financial institution under this definition.

Creditor. Your firm is a “creditor” if it regularly extendsenews or continues credit
(such as margin) or arranges for its extensiorewahor continuation (such as through a
clearing firm). A firm that is not a financial inigttion because it has only institutional
customers can still be a creditor if it extendgirer arranges to extend credit, for any of
its customers.

Covered Accountdf your firm is either a financial institution @r creditor, you must then
analyze whether it offers “covered accounts,” whaoh any accounts that either 1) your
firm offers primarily for personal, family or hous&ld purposes and involve multiple
payments (such as credit card, margin, checkirgawings accounts), or 2) involve a
reasonably foreseeable risk from identity theftustomers or the safety and soundness of
your firm.

Send questions about complying with the Red Flags B RedFlags@ftc.gov

Rules: 16 Code of Federal Regulations (C.F.R.) & B(b) and (d).

ProgramElements
The four program elements for an ITPP specifiethelWFTC Red Flags Rule require your
firm to:

(1) identify relevant red flags for the covered accounts tiafitm offers or maintains,
and incorporate those red flags into its ITPP;




(2) detectred flags that have been incorporated into thé’ldPthe financial institution
or creditor;

(3) respondappropriately to any red flags that are deteatgatévent and mitigate
identity theft; and

(4) updatethe ITPP and its red flags periodically to reflelsanges in identity theft risks
to customers and the firm.

Rules: 16 C.F.R. §681.1(d)(2).

ProgramAdministration
To administer your ITPP, your firm must:

(1) cet approvabf the initial written ITPP from the firm’s boaaf directors, an
appropriate committee of it, or, if there is no tlwha designated member of senior
management;

(2) involvethe board, committee or the designated membezFrobsmanagement in the
oversight, development, implementation and adnretisin of the ITPP;

(3) train staff to implement the ITPP; and

(4) overseeservice provider arrangements.

Rules: 16 C.F.R. 8681.1(e).

Resources

FINRA

. FINRA Reaulatory Ndice 8-69 (Fair and Accurate Credit Transactions Act of
2003)

. Podcast: FTG Red Flags Rule Template

. Padcast: FACT Act Red Flags Rule

. Requlation S-P: Privacy of Consumer Financial Infation includingFinal Rule

2005 AmendmenR008 Proposed AmendmeniESNRA Comment Letter on
2008 Proposed AmendmeratsdFAQ

FTC

. FTC Extends Enforcement Deadline for Identity THedd Flags RuléDelay of
Enforcement Until December 31, 2010)

. FTC Extends Enforcement Deadline for Identity TheddFlags RulgDelay of
Enforcement Until June 1, 2010)

. FTC's Fichting Fraudwith the Red Flgs Rule: A HowTo Guide for Business

Identity Theft Red Flags andddress Discrepancies Under the Fair and Accur

Credit Transactions Act of 200Binal Rule, Federal Trade Commission and tk

Federal Financial Institution Regulatory AgendqiE$C Red Flags Rule)

ate
e

FTC s Complyingwith the Red HagsRule: Do-It-Yoursdf Program for




Businesses at Low Risk For Identity Theft

. FTC Identity Theft Site

Other

. e-CFR Title 16 Commeral Practices Part 68Identity Theft Rules

. Guidance on Authentication in Internet Banking Eamment- Federal Financial
Institutions Examination Countsl(FFIEC)

. Treasury Final Rule Regarding Broker/Dealer Custoehentification Programs

(05/09/03)(under Anti-Money Laundering (AML) Rules and Regjidns on
FINRA’'s AML Web page)

[Film Name]
Identity Theft Prevention Program (ITPP) under the
FTC FACT Act Red Flags Rule

I. Firm Policy

State your firm’s objectives for your ITPP.

TEXT EXAMPLE Our firm’s policy is to protect our customergiaheir accounts from
identity theft and to comply with the FTC’s Red gdaRule. We will do this by
developing and implementing this written ITPP, wWhis appropriate to our size and
complexity, as well as the nature and scope ohativities. This ITPP addresses 1)
identifying relevant identity theft Red Flags farrdirm, 2) detecting those Red Flags, 3)
responding appropriately to any that are detecigu@¢vent and mitigate identity theft,
and 4) updating our ITPP periodically to reflecanbes in risks.

Our identity theft policies, procedures and intéomatrols will be reviewed and updated
periodically to ensure they account for changek botegulations and in our business.

Rule: 16 C.F.R. § 681.1(d).

IIl. ITPP Approval and Administration

State who is responsible for initial approval oisthT TP, which should be your board of
directors or an appropriate board committee; ory@u have no board, a designated




member of senior management. State who is redgerisr the oversight, development,
implementation and administration of the ITPP, whicay be a designated member of
senior management, your board or a board committee.

TEXT EXAMPLEThe firm’s Board of Directorgyr the Namég Committee of the Board,
or [Name, titl¢, a member of senior management, approved thialiiTPP. Name,

title], a member of senior management, is the designdésdity theft officer and is
responsible for the oversight, development, implatietgon and administration (including
staff training and oversight of third party servmeviders of ITTP services) of this ITPP.

Rule: 16 C.F.R. 8§ 681.1(e) and Appendix A, Sedtigia).

1. Relationship toOther Firm Programs

Describe how this ITPP relates to your firm’s otlpeograms to protect customer data,
such as the data safekeeping and disposal procedurg@er Regulation S-P, your
Customer Identification Program (“CIP”) and red i@ detection under your AML
Compliance Program.

TEXT EXAMPLE: We have reviewed other policies, pedures and plans required by
regulations regarding the protection of our customi@rmation, including our policies
and procedures under Regulation S-P, [and] oura@tPred flags detection under our
AML Compliance Program [aniist any otherkin the formulation of this ITPP, and
modified either them or this ITPP to minimize ins@tencies and duplicative efforts.

Rule: 16 C.F.R. 8 681.1, Appendix A, Section I.

IV. ldentifying Relevant Red Flags

To identify relevant identity theft Red Flags, yiitm must assess certain risk factors
and sources, as well as the categories and exarnigled in Supplement A to Appendix A
of the FTC’s Red Flags Rule (See Resajr@lsove). This consideration forms the basis
for modifying the attached Red Flag Identificatenmd Detection Grid to cover your

firm’s situation and experience.

TEXT EXAMPLETo identify relevant identity theft Red Flags, dum assessed these
risk factors 1) the types of covered accounts it offersh2)methods it provides to open
or access these accounts, and 3) previous expenmtitidentity theft. Our firm also
considered the source$ Red Flags, including identity theft incidents dirm has
experienced, changing identity theft techniquesfioor thinks likely, and applicable
supervisory guidance. In addition, we considered Rags from the following five
categoriegand the 26 numbered examples under them) frorpl8o@nt A to Appendix
A of the FTC’s Red Flags Rule, as they fit our aiiton: 1) alerts, notifications or
warnings from a credit reporting agency; 2) suspisidocuments; 3) suspicious personal
identifying information; 4) suspicious account aityi; and 5) notices from other sources.
We understand that some of these categories amdpéasmay not be relevant to our




firm and some may be relevant only when combinecbosidered with other indicators

of identity theft. We also understand that theneples are not exhaustive or a mandatory
checklist, but a way to help our firm think througghevant red flags in the context of our
business. Based on this review of the risk facwwarces, and FTC examples of red
flags, we have identified our firm’s Red Flags, @¥hare contained the first column

(“Red Flag”) of the attached “Red Flag Identificatiand Detection Grid” (“Grid”).

Rule: 16 C.F.R. 8§ 681.1(d)(2)(i) and Appendix éction II.

V. Detecting Red Flags

Your firm’s ITPP must address how, in connectiothwpening and maintenance its
covered accounts, it will detect the Red Flagdeniified in Part IV above and set out in
the first column of attached Grid. For opening e@d accounts, that can include
getting identifying information about and verifyitige identity of the person opening the
account by using your CIP. For existing coveredoagts, it can include authenticating
customers, monitoring transactions, and verifying validity of changes of address.
How your firm will detect each of its identifieddRElags is to be set out in the second
column of the attached Grid.

TEXT EXAMPLEWe have reviewed our covered accounts, how we apdmmaintain
them, and how to detect Red Flags that may hawen@ztin them. Our detection of
those Red Flags is based on our methods of gettiagnation about applicants and
verifying it under our CIP of our AML complianceqmedures, authenticating customers
who access the accounts, and monitoring transacéind change of address requests.
For opening covered accounts, that can includéngatientifying information about and
verifying the identity of the person opening the@mt by using the firm’s CIP. For
existing covered accounts, it can include authatitig customers, monitoring
transactions, and verifying the validity of changéaddress. Based on this review, we
have included in the second column (“DetectingRlee Flag”) of the attached Grid how
we will detect each of our firm’s identified Redagk.

Rule: 16 C.F.R. § 681.1(d)(2)(ii) and AppendixSection III.

VI. Preventing and Mitigating Identity Theft

Your firm’s ITPP must provide responses to its ctet® Red Flags that match the risk
involved.

TEXT EXAMPLEWe have reviewed our covered accounts, how we apdrallow

access to them, and our previous experience watttity theft, as well as new methods of
identity theft we have seen or foresee as lik@gsed on this and our review of the
FTC's identity theft rules and its suggested respsarto mitigate identity theft, as well as
other sources, we have developed our procedurew/belrespond to detected identity
theft Red Flags.



Procedures to Prevent and Mitigate Identity Theft

When we have been notified of a Red Flag or ougaliein procedures show evidence of
a Red Flag, we will take the steps outlined belasvappropriate to the type and
seriousness of the threat:

Applicants For Red Flags raised by someone applying facaount:

1. Review the application We will review the applicant’s information catted for
our CIP under our AML Compliance Program (e.g., eadate of birth, address,
and an identification number such as a Social $gddumber or Taxpayer
Identification Number).

2. Get government identificationf the applicant is applying in person, we wik@
check a current government-issued identificatian ,csuch as a driver’s license
or passport. If the applicant is submitting arcetnic application via our Web
site, we will usedescribe your Internet authentication methods; unde
Resourcesabove, see thBuidance on Authentication in an Internet Banking
Environment-Federal Financial Institutions Ex@ation Council's (FFIEQ)

3. Seek dditional verification If the potential risk of identity theft indicatdy the
Red Flag is probable or large in impact, we mayg akxify the person’s identity
through non-documentary CIP methods, including:

a. Contacting the customer

b. Independently verifying the customer’s informatlmncomparing it with
information from a credit reporting agency, puldatabase or other source
such as a data broker [or] the Social Security Nemileath Master File
[or list other sourcéls

c. Checking references with other affiliated financaredtitutions, or

d. Obtaining a financial statement.

4. Deny the applicationIf we find that the applicant is using an idgnather than
his or her own, we will deny the account.

5. Report If we find that the applicant is using an idgntther than his or her own,
we will report it to appropriate local and state lenforcement; where organized
or wide spread crime is suspected, the FBI or&&&x=rvice; and if mail is
involved, the US Postal Inspector. We may alsseasmmended by FINRA'’s
Customer Information Protection web page’s “Firme€lilist for Compromised
Accounts,” report it to our FINRA coordinator; tB&C; State regulatory
authorities, such as tls¢ate securities commissicend our clearing firm.

6. Notification. If we determine personally identifiable infornaatihas been
accessed, we will prepare any specific notice staruers or other required notice
under state lawNote: SeeNational Conference of State Legislatadisting of
state notification requirementéThis site may not be updated or comprehensive.
Each firm is responsible to research all applicablate requirements. State and
local laws and regulations are not uniform. All key-dealers must have policies
and procedures reasonably designed to prevent atettlviolations of the laws
and regulations of the jurisdictions in which thegyerate.)]




Accessseekers For Red Flags raised by someone seeking to aecesxisting

customer’s account:

1.

2.

Watch We will monitor, limit, or temporarily suspendtaaty in the account until
the situation is resolved.
Check with the customeMe will contact the customer using our CIP
information for them, describe what we have found aerify with them that
there has been an attempt at identify theft.
Heightened riskWe will determine if there is a particular reasbat makes it
easier for an intruder to seek access, such astancer’s lost wallet, mail theft, a
data security incident, or the customer’s givingaamt information to an
imposter pretending to represent the firm or tcaadulent web site.
Check similar accountsWe will review similar accounts the firm hassee if
there have been attempts to access them withdubrgzdtion.
Collect incident information For a serious threat of unauthorized accourgsscc
we may, as recommended by FINRA’s Customer Infoiona®rotection web
page’s “Firm Checklist for Compromised Accountxllect if available:

a. Firm information (both introducing and clearingnis):

I. Firm name and CRD number
i. Fir
m contact name and telephone number

Dates and times of activity
Securities involved (name and symbol)
Details of trades or unexecuted orders
Details of any wire transfer activity
Customer accounts affected by the activity, inalgdaiame and account
number, and

g. Whether the customer will be reimbursed and by whom

Report If we find unauthorized account access, we mgjhlort it to appropriate

local and state law enforcement; where organizedae spread crime is
suspected, the FBI or Secret Service; and if mailvolved, the US Postal
Inspector. We may also, as recommended by FINRA'stomer Information
Protection web page’s “Firm Checklist for ComproatisAccounts,” report it to
our FINRA coordinator; the SEC; State regulatorthatities, such as th&ate
securities commissigrand our clearing firm.
Notification. If we determine personally identifiable infornaatihas been
accessed that results in a foreseeable risk fotitgeheft, we will prepare any
specific notice to customers or other required ustite law. $ee note at 6,
under “Applicans’ above]
Reviewour insurancepolicy. Since insurance policies may require timely reotic
or prior consent for any settlement, we will revieur insurance policy to ensure
that our response to a data breach does not Imelirainate our insurance
coverage.
Assist the customenWe will work with our customers to minimize thapact of
identity theft by taking the following actions, agplicable:

a. Offering to change the password, security codegtmr ways to access

~Poo0CT




the threatened account;

Offering to close the account;

Offering to reopen the account with a new accoumtler;

Not collecting on the account or selling it to d@deollector; and
Instructing the customer to go to théC Idenity Theft Web Siteto learn
what steps to take to recover from identity thieft/uding filing a
complaint using it®nline complaint formcalling the FTC’s Identity Theft
Hotline 1-877-ID-THEFT (438-4338), TTY 1-866-653&2, or writing to
Identity Theft Clearinghouse, FTC, 6000 Pennsylaakrenue, NW,
Washington, DC 20580.

cooo

Rule: 16 C.F.R. § 681.1(d)(iii) and Appendix Astim V.

VIl. Clearing Firm and Other Service Providers

If your firm uses a clearing firm or other servigeviders in connection with its covered
accounts, it must ensure that the providers comjily reasonable policies and
procedures designed to detect, prevent and mititpsteisk of identity theft.

TEXT EXAMPLEOur firm uses a clearing firnahd otherservice providersin
connection with our covered accounts. We haveeqss to confirm that our clearing
firm and any other service provider that performgveies in connection with our
covered accounts, especially other service prositteat are not otherwise regulated,
comply with reasonable policies and proceduresydesi to detect, prevent and mitigate
identity theft by contractually requiring them tave policies and procedures to detect
Red Flags contained in our Grid and report deteRedl Flags to usof take appropriate
steps of their own to prevent or mitigate the idgnheft or both]. Our clearing firm is
[name, address, phone number, e-mail address, Waplarsd our contact person at that
clearing firm is hame, phone number, e-njaiDur other service providers that perform
activities in connection with our covered accowrts [ist service provider’s name,
address and phone number, and e-mail addyess.

Rule: 16 C.F.R. 8§ 681.1(e)(4) and Appendix A,i&edtl.(c).

VIll. Internal Compliance Reporting

Describe how your firm’s staff will report your P compliance with the regulations.

TEXT EXAMPLE:Our firm’s staff who are responsible for devetapiimplementing
and administering our ITPP will report at least ety to our [Boarcor committeeor
designated member of senior management] on conggliarth the FTC’s Red Flags
Rule. The report will address the effectivenessuwflTPP in addressing the risk of
identity theft in connection with covered accoupénings, existing accounts, service
provider arrangements, significant incidents inugdMmdentity theft and management’s
response and recommendations for material changas iTPP.



Rule: 16 C.F.R. 8§ 681.1, Appendix A, Section YI.(b

IX. Updates and Annual Review

Describe your firm’s update policy and annual revief your ITPP.

TEXT EXAMPLE:Our firm will update this plan whenever we havaaterial change to
our operations, structure, business or locatiai ¢hose of our clearing firm, or when we
experience either a material identity theft fromoaered account, or a series of related
material identity thefts from one or more coveredaunts. Our firm will also follow

new ways that identities can be compromised antliatethe risk they pose for our firm.
In addition, our firm will review this ITPP annugllon [datd, to modify it for any
changes in our operations, structure, businedecation or substantive changes to our
relationship with our clearing firm.

Rule: 16 C.F.R. § 681.1 (d)(2)(iv) and AppendiSActions V. and VI. (a) & (b).

X.  Approval

Approve the firm’s ITPP by signing below.

TEXT EXAMPLE | approve this ITPP as reasonably designed ablerour firm to
detect, prevent and mitigate identity theft.

Rule: 16 C.F.R. 8§ 681.1 (e)(1)&(2) and AppendiSAction VI.(a).

Signed:

Title:

Date:

ATTACHMENT: Red Flag Identification and Detectioni (Grid)
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[FIRM NAME]
Red Flag ldentification and Detection Grid

This grid provides FTC categories and examplesotémtial red flags. Please note these
examples are not exhaustive nor a mandatory cletcklut a way to help your firm think
through relevant red flags in the context of itsipess. Some examples may not be
relevant to your firm, while others may be relevahien combined or considered with
other indicators of identity theft. Modify the ceilh the table below as described in the
FTC FACT Act Red Flags Template Section IV, IdgntifRelevant Red Flags, and
Section V, Detecting Red Flags. If any categories examples under them do not apply
to your firm, delete the rows containing them. lle®e, add rows for any not on the list
that you need to add based on your risk factor smatces assessment. For example, if
your firm does not use consumer credit reportsgteethe “Category: Alerts,
Notifications or Warnings from a Consumer CredipBeing Agency” and the rows of

Red Flag examples 1 — 4 under it.

TEXT EXAMPLE:

Red Flag

Detecting the Red Flag

Category: Alerts, Notifications or Warnings from a Consumer Credit Reporting Agency

1. A fraud or active duty alert is included
on a consumer credit report.

We will verify that the fraud or active duty alert
covers an applicant or customer and review the
allegations in the alert. [In additiodescribe any
other steps your firm takes

2. A notice of credit freeze is given in
response to a request for a consumer cr¢
report.

We will verify that the credit freeze covers an
2@ipplicant or customer and review the freeze. [In
addition,describe any other steps your firm takes

3. A notice of address or other discrepan
is provided by a consumer credit reportin
agency.

cWe will verify that the notice of address or other

gdiscrepancy covers an applicant or customer and
review the address discrepancy. [In addition,
describe any other steps your firm tgkes

4. A consumer credit report shows a patt
inconsistent with the person’s history, su
as a big increase in the volume of inquiri
or use of credit, especially on new
accounts; an unusual number of recently
established credit relationships; or an
account closed because of an abuse of
account privileges.

evide will verify that the consumer credit report cove

chn applicant or customer, and review the degree of

egiconsistency with prior history. [In addition,
describe any other steps your firm tgkes

Insert other red flags in this category
based on your firm’s own experience or i

knowledge of likely new methods of identity

theft

Insert how your firm would detect these red flags y
$ave identified.

Category: Suspicious Documents

11



5. Identification presented looks altered
or forged.

Our staff who deal with customers and their

supervisors will scrutinize identification presemhte
person to make sure it is not altered or forgdd. |
addition,describe any other steps your firm takes

6. The identification presenter does not
look like the identification’s photograph o
physical description.

Our staff who deal with customers and their
rsupervisors will ensure that the photograph and th
physical description on the identification match th
person presenting it. [In additiotkescribe any other

steps your firm takés

7. Information on the identification differs
from what the identification presenter is
saying.

Our staff who deal with customers and their
supervisors will ensure that the identification dinel
statements of the person presenting it are consiste
[In addition,describe any other steps your firm
takeg.

8. Information on the identification does
not match other information our firm has
on file for the presenter, like the original
account application, signature card or a
recent check.

Our staff who deal with customers and their
supervisors will ensure that the identification
presented and other information we have on filenfr
the account, such adgscribe the informatidrare
consistent. [In additiordescribe any other steps yo
firm take$.

9. The application looks like it has been
altered, forged or torn up and reassembl

Our staff who deal with customers and their
edupervisors will scrutinize each application to mak
sure it is not altered, forged, or torn up and
reassembled. [In additiodgscribe any other steps
your firm takeg

Insert other red flags in this category
based on your firm’s own experience or i
knowledge of likely new methods of iden
theft.

Insert how your firm would detect these red flags y
$ave identified.

ity

Category: Suspicious

Personal Identifying Informaton

10. Inconsistencies exist between the
information presented and other things w
know about the presenter or can find out
checking readily available external sourc
such as an address that does not match
consumer credit report, or the Social
Security Number (SSN) has not been
issued or is listed on the Social Security
Administration's (SSA’s) Death Master
File.

Our staff will check personal identifying informeaiti
gresented to us to ensure that the SSN given leas
bysued but is not listed on the SSA’s Master Death
eBjle. If we receive a consumer credit report, tivdl/
acheck to see if the addresses on the applicatidn ar

the consumer report match. [In additidescribe any

other steps your firm takes

D

Il
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11. Inconsistencies exist in the informatiq
that the customer gives us, such as a da
birth that does not fall within the number
range on the SSA’s issuance tables.

piOur staff will check personal identifying informaiti
Ipadsented to us to make sure that it is internally
consistent by comparing the date of birth to seeith
falls within the number range on the SSA’s issuan
tables pr describe other internal consistency tests
madéd.

12. Personal identifying information
presented has been used on an account
firm knows was fraudulent.

Our staff will compare the information presentedw
addresses and phone numbers on accounts or
applications we found or were reported were
fraudulent. [In additiondescribe any other steps
your firm takeg

13. Personal identifying information
presented suggests fraud, such as an
address that is fictitious, a mail drop, or &
prison; or a phone number is invalid, or i
for a pager or answering service.

Our staff will validate the information presented
when opening an account by looking up addresses
1 the Internet to ensure they are real and not foagé
sdrop or a prison, and will call the phone numbers
given to ensure they are valid and not for pagers o
answering services. [In additiotkescribe any other
steps your firm takés

14. The SSN presented was used by
someone else opening an account or oth
customers.

Our staff will compare the SSNs presented to see

dhey were given by others opening accounts or oth
customers. [In additiomescribe any other steps
your firm takeg

15. The address or telephone number
presented has been used by many other
people opening accounts or other
customers.

Our staff will compare address and telephone num
information to see if they were used by other
applicants and customers. [In additidescribe any
other steps your firm takes

16. A person who omits required
information on an application or other for,
does not provide it when told it is
incomplete.

Our staff will track when applicants or customers

nmave not responded to requests for required
information and will follow up with the applicants
customers to determine why they have not respon
[In addition,describe any other steps your firm
takeg.

17. Inconsistencies exist between what i
presented and what our firm has on file.

5 Our staff will verify key items from the data presed
with information we have on file. [In addition,
describe any other steps your firm tgkes

18. A person making an account
application or seeking access cannot
provide authenticating information beyon
what would be found in a wallet or
consumer credit report, or cannot answe
challenge question.

Our staff will authenticate identities for existing
customers by asking challenge questions that hav
dbeen prearranged with the customer and for appc
or customers by asking questions that require
r mformation beyond what is readily available from g
wallet or a consumer credit report. [In addition,

5 0N
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describe any other steps your firm takes
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Insert other red flags in this category

based on your firm’s own experience or itsdentified.
knowledge of likely new methods of identity

theft.

Insert how you would detect these red flags yoe h:

Category: Suspicious Account Activity

19. Soon after our firm gets a change of
address request for an account, we are
asked to add additional access means (S
as debit cards or checks) or authorized
users for the account.

We will verify change of address requests by send
a notice of the change to both the new and old
wadhdresses so the customer will learn of any
unauthorized changes and can notify us. [In aaldit
describe any other steps your firm tgkes

20. A new account exhibits fraud pattern
such as where a first payment is not mag
or only the first payment is made, or the
use of credit for cash advances and
securities easily converted into cash.

sWe will review new account activity to ensure that
dirst and subsequent payments are made, and that
credit is primarily used for other than cash adesnc
and securities easily converted into cash. [Intaug

describe any other steps your firm tgkes

21. An account develops new patterns of
activity, such as nonpayment inconsister
with prior history, a material increase in
credit use, or a material change in spend
or electronic fund transfers.

We will review our accounts on at least a monthly
tbasis and check for suspicious new patterns of
activity such as nonpayment, a large increasedditl
inge, or a big change in spending or electronic funad
transfers. [In additiorgjescribe any other steps you
firm take$.

22. An account that is inactive for a long
time is suddenly used again.

We will review our accounts on at least a monthly
basis to see if long inactive accounts become very
active. [In additiondescribe any other steps your
firm take$.

23. Mail our firm sends to a customer is
returned repeatedly as undeliverable eve
though the account remains active.

We will note any returned mail for an account and
nmmediately check the account’s activity. [In
addition,describe any other steps your firm takes

24. We learn that a customer is not gettif
his or her paper account statements.

n§Ve will record on the account any report that the
customer is not receiving paper statements and
immediately investigate them. [In additiatescribe
any other steps your firm talles

av

in

=

25. We are notified that there are
unauthorized charges or transactions to
account.

We will verify if the notification is legitimate ah

thevolves a firm account, and then investigate the
report. [In additiongdescribe any other steps your
firm take$.

Insert other red flags in this category
based on your firm’s own experience or i
knowledge of likely new methods of iden
theft.

Insert how you would detect these red flags yo h:
sdentified.
ity

av

Category: Notice From Other Sources

26. We are told that an account has beel
opened or used fraudulently by a custom
an identity theft victim, or law
enforcement.

nWe will verify that the notification is legitimatend
e@nvolves a firm account, and then investigate the
report. [In additiongdescribe any other steps your

firm takes.
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We learn that unauthorized access to the We will contact the customer to learn the detdlls o
customer’s personal information took placthe unauthorized access to determine if other step|
or became likely due to data loss (e.g., lossarranted. [In additionjescribe any other steps yo

of wallet, birth certificate, or laptop),
leakage, or breach.

firm take$.

Insert other red flags in this category

based on your firm’s own experience or i[mave identified.
knowledge of likely new methods of iden

theft.

Insert how your firm would detect these red flags y

ity

[72)
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