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Introduction 

Web EFT (Electronic File Transfer) allows subscribing firms to interface with Web CRD
 

and IARD
TM

 in an automated 

manner (Web EFT also offers a manual interface). Web EFT offers firms the ability to upload batches of form filings to 

Web CRD and IARD and provides its subscribers with reports containing the results of batch form file processing, as well 

as downloads of registration and accounting activity.  

 

 

 

 

 

 

 

 

 

 

 

 

 

The Web EFT System currently accepts the following form filing types: 

U4 Initial U5 Partial 

U4 Relicense All U5 Full 

U4 Relicense CRD U5 Amendment 

U4 Relicense IA Non Registered Fingerprint Initial 

U4 Dual Non Registered Fingerprint Amendment 

U4 Amendment of non-disclosure information Non Registered Fingerprint Termination 

U4 Page 2 Initial for Schedule A/B BR Initial 

U4 Page 2 Amendment for Schedule A/B BR Amendment 

 BR Closing/Withdrawal 

 

NOTE: Web EFT does not currently have the ability Form BD/BDW, Form ADV/ADV-W, Form U6, or Form U4 

Concurrence filings. These must be filed online through Web CRD/IARD. 

 

Web EFT also provides the following CRD/IARD downloads: 

Downloads Frequency 

Branch Information Report daily 

Individual Information Report  weekly 

Individual Information Report Delta daily 

Post Accounting Report daily 

Post Appointments Report daily 

Post Approvals Report daily 

Post Branch Deficiencies Report daily 

Post Branch Individual Report daily 

Post Branch Status Report daily 

Post Deficiencies Report daily 

Post Enrollments Report daily 

Post Exams Report daily 

Post Fingerprint Report daily 

Post Pending Report daily 

Post Terminations Report daily 
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Web EFT provides two interfaces for uploading batch form filings and downloading reports: 

(1) A web interface (see Section 1) 

(2) A direct machine-to-machine interface (see Section 2) 

  

Details on using these methods are described in the following sections: 

1. Web Interface 

The web interface is provided to support access to Web EFT through a standard HTTPS browser interface. The site uses a 

secure web server that supports Internet-standard Secure Sockets Layer (SSL) to protect all data sent to and from the 

server. Using a standard Web browser, users can securely access the site to upload batch form files, download reports and 

check the status of batch form files that were previously submitted. 

1.1.  Logging In 

Users must access the web interface through a login screen, which displays below. FINRA provides a username and 

password to each subscribing firm. The user must enter the firm’s username and password and accept the Web EFT Terms 

and Conditions. 

 

When your Web EFT account is initially established, you will be issued a “one-time-only” password. On your initial 

login, you will be forced to change the issued password to one of your choosing. The password you choose must meet the 

following criteria: 

 

 Password must be between 8 and 10 characters. 

 Password must contain at least 1 alpha character. 

 Password must contain at least 1 numeric character. 

 Password must contain at least 1 “special” (non-alpha, non-numeric) character. “#” or “$”, for example. 

 

Web EFT passwords do not automatically expire, however we recommend that firms change their password every 90 days 

(similar to the Web CRD password expiration timeframe). To open a case to change your password, please contact the 

FINRA Gateway Call Center at (301) 869-6699. Your old password will be set to expired and you will be directed to 

choose a new password on your next login. 
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1.2.  Home Page 

After a successful login, the system will display the home directory of the firm user. This screen is used to access the 

functions available to the firm. 

 

 
 

 

There are four sub-directories in the firm’s home directory: 

 

 “archive” – Contains a copy of all Web EFT files submitted and reports generated for each firm in the last 31 

days (see Section 1.5). 

 “incoming” – All batch form files sent to FSG must be uploaded to the “incoming” directory (see Section 1.6).   

If the user does not subscribe to the Web EFT batch form filing upload service, the incoming directory will not 

appear. 

 “processed” – Stores all batch form filing results files corresponding to batch form filing submissions. One batch 

results file is created for each batch form file submission (see Section 1.7). 

 “reports” – All daily, weekly, and monthly Web CRD reports are posted to the reports directory (see Section 

1.8). If the user does not subscribe to the Web EFT download service, the reports directory will be empty. 

 

 Available links: 

 “/home” – Indicates the user’s present directory. When the user navigates to one of the subdirectories, this 

display will include the name of the subdirectory (for example, if a user selects the reports directory, this link will 

change to “/home/reports”). 

To access a subdirectory, select the name of the subdirectory. To move from the subdirectory back to the home 

directory, either select the “/home” link in the upper left-hand side of the tool bar, or use your browser’s “Back” 

button. 

 “Schema Documentation” – Links to the current Web EFT schema documentation (PDF) and form filing and 

reports schema files (.xsd) located on FINRA’s Web site (www.finra.org/webeft/schema) (see Sections 1.10 and 

1.11). 

 “Status” and “status.xml” – Links to the status file which lists the processing status of all batch form files sent to 

Web EFT in the past 31 days (see Section 1.9). 

 “Log Out” – Logs the user out of Web EFT (see Section 1.122). 

 

 

 

http://www.finra.org/webeft/schema


 
Copyright 2015 FINRA 6  Release 2015.09 (September) 

1.3.  Submitting (Uploading) Batch Form Files to Web CRD 

Users can upload batch form files to FSG (which submits the forms within the file to Web CRD) using the “File Upload” 

function at the top of the directory page. 

 
To upload a file, select the “incoming” directory. 

 

 
 

 

On the “File Upload” form, select the “Browse” button. This opens a standard directory browser on your local computer. 

Select the file you wish to upload. 

Select the “Open” button in the file window. 

Select the “Upload File” button to send your file to Web EFT. This submits your form filings to Web CRD. 
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File Submission (Upload) Rules:  

 Any files uploaded to Web EFT must be loaded to the “incoming” directory.  

 All uploaded batch form files must be in XML format and must comply with either, the CRD U4, U5, NRF Form 

Filing Schema or the CRD BR Form Filing Schema (See Section 1.11 on how to access the schema definition 

documents and the schema file). 

 In order to process successfully, any form within the file must also comply with Web CRD’s business rules and 

completeness checks. [Tip: If a form fails a Web CRD completeness check, the unprocessed form may also be 

located and corrected “online” in the firm’s “Pending Filings” queues in Web CRD.] 

 Web EFT’s XML parser does not recognize the standard “<!--   -->”  XML comment syntax. If a comment is 

included in the file, Web EFT will attempt to process the commented text. 

 All uploaded batch form files must be named with an ‘.nrq’ (lower case) extension to be processed by Web EFT.  

(If a file does not have an .nrq extension, it will not be processed.)  

 All uploaded batch form files must not contain spaces in the filename. (If a filename contains spaces, the file will 

not be processed.) 

 Each uploaded batch form file must be uniquely named within the last 31 days. An attempt by a firm to upload a 

file with a duplicate name will result in an error message. 

 

When Web EFT and Web CRD have completed processing a batch form file, a batch results file with the same name as 

the uploaded file and the extension ‘.nrs’ will be placed in the processed directory. Also, the EFT primary contact listed 

on your Web EFT UAAF will receive an e-mail indicating that Web EFT has finished processing the file. 

 

For example: 

1) A user (or automated script) uploads a file named U4addressupdates100114.nrq into the user’s incoming 

directory.  

2) Web EFT sends the form data within the file to Web CRD for form processing.  

3) Web EFT also sends an e-mail to the user’s primary EFT contact, indicating that the file was received. 

4) When the file is completely processed, Web EFT moves U4addressupdates100114.nrq to the firm’s archive 

directory and places a results file named U4addressupdates100114.nrs in the user’s processed directory.  

5) Web EFT also sends an e-mail to the user’s primary EFT contact, indicating that the file has completed 

processing. 

6) A copy of U4addressupdates100114.nrs is also placed in the firm’s archive directory. 

 

NOTE: After a successful file upload, the EFT primary contact listed on your Web EFT User Account Acknowledgement 

Form (UAAF) will receive an e-mail indicating that Web EFT has received the file. Should you choose not to receive any 

processing e-mails, two steps must be taken: 

(1) Contact the FINRA Gateway Call Center at (301) 869-6699 and request that your e-mail address be 

excluded from receiving any processing e-mails. 

(2) When submitting a batch form file, omit the Email attribute in the NSGBatch element (please refer to one 

of the schema definition documents for the Email attribute’s precise location). 

To update your primary contact, please use the UAAF form found at: www.finra.org/webeft > Forms for Existing Web 

EFT Firms 

 

1.4.  Retrieving Batch Form Filing Results Files and Reports from Web EFT 

All Web EFT submitted batch form files, batch results files, and scheduled reports in any of the firm’s directories are 

produced in XML format and can be viewed in a browser or downloaded to the user’s computer.  To view a file, simply 

“single-click” on the name of the file. To download a file, right-click on the name and select “Save Target As” from the 

menu (Firefox users would select “Save Link As” in the menu). Do not “double-click” on the hyperlink.  Double-

clicking may cause the file to be become corrupt. 

 

Note: The Individual Information Report and Individual Information Report Delta are produced as a zipped file, due to 

the potentially large size of the report. It can be unzipped with any standard “unzip” utility (for example, WinZip
®
 or 

pkunzip
®
). If you have any questions regarding unzipping files, please contact your Technology Department. 

 

http://www.finra.org/webeft
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Any files viewed or downloaded in the firm’s “processed” and “reports” directories are removed immediately after they 

are viewed or downloaded. Copies of all files are maintained in the “archive” directory for 31 days.  

 

When a user selects the “processed” or “reports” directory, the user knows that any file in the processed or reports 

directory is new and has not yet been retrieved. If a subsequent retrieval of a file is required, the file will still exist in the 

archive directory for 31 days. 

 

For example: 

1) Web EFT places a daily report BDNumber_PostApprovalsReport_2014-10-01.app in the firm’s reports directory.  

2) A copy of the daily report BDNumber_PostApprovalsReport_2014-10-01.app is also placed in the firm’s archive 

directory.  

3) A user (or automated script) retrieves the daily report BDNumber_PostApprovalsReport_2014-10-01.app from 

the firm’s reports directory (either manually by opening the file in a browser or by right-clicking and saving the 

file locally, or automatically by performing a “get”).  

4) Daily report BDNumber_PostApprovalsReport_2014-10-01.app is deleted from the firm’s reports directory.  

5) The copy of daily report BDNumber_PostApprovalsReport_2014-10-01.app will remain in the firm’s archive 

directory for 31 days. 

 

1.5.  The archive folder  

 

 
 
The “archive” directory retains a copy of all daily and weekly reports that were delivered to the firm within the previous 

31 days. Also retained are batch form files submitted to Web EFT as well as copies of all batch form results files. The 

files are retained in the archive directory for 31 days. After 31 days, all files and reports are deleted automatically. Both 

the Full Individual Information Report and Individual Information Report Delta are deleted every Sunday. 

 

1.6.  The incoming folder  

 

 
 
All batch form files sent to Web EFT must be uploaded to the “incoming” directory. The files are held in the incoming 

directory until the file has been completely processed. Once the file is completely processed, the uploaded file is 

automatically moved to the archive directory and no longer appears in the incoming directory.  
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1.7.  The processed folder  

 

 
 
The “processed” directory stores all batch form filing result files corresponding to batch form filing submissions. One 

batch form result file is created for each batch form filing file submission. Each batch form result file contains an entry for 

each form submitted, indicating whether the form submission was successful and, if unsuccessful, the reason for failure.  

1.8.  The reports folder  

 

 
 

The daily and weekly CRD Reports are placed in the “reports” directory. These reports are produced in XML format and 

can be viewed in a browser or downloaded to the user’s computer. Once the reports are viewed in this directory, they are 

moved to the archive folder and must be viewed there. 

 

NOTE: The Individual Information Report and the Individual Information Report Delta are produced as a zipped XML 

document, due to the potentially large size of the report. It can be unzipped with any standard “unzip” utility (for 

example, WinZip
®
 or pkunzip

®
). If you have any questions regarding unzipping files, please contact your Technology 

Department.  

1.9.  View Batch Status 

Users may access the Web EFT status page in two ways. Users may select on the “Status” link that appears in the upper 

right corner of each page. When selected, the link displays a list of the processing status of all batch form files sent to 

Web EFT in the past 31 days.  

 

 
 

There are four possible statuses for any submitted file: 

 Submitted – The file has been submitted to Web EFT and is queued for CRD processing. 

 Processing – CRD has received the file and begun processing it. 

 Completed – CRD has finished processing the file. There were no errors on any forms within the file. 

 Completed with Errors – CRD has finished processing the file. At least one of the forms within the file was not 

successfully processed. 
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In addition, selecting the “status.xml” link in the home directory will also provide the status file.   
  

Sample status.xml file:  
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.10.  Schema Documentation 

Web EFT schema documentation provides a formatted version and explanatory text for firms to follow in building batch 

forms and retrieving reports. These documents are located on FINRA’s Web site (www.finra.org/webeft/schema) and are 

updated periodically to reflect any changes to the Web CRD form filing and Web EFT reports schemas.  

 

The U4/U5/NRF Schema Definition Document contains detailed information regarding the data and file formats for 

Forms U4, U5, and NRF. The BR Schema Definition Document contains detailed information regarding the data and file 

formats for Form BR. 

 

Web EFT requires all data to be in XML format. Any form filings submitted via Web EFT must also comply with Web 

CRD's completeness checks and business rules. 

1.11. Schema Files 

There are two form filing schema files (.xsd): ‘U4/U5/NRF’ and ‘BR’. These form filing schema files may be downloaded 

to a user’s computer and loaded locally into a user’s XML editing software. This permits the user to validate files against 

the CRD Form Filing schema immediately, without the need to repeatedly upload batch form filings and wait for the 

results. Reports schemas provide the basic data elements to help users build their tables. These schema files are located on 

FINRA’s Web site (www.finra.org/webeft/schema) and are updated periodically to reflect any changes to the CRD Form 

Filing and Web EFT Reports schemas. 

1.12. Logout 

Selecting the Logout link will log the user out of the Web EFT system. The user will need to login again to access the 

system. 

  

http://www.finra.org/webeft/schema
http://www.finra.org/webeft/schema
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1.13. Hours of Operation 

Web EFT will generally be available to upload and download files 24 hours a day, except for occasional maintenance 

periods. CRD Production form processing; however, will only occur during Web CRD’s regular business hours, Monday 

– Friday from 5:00 a.m. to 11:00 p.m., E.T. and non-maintenance Saturdays from 8:00 a.m. to 6:00 p.m., E.T. 

 

CRD Test environment form processing hours are Monday – Friday from 9:00 a.m. to 8:00 p.m., E.T. except for 

occasional maintenance and monthly data refreshes. 

 

If a batch form file is uploaded to Web EFT after 11:00 p.m. (6:00 p.m. on available Saturdays), the file will remain in the 

firm’s “incoming” directory until CRD completes processing the file the following morning. Similarly, if a batch form 

file is uploaded to Web EFT before 11:00 p.m., but CRD has not finished processing the entire batch of forms by 11:00 

p.m., processing will be suspended from 11:00 p.m. until the following morning. 

2. Machine-to-Machine Interface 

Since all communication between the user’s computer and the Web EFT server is achieved through a standard HTTPS 

transmission, any tools that support the HTTPS protocol for sending and receiving files can be used to communicate with 

Web EFT. (Due to the nature of custom scripting and third-party tools and the multiple ways of implementing a machine-

to-machine interface, FINRA cannot support or trouble-shoot automated user interfaces.) 

 

Machine-to-machine interaction still requires the user’s machine to provide a valid user ID and password. Because all 

Web EFT accounts are initially issued a one-time-only password, there must be an initial login through the Web interface 

to set the permanent password (see Section 1.1). Upon completion of each session, please logout to clear all connections. 

2.1.  Script Samples 

Sample Java and Perl scripts are provided (see Appendix A) to assist you with identifying and systematically retrieving 

files from the FSG Web site. 

2.2.  Certificate Errors 

Should you receive a certificate error, go to the Entrust website for support (http://www.entrust.net/ssl-

technical/index.htm). When a script includes a request to list the contents of a directory and html content is returned 

instead of a text directory listing, try setting the USER-AGENT to "SecureTransport" (case sensitive). 

3. Pre-Production Testing 

Prior to being given access to the Web EFT production environment, firms are required to successfully use the Web EFT 

test environment. New subscribers will be automatically provided with a login to the test environment. Please note that 

there are separate required test items for firm Upload access and firm Download access. 

 

In addition to the Web EFT test environment username and password, if deemed necessary, each firm may request a 

username and password to the Web CRD test environment that ultimately processes Web EFT test files. Firms can use 

this Web CRD test environment logon to verify that their Web EFT test batch form filings have been processed correctly 

on test Web CRD, and to sample the report data posted by Web EFT. 

 

If your firm intends to use Web EFT for batch form filing, your testing steps should include: 

 Logging onto the Web EFT test environment. 

 Building an XML batch form file that complies with the CRD schema and business rules. 

 Uploading a batch file successfully. 

 Retrieving a results file successfully. 

 Verifying that your forms appear in the Web CRD test environment Form Filing History (Optional). 

  

http://www.entrust.net/ssl-technical/index.htm
http://www.entrust.net/ssl-technical/index.htm
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If your firm intends to use Web EFT for reports, your testing steps should include: 

 Logging onto the Web EFT test environment. 

 Retrieving a report successfully. 

 Verifying that data within your report compares accurately with data in the Web CRD test environment 

(Optional). 

 

Passed: Yes or No Testing Check List for Upload access (Batch Form Filing) to Web EFT Production: 

 1.  User logs onto Web EFT test environment and successfully changes the initial password. 

 2.  User successfully uploads a batch form file containing at least one of the specific Web CRD 

Form Filing types below, and views the .nrq file in the firm’s directories.  Available filing types:  

a. U4 Initial U4 

b. U4 Relicense  

c. U4 Dual U4 

d. U4 Amendment of Page 1 info 

e. U4 Amendment of Page 2 info 

f. U4 Page 2 Amendment for Schedule A/B 

g. U5 Partial U5 

h. U5 Full 

i. U5 Amendment 

j. NRF (Non-Registered Fingerprint) 

k. BR Initial 

l. BR Amendment 

m. BR Closure 

 3.  User retrieves an .nrs results file from the firm’s directories. The uploaded batch form file’s 

CRDFormResults indicates “success”. 

 4.  User has determined readiness to move to Web EFT Production, and contacts the FINRA 

Gateway Call Center at 301-869-6699. 

Passed: Yes or No Testing Check List for Download access (Reports) to Web EFT Production 

 1.  User logs onto Web EFT test environment and successfully changes the initial password. 

 2.  User has determined readiness to move to Web EFT Production, and contacts the FINRA 

Gateway Call Center at 301-869-6699. 

4. Web Service 

A new Web Service feature was introduced with Release 2014.3 that provides Broker Dealer firms the ability to request 

employment and residential data and associated sequence numbers in XML format for representatives not yet registered 

but employed by a firm. This new feature is designed to assist Web EFT firms with creating U4 Initial/Relicense upload 

files and eliminate the creation of duplicative employment and residential records. Access to the web service will require 

additional entitlement, and its use be audited (similar to the auditing currently done for the Web CRD pre-registration 

function). 

 

For additional information about the Web Service, including sample code, please refer to the Web Service XML Guide 

posted on www.finra.org/webeft/schema. 

5. Questions 

Should you have any questions regarding Web EFT, please contact the FINRA Gateway Call Center at (301) 869-6699 or 

Web EFT Support at WebEFT.Support@finra.org. 

http://www.finra.org/webeft/schema
mailto:WebEFT.Support@finra.org
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6. Appendix A: Script Samples 
 

Please note that the following scripts were developed for an internal proof-of-concept test and did work at that time, 

running on internal FINRA machines within the FINRA network. These scripts are being provided to Web EFT users for 

example purposes only and FINRA does not guarantee that these scripts will work on any given platform or machine. As 

such, FINRA does not provide any support-related services in connection to these scripts. 

 

 
Below is a sample in JAVA: 
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Sample in JAVA (Continued):
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Sample in JAVA (Continued): 
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Sample in JAVA (Continued): 
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Below is a sample in PERL: 
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Sample in PERL (Continued): 
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Sample in PERL (Continued): 
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Below is a sample in VBS: 
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Sample in VBS (Continued): 
 


