Account
Management CRep User Accounts Certification Process Quick Reference Guide

About User Accounts Certification Process for Organizations with Certification
Representatives (CRep)

The FINRA Entitlement Program on-line user accounts certification process requires your organization to
review and certify all user accounts with access to applications on the FINRA Entitlement Platform.

During the Certification Period, a Certification Representative (CRep) for each organization must certify
that authorized users are only entitled to those privileges necessary to perform their job responsibilities
on the FINRA Entitlement Platform.

Organizations with CReps are those organizations that do not have a Super Account Administrator (SAA)
and are not Broker Dealer, Investment Adviser or Funding Portal Firms.

Organization CReps are required to complete the Annual Entitlement User Accounts Certification
Process when directed by FINRA and within the timeframe communicated by FINRA. Consequences for
failure to certify will result in disablement of all accounts associated with the organization. The CRep will
be required to work with the FINRA Entitlement Team to have account re-enabled to complete the
certification process, which will then enable all other accounts at the organization.

Content:

e Access Certification Process via Account Management System Application (pg. 2)
¢ Review Information (pg. 4)

¢ Download Report (pg.5)

¢ Final Certification (pg. 6)

Questions:
Contact the Gateway Call Center at 301-590-6500.
For CAT Reporting Agents, contact the FINRA CAT Helpdesk at 888-696-3348.
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Access Certification Process via Account Management System

1. Begin the certification process by accessing the Account Management System Information

at https://accountmgmt.finra.org/ewsadmin2/

Enter your User ID and Password, read the Privacy Policy and Entitlement Program Terms of Use and click
Accept and Continue.

Notes:
e Hold cursor down on View Password to see the actual characters entered.
e If you do not know your user ID or password, click the Forgot User ID or Password? hyperlink.
Select the appropriate User ID or Password radio button, enter the required information and click Submit.
An email with your User ID or a temporary password will be sent to you.
e To improve application security, FINRA has shortened the time before users are automatically logged off due
to inactivity to 30 minutes. Please make sure to save your work frequently to avoid lost work due to a system

timeout.

LogIn Single Sign-On (S50)

Welcome to Web CRD ®

Password

@ View Password

By dlicking "Accept and continue" | certify that | have
read, understood, and accepted the Privacy Policy
and the FINRA Entitlement Program Terms of Use.

ACCEPT AND CONTINUE

Forgot User ID or Password?

© 2021 FINRA. All rights reserved. FINRA is a registered trademark of the Financial Industry Regulatory Authority, Inc.

Privacy | Terms & Conditions | Legal
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2. Answer Security Question and click Submit.

Security Question

What was the name of your High School?

Remember Device ® @ View Answer

CANCEL

© 2021 FINRA. All rights reserved. FINRA is a registered trademark of the Financial Industry Regulatory Authority, Inc.

Privacy | Terms & Conditions | Legal

Note:

o Select the option to “Remember Device” only if you are using your personal
computer.
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Result: FINRA Entitlement User Certification screen opens.

3. Click ‘Click here to begin User Accounts Certification Process’.

9 Frrtm Tomendy

FINRA Entitlement User Accounts Cartification

. e
« Aot Management Start :
< Ds: September 13, 2021 [LGhck hore 10 bog User Accounts Carticesion Process |
s Due Date: November 15, 2021
Wy Accoure bdormaton S
Cunge Passecrd The 2021 FINRA Entitiement User Accounts Cartification Period is underway. During this period, organizations with
more than one user and/or administrator are required to certify that all accounts are valid, active and properly entitied to
Change Securtty Questors
FINRA Enut PP and the data that they For more inf soe the
4 S e User Accounts Certification Process for Organizations with Certification Representatives (CRep).
Logout
Account Management: Home
Weicome 1o Account Managemernt
My Acclotions Please mako a selection from the menu at the lefl. The avadable selections or Account Management are

Accasrt Merageneet Home Infroduces the Account Management system, duplays sysiem announcements, and provides inka 10 apgicatons.

Account Management Enables you 10 manage e s of accounts hat can be used 10 107 Nt any of B agpiications under e Account Management umbrelia You can

Query, view add edit and delete accounts from the list This 100] also enables you 10 designate the appropriate appications. rokes. and privieges for sach account

Help Provides help in using he Account Management sysiem
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Review Information
4. Review user account information that is listed in the Account Management: Search Results.
Click ‘Return to Search Results’ to return to the listing of accounts.

Note: You will need to review your organization's user accounts to determine that:

e each user has a continuing need to access FINRA application(s) on the organization’s behalf.

e eachuser is entitled only to the applications and privileges needed to perform current job
responsibilities; and

e only users who require access to sensitive data (e.g., Social Security, Criminal History
Record Information) are entitled to access this type of data.

& Prirter Frienaty
FINRA Entitlernent User Accounts Certification
«Home Please review all user accounts to determine that:
=User Accounts Certification
Al e « user accounts are "Active” - remove any account that no longer requires access;
- Create New Accounk « users continue to require the application privileges they have been assigned to perform current job responsibilities -
- tart New Search remove and/or add privileges as needed to match job functions; and
«Help « only those users who require access to sensitive data (e.g., Criminal History Record Inf ion(CHRI), social ity or
DMy Account tax identification numbers, dates of birth) are given access to this type of data - remove access that is no longer
Change Password required to perform current job responsibilities.
Applications & Administrators
Logout For i you can d load yuur user accnunt information into a repon to seml to other individuals within your
to confirm individ g access to li privil and itive data. Itis
My agilications recommended that you certify yuur users on the same dayyou request ihe download to prevem havmg to perform a
— subsequent review of your users as the entitlement data may have been updated since the d was req

by Applications
Account Management, After you have revi d the y of your org 's user click the Continue button at the bottom of the
CRD screen to continue the certification process.

Account Management: Search Results

To view the account, click the User ID.

To download this information to your computer, click “Download Results®

A4 ORIy et 1 ot st o b e
Ul Losthome Pl M Nonw el Proe  WFAoabld gt Logen S Aecount St Roplcakes Mnistend
A a " . p " N « (RD
Ul " e doejlerp o Wmam W8031 048 b v
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Download Report

You can download your user account information into a report to send to other individuals within your
organization to confirm individual's appropriate entitlement, including access to applications, privileges,

and sensitive data.

5. Click Download Results

Account Management FINRA Entitlement User Accounts Certification

& Pricter Friendly

«Home Please review all user accounts to determine that:
= User Accounts Certification
Amonriilnnsn « user accounts are "Active” - remove any account that no longer requires access;
- Create New Accourk « users continue to require the application privileges they have been assigned to perform current job responsibilities -
- tart New Search remove and/or add privileges as needed to match job functions; and
«Help « only those users who require access to sensitive data (e.g., Criminal History Record Inf ion(CHRI), social ity or
Dy Account tax identification numbers, dates of birth) are given access to this type of data - remove access that is no longer
Change Password required to perform current job responsibilities.
Applications & Administrators
Logout For you can d load your user infe into a report to send to other individuals within your
g to confirm individual’s entitl including access to applicati privileges and data. Itis
My applications recommended that you certify your users on the same day you request the d load to p having to perf a
subsequent review of your users as the entitlement data may have been updated since the d load was req d.
My Applications
Agcount Management After you have reviewed the accuracy of your org ion's user click the C. button at the bottom of the
CRD screen to continue the certification process.
Account Management: Search Results
To view the account, click the User ID.
To download this inft to your . click “Download Results"
Rel 1l Sectiry hoadi o o et g b revese e ot
U Lsthose  Fiothone Mo el e WA Cubld st Logen W KcomtSats  Aplats Mnkisd
) o . « (RD
Userd vt n donBoron Wmm s ¢ b

6. Determine the criteria for your Download Report and click Download.

Account Management: Download Search Results
To download the sccourts from your last search:

» Check the fields you wish ta download fiom each account.
o Click Downlozd” to inifiste the download.

] Secondary Email
0] Fiimary Phone
[ Secondary Phone
0 Fax
] Account Status
] Account Created On
(] Account Created By
] Department
] TRACE MPIDs
] Equity MPIDs
(] M3RB Numbers
[ 0s0
] Individual CRD Mumber
[ Legacy User D
] OATS Legacy Usar ID (PD)
[] OATS Lepacy User ID (CT)
(] OATS Flag
[ 54
Pemissions

addresses may change.

Cownload i Cancel
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e Note: User ID and Permissions are default settings and will be
e pr_owgied in your _Downl_oad Report. You may want to include ot_her
0 s criteria such as first, middle and last name to facilitate your review.
ST FINRA recommends that email be selected as an option, as email




7. Manipulate and disperse the data as needed.

Al -3 Ju| UseriD
PloA ~ - D E F G H | ) X L M N 0 P | a R
1 First Namw Last Name Primary E1 Account § Account € Account € Departme TRACE MP Equity MP MSRB Nur OATS Legi OATS Flag SAA  *""Account Management'’ Edit Accow Manage A Change P:
2 user admin user adminuse tACTIVE  2011.09.2¢FINRA 123 898 131 No User User User User

Note: FINRA recommends that you certify your users on the same day you request the download to
prevent having to perform a subsequent review of your users as the entitlement data may have changed
since the download was requested.

Final Certification

Once the user information is verified, if needed, log back into Account Management and click User
Accounts Certification.

8. Click the FINRA Entitlement User Account Certification checkbox that is located at the bottom of the
screen.

FINRA Entitlement User Accounts Certification

| have reviewed and validated the account information for the users in my organization for this certification period.

Continue |

Note: The Continue button will be enabled when the checkbox is selected.
9. Click Continue.

FINRA Entitlement User Accounts Certification

| have reviewed and validated the account information for the users in my organization for this certification period.

Result: FINRA Entitlement User Accounts Certification screen opens

10. Read the Terms and Conditions and click Agree.

Note: Selecting Do Not Agree will not permit you to complete the certification process but will cancel you out
to complete the certification another time.

& Privtor Friondy

FINRA Entitlement User Accounts Certification

1 am the Certification Representative of my Organization and have the authority to act on behalf of the Organization to
certify accounts for users and, if applicable, administrators.

1 understand that my Organization is responsible for confirming that authorized users and, if applicable, administrators are
entitled only to those privileges necessary to perform their job responsibilities.

My Organization assumaes full responsibility for actions conducted through all accounts assigned to my Organization. | agree
that my use of the FINRA Entitlement Program as the Certification Representative and as an entitled user is subject to the
FINRA Entitlement Program Terms of Use.

On behalf of my Organization, | certify that all accounts for users and, if applicable, administrators are authorized to access
information based on the privileges granted through the FINRA Entitlement Program.
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11. The system will display a Successfully Completed message and you will receive aconfirmation

Account Management

» Home

» Account Management

» Heb

My Account [nformation
Change Password

Change Security Questions
Applications & Adminlstrators

Logout

My applications

My Applications

Account Management

Note:

FINRA Entitlement User Accounts Certification

Thank you. Your organization has fully
Process.

pleted the 2021 FINRA Entitlement User Accounts Certification

FINRA strongly encourages s to inue to review on an ongoing basis throughout the year to
ensure that a.) accounts remain valid, and b.) individuals have only the access necessary to perform current job

functions.

Account Management: Home

Welcome to Account Management
Please make a selection from the menu at the left, The available selections for Account Management are.

Home Introduces the Account Management system, displays system announcements, and provides links to applications.

& Preter Frisndly

Account Management Enables you to manage the list of accounts that can be used fo log info any of the applications under the Account Management umbrella, You can
query, view, add, edit, and delete accounts from the fist. This tool also enables you to designate the appropriate applications, roles, and privileges for each account

Help Provides help in using the Account Management system.

Additional entitlement information can be found on the_FINRA Entitlement Program page and in the

User Accounts Certification Process for Organizations with Certification Representatives (CRep) page.

Questions:
Contact the Gateway Call Center at 301-590-6500.

For CAT Reporting Agents, contact the FINRA CAT Helpdesk at 888-696-3348.
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http://www.finra.org/Industry/Compliance/Entitlement
https://www.finra.org/filing-reporting/entitlement/user-accounts-certification-process/certification-representative

